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YCNOBHbIE OBO3HAYEHUA

V MpumeuaHusa cogep)KaT BaXKHYIO MHPOPMALMIO, COBETbl WUAW pPeKoOMeHZauuu no
MUCMNOAb30BAHUIO U HAaCTPOIiKe YCTPOUCTBA.

MpeaynpexaeHna HGOPMUPYIOT NO/Ib30BATENA O CUTYaLMUAX, KOTOPble MOTYT HaHeCTU
Bpen, YCTPOUCTBY MAWN YeNOoBeKy, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiictBa Mam
norepe AaHHbIX.

.‘
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1 BBEAEHMUE

BcTtpoeHHbit Web-cepsep (WS) no3BosseT caenath ynpaBieHMe KOMMyTaTopom 6osee HarnsaHbim
n komdopTtHbiMm. C nomouwbio Web-cepBepa BbINOAHAETCA KOHOUIYpUPOBaAHME, MOHUTOPUHT, OTA3AKa
YCTPOMCTBA C yAaneHHoro pabodero mecrta, ucnonb3ys Web-6paysep. Kpome Ttoro, Web-nntepdeiic
No3BOISIET MOy4YaTb CTAaTUCTUYECKYIO MHPOpMaLMio 06 ycTpolicTBe B rpaduyeckom BUAE B peasibHOM
BPEMEHWN. 3TO MOXKET ObITb YA0OHbIM MHCTPYMEHTOM /1A CETEBbIX aAMUHUCTPATOPOB NPU MOHUTOPUHTE
NpoM3BOAUTENIBHOCTM CETM Nepeaadn AaHHbIX.

B maHHOM pyKoBoACTBE npuBegeHa WMHPopmauma o coctaBe Web-uHtepdeiica yctpoiictea, 06
OCHOBHbIX HaBblkax HaBWraumMmM Mo cTpaHuMuam uHTepdelica. bonee noapobHas uHbopmauMa o
KOHPUrypupyembix GyHKUMAX NpUBEAEHA B PYKOBOACTBE MO 3KCMyaTaumm, yacts 1, pasgen 2.2.
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2 HAYANO PABOTbDI

[ns Hayana paboTbl oTKpoliTe Web-6paysep.

BBeauTte B agpecHol cTpoke bpaysepa IP-agpec ycTpoicTBa, YCTaHOB/EHHbIN paHee B npoueaype
HaYaNbHOro KOHPUIYPUPOBaHUA, U HaxkmuTe Enter.

HacTtpoika cTaTuyeckoro IP-agpeca, Mackum noAcetM W LWA3a MO YMOAYAHUIO OnucaHa B
PykoBogacTse no akcnayataumu, 4actb 1, pasgen 4.5.1.2.

«‘ Mpu yaanenun scex IP-agpecos KommyTaTopa 40CTYN K Hemy byaeT ocywectsnarbeca no IP-
appecy 192.168.1.239/24 so VLAN 1.

Mpu ycnewHom obHapy»KeHWWU YCTPOWCTBa B OKHe bpaysepa oTobpasutcs cTpaHMua C 3anpocom
MMEHW NoIb30BaTeNA M NapoAs ANA A0CTyNa K yCTPOMUCTBY.

ABTOpM3aUMA

Mms nonb3oBatensa
Maponb

A3sbIK MHTEepdeica

Pycckuit v

Bontn

Beegute nma nonb3osaTtenda u napob.

/‘f Mo ymonuaHuio onpepeneH NpUBUNErMPOBaHHLIIN NONb30BaTeNb € UMeHem «admin», ¢
naposem «admin».

Haxkmute KHoMKy «BoiTn». B okHe 6paysepa noasutca ctpaHuua Web-nHtepoelica KommyTaTtopa:
MeHio Cucmema nogMeHio MHpopmauys o cucmeme, CM. PUCYHOK 1 Ha cieaytoweit CTpaHuue.

/ Bo u3bexkaHne HeCaHKLMOHUPOBAHHOIO A0CTYMNA K YCTPOMCTBY PeKOMEHAYETCA YCTaHOBUTb
V naponb anA nonb3osarena «admin», cm. pasgen 2.5.1 HacToALLEero pyKoBoACTBa.
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2.1 OcHoBHble anemeHTbl Web-uHrepdeiica

Ha pucyHke 1 npeacraBneHbl 31eMeHTbl HaBuraumm Web-mHTtepdeiica KommyTaTtopa.

MacTposxn > Cucroma | Mndopamaumn 0 cucteme # "3

N KareeCT0 0OCIysnBamh
M Cramscrima RMON

MES3324 28-port 1G/10G Managed Switch

§

/ Coxpammry

PucyHok 1 — dnemeHTbl Hasuraumu Web-koHdurypatopa

OKHO Web-uHTepdeiica pasgeneHo Ha yeTbipe 061acTu:

1.

Mone, B KOTOpoM oTOBparkaeTca cuctemHoe nma yctponctea (MES3324), moaenb ycTpoincTea
(28-port 1G/10G Managed Switch), nma nonb3osatena (admin), a TaKxe cogepatca
ynpasAatoLIne 31eMeHTbI:

— CoxpaHumb — CCblIIKa AN1A 3anucu U3MEHEeHMM B 3HEProHe3aBUCUMMYIO NaMATb
YCTPOWCTBa;

—  Ru/En — ccblfika AN CMeHbl A3bIKa;

—  Boeilimu — ccblnKka gna Bbixoga UM CMeHbl N0Ib30BaTeN .

MeHo ApeBOBMAHON CTPYKTYpPbl, KOTOPOE COLEPKMUT NAMKKU, TMNEPCCbINKM ONA ynpaBaeHna
nosiem HacTpoeK.

Mone HacTpoeK yCcTpoKCTBa, KOTopoe H6a3mpyeTca Ha Bbibope nosb3oBaTens. NpeaHasHa4yeHo
ONA  NpPOCMOTPA  HaCTPOeK  YyCTpoiCTBa M BBOAQ  KOHOUIypaUMOHHbIX  AAHHbIX.
YnpasnawLwme aneMeHTbl:

— CoxpaHumMe — KHOMKA 411 NPUMEHEHUA HACTPOEK;
i o
— B — obHoBNeHMe MHPOPMALMM B NOJIE HACTPOEK YCTPOMCTBA;

— @ - MHd)OpMaLI,Mﬂ o KOHd)VII'ypVIpyeMbIX napameTpax.

NHpopmaumoHHoe nosie, B KOTOpom oTobparaertca Bepcua Web-uHtepdeiica. OnncaHue
CTPYKTYypbI pasaenos Web-nHtepoelica npusegeHo B Tabavue 1 Ha cneaytoLeit cTpaHuue.

M3meHeHMe HacTpoeK KommyTatopa npu nomowm Web-uHtepdeiica nuwb
moaupuLuMpyeT TeKylylo KOHGUrypauuio U He COXpaHAeT ee Npu nepesarpyske
KommyTatopa. [ocne BbINOJIHEHUA  HAcTPOeK AAA  3anUCU U3MEHEeHUid B
9HEProHe3aBUCMMYIO NAMATb YCTPOICTBA HAXKMUTE HA CCbINIKY «COXPaHUTbY.
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Tabnunua 1 — CrpykTypa pasgenos Web-uHtepdelica

MeHio OnucaHue pa;:"gena

Cucmema HacTpolika OCHOBHbIX NapameTpos cuctembl. MeHto «Cuctema» 2.2

UHgopmayusa o cucmeme CuctemHasa uHoopmauma 2.2.1
llepe3azpy3ka Mepe3sanyck kKommyTaTopa 2.2.2
Bpema HacTpolika cMCTEMHOro BpemMeH#! 2.2.3
CuctemHoe Bpems YcTaHOBKa BpemeHu 1 aatbl 2231
HacTpoiikn SNTP HacTpolika cMHXpOHM3aL MM BpeMeHM no npoTtokosny SNTP 2.2.3.2
AyTteHuTtudukauma SNTP HacTpolika nposepku noganHHocTn cuctembl SNTP 2233
IP-adpecayus Hactpolika IP-agpecaummn n npotokona ARP 224
IP-uHTepdEiChI Hactpolika IP-agpecaymm 2.24.1
HacTporikn ARP Hactpolika npoTokona ARP 2.24.2
Ytunuta Ping [narHocTuKa coeguHeHni 2.243
Hacmpolika DNS HacTpolika napameTtpos DNS 2.2.5
Cepsepbl DNS HacTpolika cepsepa DNS 2.25.1
HacTpolika cooTBeTCTBUIA UMEH YcTaHOBKA COOTBETCTBUIA MEXKAY MMEHaMUK XOCTOB U IP-agpecamum 2.2.5.2
MypHanel YnpaBneHne CUCTEMHbIMU XKypHanamu 2.2.6
HacTpolikun nornposaHua Ob6LmMe HaCTPOMKM CUCTEMHOTO XKypHana 2.2.6.1
*ypHan Ha palinoBoi cucteme MpocmoTp dalina cMCTeEMHOTO KypHana 2.2.6.2
*ypHan B onepatuMBHOM NamATH MpocmoTp cobbITUIA XKypHana, COXpaHEHHbIX B ONepaTUBHOM NamATH 2.2.6.3
Syslog-cepBepbl HacTpolika cepBepa KypHana 2.2.64
YnpasneHue gpalinamu YnpasneHue dpaiinamm MO 1 KoHdUrypauum 2.2.7
3arpyska O6HoBneHue MO 1 KoHPUrypauum 2.2.7.1
Bbirpyska Mepepgaya ¢palinos Ha cepsep 2.2.7.2
KonunposaHue YnpasneHve KOHOGUIypauMoHHbIMK dalinamm 2.2.73
CmeHa aKkTMBHOro obpasa No YcTaHoBKa ucnonHaemoro obpasa OC 2.2.7.4
SNMP HacTpolika npotokona SNMP 23
bazonacHocme HacTpolika 6e3onacHocTu 2.3.1
InobanbHble NapameTpsbl HacTpolika rnobanbHbix napameTpos 2311
HacTpoWiku npeactaBneHuit OnpegaeneHune obbektos OID 2.3.1.2
Mpodunn rpynn Ynpasnexue rpynnamu SNMP 2.3.1.3
YneHcTBO B rpynnax HacTpolika SNMP-nonb3oBaTenei 2.3.1.4
HacTpolikn coobuiects HacTpoiika SNMP-coobuwecTs 2.3.15
Hacmpoliku ysedomneruli Ynpasnenne SNMP-coobueHnamm 2.3.2
MapameTpbl HacTpolika OCHOBHbIX MapaMeTpoB 23.21
Mpuém yseaomneHni HacTpolika agpecatoB SNMP-coobuieHni 2.3.2.2
dunbtpauma ysegomneHmi HacTpolika npasun ¢punbTpaumm trap-coobLeHmni 2.3.2.3

AnnapamHoe okpyxceHue/ .

Luazrocmuka [JunarHocTuka ycTpoiictea Ha GpU3NYeCcKoM ypoBHe 24
3epKkannposaHue NopToB HacTpolika 3epkannpoBaHua ceteBoro Tpaduka 24.1
[unarHocTuka kabensa [dunarHocTnka megHoro Kabena 2.4.2
OnTnyeckme TpaHcuBepbl [uarHocTnka onTU4ecKkmnx TpaHCMBEPOB 243
TepmoaaTUMKM N OXNaxgeHue MOHUTOPUHI TemnepaTypbl 244
3arpyska npoueccopa MOHUTOPUHT TEKyLLEN 3arpy3Kku npoueccopa 245
CocTosiHMe nopToB MOHUTOPUHI NOpTOB 2.4.6

Hacmpoiika 6e3onacHocmu YnpasneHve 6€30NacHOCTbIO YCTPOICTBA 2.5

Maponu HacTpolika yuyeTHow 3anucu 25.1
JloKanbHble NoNb30BaTeNU HacTpolika yueTHoM 3an1cuy nosib3oBaTens 2.5.1.1
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NHTepdelicbl ynpasneHua OnpeaeneHuve naposen ana Aoctyna K TepMuHany 25.1.2
MpuBMAErMPOBAHHbBIN peXUM OnpegeneHuve napons ANA CMeHbl YPOBHA A0CTyna 2513
AymeHmudgukayus HacTpolika mexaHu3Ma ayTeHTUTUGUKaLmUm 2.5.2
Mpodunn ayteHTUdMKaLUK HacTpolika npodunein ayteHTMdUKaLmum 2.5.2.1
Mpuesaka npodune HacTpolika meTofa ayTeHTUdMKaLMmM Npu A0CTyNne Yepes KOHCOb, 25323
Telnet, SSH, HTTP, HTTPS
TACACS+ HacTtpoiika napameTpos cepsepa TACACS+ 2.5.23
RADIUS HacTpoiika napameTtpos RADIUS-cepBepa 2.5.2.4
Memod docmyna Cnocobbl KOHTPOAA AOCTYNa ANA YNPaBAEHUA YCTPOUCTBOM 253
MNpodunn goctyna HacTpolika npodunein KOHTpoAA f4ocTyna 2.5.3.1
HacTpoiiku npasun YnpaeneHue npoduasmm npasua 4octyna 2.5.3.2
Cemeeas 6esonacHocmo YnpaeneHune ceteBoit 6e30nacHOCTbIO 2.6
YnpaeneHue mpagukom YnpasneHue TpadmKkom 2.6.1
3awmTa oT WTopma KOHTpOAb WnpOKOBeLATEeNIbHOrO KLLITOPMa» 2.6.1.1
be3sonacHocTb nopToB ObecneyeHue 3aWmMTbl NOPTOB 2.6.1.2
O6HapyKeHWe neTenb O6Hapy»KeHWe neTesib Ha NOPTY 2.6.1.3
802.1x MpoBepKa NOA/IMHHOCTM KAMEHTa Ha OCHOBE nopTa (cTaHaapT 802.1x) 2.6.2
CsolicTBa OCHOBHble HaCTPOMKK ayTeHTUdMKaLmm (IEEE802.1x) 26.2.1
AyTeHTndMKaLmMA NopToB basoBas nposepka NOA/JIMHHOCTU NOAb30BaTeNA 2.6.2.2
MHOecTBEeHHbIV AoCcTyn PacwupeHHas npoBepKa NOA/IMHHOCTM NO/b30BaTENA 2.6.2.3
AyTeHTUMLMPOBAHHbIE XOCTbI [pocmoTp aBTOpU30BaHHbIX NOJ/Ib30BaTes1eN 2.6.2.4
Cratutctuka EAP CraTuctuka npoTtokona EAP (Extensible Authentication Protocol) 2.6.25
Cnucku docmyna KoHdurypuposaHue ACL (CNMCKM KOHTpOAA A0CTyna) 2.6.3
No MAC-agpecy HacTpolika cnMckoB AoCcTyna, OCHOoBaHHbIX Ha MAC-aapecaumm 2.6.3.1
Mo IP-agpecy HacTpolika cnMcKoB A0CTyna, OCHOBaHHbIX Ha IP-agpecauuu 2.6.3.2
MpuBA3Ka cNUCKOB JoCTyNa HasHaueHue cnuckoB goctyna ACL nHTepdeicam 2.6.33
Hacmpoiiku L2 HacTtpoWika ¢dyHKLMIM BTOpOro yposHs ceTeBoi mogenu OSI 2.7
UHumepgpelicobi KoHurypuposaHue nHtepdelicos 2.7.1
KoHdurypaums noptos OnpefeneHne napameTpoB MHTepdencoB KomMmyTaTopa 2.7.11
KoHdurypaums LAG YnpaBneHue rpynnamu arperaumm kaHanos (LAG) 2.7.1.2
YneHcTso LAG YnpasneHue coctaBom rpynnbl LAG 2.7.13
MapameTpbl LACP HacTtpoiika npoTokosa arperauuu KaHanos LACP 2.7.1.4
Tabauya MAC-adpecos YnpasneHue cTaTM4eckoin/guHamuyeckon agpecaunei 2.7.2
Cratuyeckue agpeca HacTtpoiika cTatuueckoi agpecaunm 2.7.2.1
[OuHamunyeckune agpeca HacTpoiika AMHamuuyeckon agpecauum 2.7.2.2
Mpomokon ceAsyrou,ezo depesa HacTtpoiika npoTokosios cemericTBa Spanning Tree (STP, RSTP, MSTP) 2.7.3
[nobanbHble napameTpbl O6wume HacTpoiku STP 2.7.3.1
MapameTpbl nHTEPdEicOB HacTpoiika STP gns onpegeneHHoro nHtepdeliica 2.7.3.2
Mpomokon 6bicmpozo ceAsyrouje2o . .
depesa (RSTP) HacTpoiika npotokona Rapid STP 2.7.4
flpomokon MHoxecmeeHHbix HacTtpoiika npotokona Multiple STP 2.7.5
ceAsyrouux depesves (MSTP)
[nobanbHble NapameTpsbl HacTtpoiika 06wmx napamerpos ansa MSTP 2.75.1
Mpusaska VLAN k akaemninpam Mpusaska VLAN K ak3emnnapam MSTP 2.75.2
cBA3yloLero aepesa
MapameTpel Sk3eMNIAPOB CBA3YIO- HacTpoiika aK3emnaspos NOKPbIBAOLWEro Aepesa 2.7.53
ero aepesa
MapameTpbl MHTEpdeiicoB HacTpoiika sksemnnapos MSTP 2.75.4
VLAN HacTpoiika BUpTyanbHbIX SI0KanbHbIX ceTeit (VLAN) 2.7.6
HacTpoiika 0O6Lwme HacTpoiiku VLAN 2.7.6.1
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YneHcTBO YcTaHOBKa NpuHagneKHocTn uHTepdericos K VLAN 2.7.6.2
MapameTpbl MHTepdeicos Hactpolikun VLAN ana nHtepdelicoB KommyTtaTopa 2.7.6.3
HacTpoiikn GARP HacTpolika npoTokona GARP 2.7.6.4
NapameTtpbl GVRP HacTpolika npotokona GVRP 2.7.6.5
Cratuctuka GVRP MpocmoTp cTatncTukn GVRP 2.7.6.6
Mepedaya epynnosoeo mpaguxa YnpasneHue rpynnoBon agpecaunen 2.7.7
[nobanbHble NapameTpsbl HacTpolika dunbTpaLmm rpynnosbix agpecos 2.7.7.1
HacTpolika rpynn mHOroagpecHom nepeaaymn, ocHoBaHHbIX Ha MAC-
Cratnyeckne MAC-rpynnebl P Py AP peA 2.7.7.2
agpecax
HacTpoVika rpynn mHoroaapecHol nepesayn, OCHOBaHHbIX Ha IP-
Cratuueckue IP-rpynnol 2.7.73
agpecax
IGMP Snooping Hactpolika ¢yHKkuumn IGMP Snooping 2.7.7.4
MLD Snooping Hactpolika ¢yHKkuumn MLD Snooping 2.7.7.5
MpocmoTp 3aperncTprpoBaHHbIX MpocmoTp MHGOPMaLUK o rpynnax, y4acTBYLMX B FPyNnoBown 2776
rpynn paccbiike T
Ponv noptos B nepecbinke HacTpolika nHTepdeincoB K MHOrOaZpPecHbIM MapLLpyTU3aTopam 2777
MHOroaapecHoro Tpaduka (mrouter) T
KoHTponb nepepaun . .
[JeTannsauma HacTpoeK rpynmnosoi agpecaummn gas nHtepdeiicos 2.7.7.8
MHOroazpecHoro TpaduKka Ha nopTy
YnpasneHue
MpaBuna AnA NakeToB C HE3apPEerncTPUPOBaAHHLIMK FPYNNOBbIMU
He3aperncTpMpoBaHHbIM 2.7.7.9
agpecamu
MHOroaZpecHbiM TpadrKom
Kauecmeo obcnyxcueaHus YnpasnieHue KauecTBom o6cny:kusaHua (QoS) 2.8
OcHoBHble HacmpoUKu O6wme HacTpolikn QoS 2.8.1
Knacc obcnyknaHua HasHaueHue knaccos cepsuca (CoS) ana nHtepoeicos 2.8.1.1
Ouepeau HacTpolika ouepepnei 2.8.1.2
OrpaHun4yeHne NoNocbl NPOMNyCKaHMA HacTpolika nponycKHol cnocobHocTu nHTepdelicos 2.8.1.3
CooTtsetcTBme mexay CoS n
MprBA3Ka KNaccoB 06CNYKMBaHWA K odepesam 2.8.1.4
oyepeaamm
CooTtsetcteme mexay DSCP n
Mpusaska Tera DSCP kK oyepeaam 2.8.1.5
oyepeaamu
ba3osbili pexcum basosbii pexxum QoS 2.8.2
OCHOBHble HaCTPOMKM 0Ob6wme HacTpoikm gns 6asosoro pexxknma QoS 2.8.2.1
MN3meHeHne DSCP HacTpolika Tabaunupl nepemapkuposku DSCP 2.8.2.2
PacwupeHHbIl pexcum PacwupeHHbI pexum QoS 2.8.3
OCHOBHble HAaCTPOMKM O6wue HacTPOIKK ANA pacliMpeHHoro pexxmma QoS 2.8.3.1
HacTtpoiika cootseTcTeua DSCP HacTpolika Tabaunubl nepeonpegeneHmsa kopos DSCP 2.8.3.2
Kputepun knaccudumkaumm Tpaduka HacTpolika Kputepumes Knaccudurkaumm Tpaduka 2.8.3.3
OrpaHu4yeHune Noaocbl NPONYCKaHMA HacTpolika npoduns orpaHMYeHmsa CKopocTu 2.83.4
Nonutukm YcTtaHoBKa MmeH noantuk QoS 2.8.35
MpuBAsKa Kputepmes . .
Hactpoiika npodunenn nonntmk QoS 2.8.3.6
Knaccuoukaumm Tpadmka K NonnTuke
MpuBA3Ka NOAUTUKK K UHTEpdelicy HasHayeHue nonnTtnku QoS nHtepdelicy 2.8.3.7
Cmamucmuka RMON YpaneHHbli MOHUTOPUHT cocTosiHMA ceTh RMON 2.9
lpocmomp cmamucmuku MpocmoTp cTatnctukn RMON 2.9.1
Ucmopusa MpocmoTp 1 HacTpoiiKa KypHana RMON 2.9.2
YnpasneHue HacTpolika *kypHana RMON 2.9.2.1
MpocmoTp MpocmoTp KypHana RMON 2.9.2.2
Cobbimus MpPOCMOTpP M HAaCTPOMKA YCNOBUI pPerncTpaumm U reHepaumm cobbiTmi 2.9.3
YnpasneHue HacTpolika ycnoBuii perucTpaumm u reHepauumn cobbitnia 2.9.3.1
KypHan MpocmoTp cobbITUIA, CTEHEPUPOBAHHbBIX HA YCTPOMCTBE 2.9.3.2
AsapuliHele cuzHanbl HacTpolika aBapuinHOM curHanmsaumm 294
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Cmamucmka uHmepgelicos MpocmoTp CTaTUCTUKM Ha UHTepdelice 2.9.5
Mpuém-nepepava CTaTMCTHKaA NO NoyYeHHbIM/NepedaHHbIM NakeTam 29.5.1
OwmnbKn CraTtuctuka yposHsa Ethernet MAC nHTepdeiica 2.9.5.2

Pykosodcmeo o skcnayamayuu Web-koHgpuaypamopa 0na MES23xx/MES33xx/MES35xx/MES5324 13




O ELTEX

2.2 HacTpoiika OCHOBHbIX NapameTpoB cuctembl. MeHlo «Cuctema»

B paHHOM rnaBe  OMUCbIBAlOTCA  OCHOBHble  HAaCTPOMKM KOMMYyTaTOpOB  cepuu
MES23xx/MES33xx/MES35xx/MES5324.

2.2.1 CucmemHasa uHgopmayusa

B meHto Cuctema > UHPopmauma o cucteme otobparkaetcs obuwan cuctemHaa MHGopmauma o
KOMMyTaTope: MoAeNb YCTPOWCTBA, BepcuA MPOrpaMMHOrO W annapaTHoro obecneyeHws, Bepcus
3arpysuumKa, Bpema paboTbl ycTpoitctBa, MAC-agpec. AAMUHUCTPATOP MOXKET YKaszaTb CUCTEMHOE UMS,
MEeCTO pasMeLLLEeHNA U KOHTaKTHYIO MHPOpMALLMIO ANA yCTPOCTBa.

Cuctema | Undopmaums o cucteme 1 (F“\

Mopens ycTponcTaa MES3324 28-port 1G/10G Managed Switch

CeteBoe uma
MecTononoxenue ycTpocTea

KoxrtaktHas undgopmauma

Cucremnelin Object ID 1.3.6.1.4.1.35265.1.80

Bpems pabotel ycTpoiicTea 7 aHen, 23 yaca, 10 muHyT, 14 cexyHn
Basoswin MAC-agpec e0:d9:e3:69:02:80

Bepcus annapartHomn Yactn 01.02.01

Bepcua MO 4.0.18.5

Bepcus vavansHoro aarpysdmka  1.0.0.0

CoxpaHuTb

Ob6was nHdopmauma o KOMMyTaTopE:
— Modenb ycmpolicmea — moaenib KOMMYTaTopPa;

— Cemesoe umsa — CeTeBOE MMA YCTPOICTBA, onpeaenaemoe agMMHUCTPATOPOM, OFpaHMYNBAETCS
160 cumBonamu;

— MecmononoxeHue ycmpolicmea — MeCTOMNOIOXKEeHWE YCTPOMCTBa, orpaHuymBaeTca 160 cumeo—
namw;

— KoHmaKkmHasa uHgopmayus — KOHTaKTHas nHbopmaums (npumep: Ms aaMUHUCTPATopa), orpa—
HuuymBsaetca 160 cumBonamu;

— CucmemHeili Object ID — naeHTUPUKATOP NOCTABLLMKA NOACUCTEMbI YNIPABAEHMUA CETbIO;

—  Bpemsa pabomesi ycmpolicmea — Bpems paboTbl yCTPOMCTBA C MOMEHTa Noc/aegHel nepesarpys—
KK, 3agaeTcs B dopmare: AeHb, Yacbl, MMHYTbI, CEKYHAbI;

— bazosbili MAC-adpec — MAC-agpec KommyTaTopa;
— Bepcusa annapamHoli yacmu — HoMep annapaTHON Bepcuu;
— Bepcusa MO — Homep BepcuKn NporpammHoro obecnedyeHus;

— Bepcusa HayanbHO20 3a2pPY34UKA — TEKYLLLAA BEPCUA HAYabHOIMO 3arpy3ymKa.

ONna npyumeHeHnA HAacTPOeK HaXXMUTe KHOMKY ((COXpaHVITb».
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2.2.2 [lepe3anycK kKommymamopa

B pa3gene Cuctema -» Mepesarpyska NpoM3BoaMUTCA Nepesanyck KOMMyTaTopa — OCYLLECTBAAETCA
Mo HaXaTuto Ha KHoMKy «lepe3arpysnTtby.

Cuctema / lNepesarpyska

OnA nepe3sarpy3ku ycTpONCTBa HaXXMKUTe KHoNky "Mepe3sarpy3ska".

Mepesarpysuntb

Mepen nepesarpyskoil ycTpoicTBa, ANA 3anUCU U3MEHEHW B IHEProHe3aBUCHMMYIO
NamsATb YCTPOMCTBA HaX*KMUTE Ha CCbINKY « COXpaHUTbY.

®

2.2.3 Hacmpoiika cucmemHo20 8pemeHuU

B pasgene Cuctema -> Bpema Npon3BoAMTCA HACTPOWMKA CUCTEMHOIO BpEMEHN KOMMYTaTopa:

- YcTaHOBKa BpeMeHM 1 aTbl, 4aCOBOro NofAca, Nepexoa Ha fIeTHee Bpems;
- Hactpowka napameTtpos SNTP;
- Hactpomka ayteHTUdMKaumnm SNTP.

Pykosodcmso no akcnayamayuu Web-koHgpuzypamopa 0aa MES23xx/MES33xx/MES35xx/MES5324 15



O ELTEX

2.2.3.1 YcmaHosKa spemeHu u 0amol

B paspene Cucrema - Bpema - CucremHoe Bpema YCTAaHABAMBAETCA MCTOYHUK CUHXPOHM3ALMU
BPEMEHW A1A YCTPOWCTBA, BbIMOJHAIOTCA HACTPOMKM BPEMEHW BPYYHYIO M 3a43eTCA NPaBU/IO Nepexosa Ha
neTHee Bpemsa 1 o6paTHO.

HacTpoiKka cuctemHOro BpemeHu 1 AaTbl:

Cucrtema / Bpems / CuctemHoe Bpems 31

®

MicTouHmMK TOMHOTO BpeMeHn: ®) NokanbHble HacTpoiku SNTP

NokanbHble HACTPOMKK

[ara 20.10.21 (A0.MM.IT)
MecTHoe Bpems 13:23:47 (Y4:MM:CC)
Yacoeoi nosc GMT 0 v
Mepexon Ha neTHee Bpems CWA Espona Opyrve
Casur spemMexun 60 (MUHYTBI)
C (A0.MM.IT) (YY4:MM)
Mo (A0.MM.IT) (HY:MM)
Mepuoaunyecku
C LeHb Hepnens Mecsy Bpems |00:00 (HYY:MM)
Mo [eHb Hepnens Mecsy Bpems |00:00 (Y4Y:MM)
CoxpaHuTb

— McmoYHUK MOYHO20 8pemMeHU — NCTOYHMUK, C KOTOPOro 6y,u,yT noay4yeHbl HaCTPOVIKM BpeEMEHW:

= JloKanbHble HGCI’npOUKU — Npn YCTAaHOB/ZIEHHOM ¢nare NUCTOYHUK CUHXPOHU3AUNN BPEMEHN
He UCNOo/Ib3yeTCA, CUCTEMHOE BpeMA U AaTa 6yp,yT YCTaHOB/1EHbI TIOKA/IbHO,

= SNTP — npu ycTaHOBAEHHOM d¢are CMCTEeMHOe Bpema M AaTa YCTaHaB/IMBAOTCA yepes
cepsep SNTP, HacTpolikmn cepsepa SNTP BbinonHAOTCA B pasgene 2.2.3.2.

Hac-rpoﬁKa CUCTEMHOro BpemeHUu U aatbl I0OKA/IbHO:

— Jama — TeKkywas aata, 3agaetca B popmare: aeHb/mecau/roa;
— MecmHoe spemsa — TeKyliee Bpems, 3a4aeTca B popmaTe: Yacbl: MUHYTbI: CEKYHAbI;
— Yacosoli MoAC — 4acoBOW NOAC OTHOCUTE/IbHO CPeAHEero BpemeHu no FpuHBMYY;

- I'Iepexod Ha s7iemHee epemAa — Nnpun yCtTaHOBNIEHHOM cbnare BK/IlOYEH aBTOMATUYECKUI nepexon Ha
NleTHee BpemAa, OCHOBaHHOE Ha MeCTONO/I0XKEHUN YCTpOl)'ICTBaI

= (LA — npu ycTaHoBAeHHOM ¢nare AENCTBYIOT MpaBuia nepexofa Ha /eTHee Bpems,
ncnonbsyemble B CLLUA: nepexon Ha neTHee Bpema B 2:00 NepBOro BOCKPECeHbs anpens, u
BO3BpalleHMe K cTaHaapTHoMy B 2:00 nocneaHero BOCKpeceHbs oKTAbps;

= [Eepora — Npw ycTaHOBAEHHOM dnare AeWCTBYIOT NpaBMaa Nepexoda Ha /fieTHee Bpems,
ncnonbsyemble EBpocotosom: nepexod Ha neTHee Bpema B 1:00 nocnesHero BOCKpeCeHbs
MapTa 1 BO3BpalleHue K ctaHaapTHomy B 1:00 nocneaHero BOCKpeceHbA OKTAbpS;
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= /lpyaue — npu ycTaHoB/NeHHOM dnare Bpema nepexoaa Ha nNeTHee Bpema n obpaTHo byaeTt
YCTaHOB/MIEHO agMWHUCTPATOPOM BPYYHYIO (4NAa onpegeneHHoro roga), ANA 3TOro
HeobX0AMMO 3anoHUTb CedytoLme NoAs:

— (Cosue spemeHU — MUHYTbI, fobaBasemble Npu nepexone Ha netHee spems, (1-1440 muHyT.) Mo
YMOIYAHUIO YCTaHOBEHO 60 MUHYT;

— C — paTa v Bpems Ans aBTOMaTMYECKOro nepexosa Ha SIeTHee BPeMA: B NepBOM MoJ1e yKasbiBaeTcA
AaTa B popmate geHb/MecaAu/ron, BO BTOPOM NoJsie BpemMs B popmaTe Yacbl:MUHYTbI;

— [lo — paTa n Bpems ANA BO3BpaTa K CTaHAAPTHOMY BPpeMeHU: B MepBOM MoJie YKasblBaeTca AaTa B
dopmate geHb/mecaAu/roa, Bo BTOPOM NoJsie Bpems B GoOpmMaTe Hacbl:MUHYTbI;

— [lepuoduvecku — npw ycTaHoB/AEHHOM diare Bpemsa nepexoaa Ha fieTHee Bpema u obpartHo byaer
3a[aHO aAMUHUCTPATOPOM BPYYHYIO B PEKMME eXKerogHo;

— C— paeHbu BpemMAa ANnAa aBTOMaTUHECKOIo eXXerogHoro nepexoaa Ha 1eTHee Bpema:

= [fleHb — AeHb Heaenu (NoHeaeNbHUK—BOCKpPeceHbe);
= Hedena — Hepens mecAua (nep.as, 2, 3, 4, nocneaHss);
= Mecay — mecsau (AHBapb—aeKabpb);

=  Bpems — Bpemsa B dopmare Yacbl: MUHYTbI,

— [lo — peHb v Bpems A1 BO3BpaTa K CTaHAAPTHOMY BPEMEHM (eXKeroaHo):

= [fleHb — AeHb Heaenu (NoHeaeNbHUK—BOCKpPeceHbe);
= Hedena — Hepens mecAua (nep.as, 2, 3, 4, nocneaHss);
= Mecay — mecau (AHBapb—aeKabpb);

=  Bpems — Bpemsa B popmarte Yacbl: MUHYTbI.

[ns npuMeHeHMA HaCTPOEK HaXXMUTe KHOMKY « COXPaHUTb».
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2.2.3.2 Hacmpolika CuHXpoHuU3ayuu epemeHu no npomokxosay SNTP

B paspene Cuctema -» Bpems -> Hactpoiikm SNTP BbiNnOAHAETCA HACTPOMKa CUHXPOHM3ALMK
CMUCTEMHOIO BPEMEHMW YCTPOICTBA C BHELWHMM CepBePOM No npoTokoay SNTP.

SNTP (Simple Network Time Protocol) — ynpoLieHHbIl ceTeBO NPOTOKOJ1 CUHXPOHM3ALNN BpEMEHU
obecneymBaeT CUHXPOHWU3AUMIO BPEMEHM CETEBOrO0 YCTPOMCTBA C TOYHOCTbIO [0 MWIJIMCEKYHA,
CnHXpoHM3aLmMa BpemeHn ocyllecteasaeTca ¢ cepsepa SNTP.

KommyTtatopbl MES23xx/MES33xx/MES35xx/MES5324 paboTaloT TONbKO B KauecTse
V KnneHta SNTP, 1 He moryT BbINONHATL PYHKUUM cepBepa SNTP.

YCTpoIiCTBO NOAAEPKMBAET CAeAYIOLME peXMMbl OTNPaBKK 3anpocos SNTP-cepsepy:

- Unicast — oaHoaapecHas nepeaava cooblueHuii. KnueHT oTnpasaseT 3anpochl BblaeieHHOMY
cepBepy M OXUAaeT OT Hero OTK/AMK. ITOT PEeXMM CUHXPOHM3ALUUN CUCTEMHOrO BPEMEHMU
ABnAeTcA Hanbonee 6e3onacHbIM;

- Anycast — nepefaya coobueHnin banskawemy ysny. KAMeHT oTnpasaseT 3anpockl 3a4aHHOM
rpynne cepsepoB W OXMAAET OTK/AMK OT OA4HOro cepsepoB. [pu MoAyyeHUM OTKAMKA OT
cepBepa M YCTAHOB/IEHUM C HUM COeAMHEHUA MOoc/eayolme OTBETbl OT APYrMX CepBepos
NrHOPUPYIOTCA;

- Broadcast — wupoKoBellaTenbHasa nepegaya coobueHnin. B aTom pexxmme KANeHT oXugaeT
LUMpPOKOBeLLLaTe /IbHble COOBLLEHMA OT BblAeNEeHHOro cepBepa. ITOT PEKMM PEKOMEHO0BAH,
Korga masioe KoIM4YecTBO cepBepoB 06CyKMBaAET H60/1bLIOE KOJIMYECTBO KIUEHTOB.

Mogenb CMHXPOHM3aLuMK NpeanonaraeT MepapxmMyeckyro cuctemy. YpoBeHb onpeaensiet TOYHOCTb
3TaNOHHbIX YacoB. Yem Bblle YpoBeHb, rae 0 — camblit BbICOKMIA, TEM BblLLE TOYHOCTb YaCoB:

- YpoeseHb 0 — yacbl peasnbHOro BpemeHu (Hanpumep, GPS-cuctembl);
- YposeHb 1 — cepBepbl, KOTOPbIE CUHXPOHU3NPYIOTCA C cepBepamm yposHaA O;
- YposeHb 2 — cepBepbl, KOTOPble CUHXPOHU3MPYHOTCA C cepBepamu ypoBHA 1 1 TA4.

Takum 06pasom, C NEpPexo4oM Ha KaxAapbli ypoBeHb BO3pacTaeT MOrpelwHoOCTb OTHOCUTENbHO
NepBMYHOrO CepBepa, HO yBeAnYMBaeTca obliee YMCNO CEPBEPOB U, CefoBaTeIbHO, YMEHbLAETCA WX
3arpyska. KommyTaTop nony4yaer 3HaYeHWe BPEMEHU C yPOBHA 1 1 Bbllue.
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Cuctema / Bpems / Hactponkn SNTP

PaspelwumnTh WKpoKoBelaTenbHy pacceinky sanpocoe (Broadcast) [

PaspelumTs MHOroaapecHyK paccsInky 3anpocoe (Anycast) )

D e e o e e

‘ Ypanute || [Jobasuts

| CoxpaHuTb

HacTpoiika napameTpoB CMHXPOHU3aLLMKN Mo NpoTokoay SNTP:

— Paspewums wupoKosewamesbHyo paccelsaky 3anpocos (Broadcast) — npu yctaHosieHHom dnare
nHoopmauma ¢ cepBepa SNTP  3anpawuBaeTcs  LWIMPOKOBELLATENIbHbIM  COODLLEHMEM.
CVMHXPOHM3aLMA YCTPOMCTBA BbINOHAETCA KaXKAbl pa3 npu nonydeHun naketa SNTP, paxke ecnu
3anpocC Ha CMHXPOHM3aUUIO He NocTynan;

— Paspewums MHo20adpecHyro paccelaky 3amnpocos (Anycast) — npu ycTaHoBAeHHOM dnare
nHpopmauma c cepsepa SNTP 3anpalumBaeTcs B pexmme «anycast».

B T1abnnue «SNTP-cepsepbi» Ha CKPUHLLOTE Bbllle NpUMBEeAEH Mpumep BbiBoga MHOPMaLUUM O
HacTpoeHHbIx SNTP-cepBepax, KOTOpble UCNOJIb3YIOTCA B pexmme «Unicast».

SNTP-cepsep — IP-appec SNTP-cepsepa;

Mepuod onpoca — cocTosHMe onpoca SNTP-cepBepa:
= BKaw4eH — ONpocC cepBepa BKAOYEH;

" BbIKAoYeH — ONpoC cepBepa BbIKAOYEH;

Kntoy wughposaHus — naeHTUGUKaTOp Katova WndpoBaHus;

lMpuopumem — onucaxHne SNTP-cepBepa, KOTOPbIN NpeAocTaBaAAeT MHPOPMaLMIO:
= OcHosHoli — nHdopmauus ot nepsmyHoro SNTP-cepsepa;
= PeszepsHblli — NHopMaLums oT pesepHoro SNTP-cepeepa;
=  Bpabome — cepBep B peMMe OTrnpaBieHna/nonyyeHna nibopmaumm;
= HeuszgecmHbili — COCTOAHWE HEU3BECTHO;
— Cmamyc — cocTosaHue genctaytowero SNTP-cepsepa:
®  Hacmpoliku noayyeHol — SNTP-cepBep paboTaeT HOpMasibHO;
=  HedocmyneH — SNTP-cepBep B Aa@HHbII1 MOMEHT He AOCTyMNeH;

® [lonyyeHue Hacmpoek — SNTP-cepBep B AaHHbI1 MOMEHT B COCTOSIHWUM OTNPABKM MM
nosydeHuA nHbopmaLmu;

=  HeuszsecmHobili — SNTP-KANEHT B TEKYLLMIA MOMEHT ocyuiectBaseT nomck SNTP-cepsepa;
— Bpems nocnedHezo omeema — Bpemsa nocneaHero oteeta ot SNTP-cepBepa;
— Pa3Huyag — pasnnuve B MMHyTax mexay DST n BpemeHeMm, yCTaHOBAEHHbIM Ha KOMMYTATOpE;

— 3a0epxcka — 3ageprKKa npu noaknoveHmn K SNTP-cepeepy.
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Onsa pobasneHna Hosoro SNTP-cepBepa HyXHO HaKaTb KHOMKY «/[06aBUTb» U 3anonHUTb
cneaytowme nons:

Dobaenenue SNTP-cepBepa

SNTP-cepeep

BxnouuTh onpoc cepeepa

Knioy wudpoBaHua v

CoxpaHuTb

MoxkeT bbiTb onpeaeneHHo A0 8 SNTP-cepBepoB.
— SNTP-cepsep — IP-agpec SNTP-cepsepa;

— Brawo4yume onpoc cepgepa — npu ycTaHoBAeHHOM dnare KommyTtaTop ByaeT oTnpaBAATb 3anpochl
Ha SNTP-cepsep 4na noayyvyeHus MHobopmaumn. [0 YMONYAHUIO WHTEPBAN MeEXKAY ONpPOcCamu
coctasnaet 1024 cekyHAapl;

—  Knrou wugposaHus — npu yctaHossieHHOM diare ansa cesasm mexay SNTP-cepBepom 1 yCTponcTeom
bygeTr ucrnosb3oBaTbCA ayTeHTUdMKaumsa. W3  HuUcnagatowero chnucka TpebyeTtca BbibpaTb
naeHTMOMKaTop Katova (MaeHTndmKaTop Katoda wndpoBaHus onpegenseTca B pasgene Cucmema =

Bpemsa - AymeHmudurayusa SNTP).

[na NnpUMeHEeHNA HaCTPOEK HaXkMMUTe KHOMKY «COXpaHUTbY.

2.2.3.3 Hacmpolika nposepKu nodauHHocmu cucmemsi SNTP

B paspgene Cuctema -> Bpemsa -> AyteHtTudukauma SNTP yCcTaHABAMBAKOTCA KJIHOUM MPOBEPKMU
NOA/IMHHOCTM ana npotokona SNTP.

Cuctema / Bpems /| AyteHtucpmkauymsa SNTP

Paspelumts ayTeHTudmnkaumo SNTP

O e e

Ypnanutb ﬁoGaBMTb

CoxpaHuTh |

— Paspewums aymeHmuguxkayuro SNTP — npuv ycTaHoBAEHHOM dnare ana nonydyeHua nHbopmaumm
oT NTP-cepBepoB TpebyeTcs npoBepKa No4AMHHOCTU, MHaYe — He TpebyeTcs.
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Mpn HaxKaTMK Ha KHOMKY «06aBMTb» OTKPbLIBAETCA OKHO HAacTpoeK:

HobasneHnune ayteHTUpmukaumm SNTP

MaeHTudukaTop Knoya |
Kntou ayTeHTuhunkaumm

JloBepEeHHLIN KoY ()

CoXpaHUTb

—  MoeHMuguKkamop Kao4a — NAeHTUPUKATOP KAtoYya WNdpoBaHus;
— Koy aymenmuguKkayuu — naeHTMPUKATOP KNkoYa NPoBepKM Noa/MHHOCTH, 1-8 cMMBONOB;

- ﬂOBEpEHHbIa KAt04Y — BbICTAB/IEHHbIN ¢nar B AaHHOM noJie yKa3blBaeT Ha AO0CTOBEPHOCTb BBE—
AEHHOro K/ko4a.

[na npUMeHeHNA HaCTPOEK HaXKMUTE KHOMKY « COXPaHUTb».
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2.2.4 Hacmpolika IP-adpecayuu u npomokona ARP

B pasgene Cuctema -> IP-agpeccauma npou3BOAATCA HACTPOMKM CTAaTMYECKMX napameTpos [P-

agpecaunmn:

- HacTtpoika IP-agpecaumu;
- Hactpoika npoTtokosia ARP;

- [AnarHoctuKka coeanHEHUN.

2.2.4.1 Hacmpolika IP-adpecayuu

B pasgene Cuctema -> IP-agpeccaumnsa-> IP-uHtepdeiicbl BbINONHAOTCA HACTPOMKM CTaTUYECKUX

napameTpos IP-ap,pecau,MM, TAKUX KaK IP—ap,pec, MacCKa nogceTu, Wa3 no yMmond4aHuio.

22

Cucrema / IP-appecaums / IP-uHTepcerchbl

Monb3oBaTenLCKUA WINKD3 N0 YMOMYaHWIo

TeKyLLMiA LWIk3 MO YMOMYaHUI0 10.24.16.1

YAanuTL NoNL30BaTeNLCKUA LLAM03 O

' Ypanute || Nlo6asuTs |

CoxpaHunTb

— [lonb3zosamenobckuli W3 no ymonyaHuo — IP-agpec Wwnto3a no yMoa4aHuio.
Lnto3 no ymonyaHuio — 31o IP-agpec, Ha KOTOpbIN NepeaatoTca NakeTbl, UMetoWwme aapec HasHa—
YyeHuA BHe JaHHOM NoAceTy;

— Tekywuli w03 N0 yMOAYAHUK — UCMONb3yeMbli IP-aapec Wto3a No yMOI4aHMIo;

— Y0anume nonvzoeamensckuli winw3 — npn yCcrtaHOBNEHHOM d)nare W3 N0 YMOJYaHUIO He
MCNOJ1b3yeTCA.
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Ona HasHadveHus IP-agpeca, mackm noacetn ¢msnyeckomy Ethernet-untepdoeiicy, uHtepoeiicy VLAN
unm rpynne LAG HaxkmuTe KHONKyY «[1o6aBuUTb» U 3aN0NHUTE caeaytowme nons:

HOobasneHue IP-uHTepdenca

®

Wintepdeiic (O nopr D LAG . @VIAN(T v
IP-agpec
@ Macka nogcetw

[nuvHa npedmkca noacetu

CoxpaHuTb

Interface — yKaxkute uHTepdeiic, KoTopomy byaeT HasHaueH IP-agpec:

= [lopm — Ethernet-untepdodeiic, npuHnmaeT 3HayeHus gi0/1..gi0/24, te0/1 .. te0/4;
= |AG — HOMep arpermpoBaHHoOM rpynnbl NnopToB LAG;

=  VLAN — ngeHtudukatop VLAN, npuHnumaeT 3HadyeHun (1-4094);

IP-adpec — |P-agpec;

Macka nodcemu — macka noaceTu,

— [AnuHa npegukca nodcemu — pavHa npedurKca (KOMYECTBO €AMHUYHBIX Pa3psafoB B MacKe
noaceTn), NnpuHMMaeT 3HavyeHus (8—30). Ecau yctaHosneH dnar «AnavHa npedurKkca nogcetn», To nose
«Macka nodcemu» He UCNONb3YyETCA.

ONnAa npyumeHeHMA HAaCcTPOeK HaXXKMUTe KHOMKY ((COXpaHVITb».

2.2.4.2 Hacmpolika npomoKona ARP

B pasgene Cuctema -> IP-agpecauma-> Hactpoiikm ARP BbINOMHAIOTCA HAcTPOMKKU gnsa paboTbl
ycTpolicTBa no nNpoToKoy ARP, ocylecTBaaeTcs NPoCcMoTp U pedakTupoBaHue 3anucen ARP-Tabanupbl.

ARP (Address Resolution Protocol) — npotokon onpegeneHuna agpecoB. [potokon ARP
npegHasHavyeH Ans yCTaHOBKM cooTBeTcTBus IP-agpeca ¢ ¢usmyeckum agpecom yctpoicrtea (MAC-
afpecom) nyTem Nomucka COOTBETCTBYoLeN 3anuck B ARP-Tabamue. ARP-Tabnuua XpaHUTCA B NamaTU U
cogepuT 3anuck (IP-agpec, MAC-agpec) Ans KaxK4oro y3na ceTu U No3BoAseT agMUHUCTpaTopy paboTaTb
¢ ARP-3anucsamu onpegeneHHbIX yCTPONCTB (aobaBneHue, yaaneHue, UsmeHeHue).
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Cucrema / IP-appecaums / Hactponku ARP

TanmayT ARP-3anucein \ 60000 \ (cex)

Ounctute ARP-Tabnuuy | He ounwats W

DD e e R R

o [ s [wwesmra
1 D N ) e

\Ynanmb\ ﬂoﬁaBMTbr Hasan' ,[lanee'

CoxpahuTb |

HacTtpoiika napametpos ARP:

— Talimaym ARP-3anuceli — Bpems »KM3HM AMHAMUYECKMX 3anucen B Tabauue ARP (1-40000000
CEKyHA), Mo yMoN4aHuIo ycTaHoBeHo 60000 cekyHA,;

— O4ucmumb ARP-mabnuyy — yKasbiBaeT geincreue Hag 3anucamm ARP-tabavubl no mctedeHuu
TanmayTa:

=  He o4yuwams — He yAanATb 3aNucy;
= Bce 3anucu — yaanvnTb BCe 3anucy;
= JluHamuyecKue 3anucu — yAanuTb TONbKO AnMHamuyeckne ARP-3anucy;

= CmamuyecKue 3anucu — yaanuTb TONbKO cTaTudeckme ARP-3anucu.
Pa6ota c ARP-Tabnuueii:
— WHmepgpelic — Tmn 1 Homep MHTepdeinca, Ana KoToporo 3agaHbl ARP napameTpbl:

= [lopm — Ethernet-untepdoeliic, npuHumaet 3HaveHus (gi0/1—gi0/48, te0/1 — te0/4);
= |[AG — arperMpoBaHHasda rpynna nopTtos LAG;
=  VLAN — ngeHtudukatop VLAN, npuHnumaeT 3HauyeHun (1-4094);

— IP-adpec — IP-agpec y3na ceTu;
— MAC-adpec — MAC-agpec ycTpoincTBa, KOTopbIli cooTBeTcTBYET IP-agpecy;
— Tun — tvn ARP-3anucu:

= JluHamu4ecKue 3anucu — 3annUcb BHeCeHa AUMHAMMYECKN — MOJy4eHa KOMMYTaTOPOM;

= Cmamu4eckue 3anucu — 3anucb gobasaeHa B TabauLy BpyUYHyIO.

Ona pobaBneHus cratmdeckoi 3anmncu B ARP-Tabauuy HaxkmuTe KHOMKY «[lo6aBuTb», yKaxKuTe
nHtepoeiic, IP-agpec, MAC-agpec 1 HaxkMuTe KHONKY «COXPaHUTb» ANA COXPaHEHUA HAacTpOekK:
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Hactponku ARP
Wntepdeitc @ Mopr [gi101 v | O LAG VAN
IP-agpec

MAC-agpec

CoxpaHuTts

Ona  penakTMpoBaHMA  NAapamMeTpoB  HaXKMUTe  KHOMKYy  «PefakTupoBaTb»,  3anosiHWTE
COOTBETCTBYIOLLME NONA U HAXKMUTE KHOMKY « COXPaHUTbLY A8 COXPaHEHUA HAaCTPOEeK:

Hactpownku ARP

WHTepdenc

Moprt ’ LAG v @VLAN|1 v
IP-anpec 1024161 v

C-ant - - " — .
MAC-agpec  o0-49-e3:e8:9f cO

fun [uHaMmuyeckue 3anucu v

CoxpaHuTt

Ona yoanenua 3anucu n3 ARP-Tabsimupl ycTaHoBuTe diar HaNpPOTMB 3a4aHHOM 3aMuUCU U HaXKMUTe
KHOMKY «Y0anuTb».

[ns npuMmeHeHMA HAaCTPOEK HaXMMUTE KHOMKY «COXPaHUTbY.

2.2.4.3 [luaeHocmuKa coeduHeHul

B pasgene Cuctema-> IP-agpecauna-> Yruauta Ping MOXKHO NpoBepUTb COEAMHEHWE Mexay
KOMMYTaTOPOM U OPYTMMMK y31amK CeTU, nyTem nepegayun 3anpocos (ICMP Echo—Request) npoTokona
ICMP yKasaHHOMY y3/y CETU U KOHTpOoAA nocTynatowmx oteetos (ICMP Echo—Reply).

Cucrema / IP-appecaumn | YTunura Ping

|P-agpec HasHayeHuA
WHTepsan mexay 3anpocami () (mc) Mo ymor4anuio

Yucno sanpocos Mo ymonyaHwuo

MpumeruTs

— IP-adpec HasHa4yeHuUs — IP-agpec y3na ceTu, Ha KoTopbln BygeT otnpasneH ICMP-3anpoc;

— WHmepsan mexmody 3anpocamu — BPeMA OXWAaHWA oTBeTa Ha 3anpoc (50—65535 mc), npwm
ycTaHoB/eHHOM ¢dnare «lMo ymonyaHuio» ByaeT UCNONb30BaTbCA 3HAYEHME NO YMOJIYAHUIO paBHOE
2000 mc;

— Yucno 3an1poco8 — KONMYECTBO NakeToB Ans nepegaumn (0-65535), npu yctaHoBneHHoM dnare «[lo
YMONYaHMO» BYAeT MCNO/b30BaTbCA 3HAYEHWNE MO YMONYaHUo — 4.

Ona nepepaun ICMP-3anpoca 1 COXpaHEHNA HACTPOEK HAXMUTE KHOMKY «[1puMeHUTb».
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OTBeT cuctembl «XOCT AOCTYNeH» roBoput 06 ycnewHom npoxoxaeHum ICMP-3anpocos. OTset
cuctembl «OwmnbKa: TalimayT.IP-agpec HasHayeHUA» rOBOPUT, YTO TaliMayT OXMAAHWA OTBEeTa OT y3na
ucrek, ICMP-3anpoc He npowen.

2.2.5 Hacmpoliika napamempos DNS
B pasgene Cuctema -» Hactpoiika DNS BbinonHAOTCA HaCTPOMKKM ans cepsepa DNS n onpegenstotca
cooTBeTcTBMA Mexay IP-agpecom cepsepa n MMeHeM XOcCTa:
— Hactpolika napameTpos cepsepa DNS;
— Hactpoika Tabaunubl DNS-umeH.

DNS — 3To NpoTOKOA, NpeaHasHauyeHHbI Ans onpeaeneHus IP-aapeca yana cetu (xocta) no 3anpocy,
coaepKalemy ero gomeHHoe numa. MoxHo onpegenuts IP-agpeca ana BoCbMu cepBepos.

NHpopmMauma o COOTBETCTBUM MMEHM y3na IP-agpecy XpaHUTCA B KIW-NaMATU YCTPOMCTBA. B Kaww-
NamATU MOXKET codepikaTbes He 6onee 64 3anncen.

2.2.5.1 Hacmpolika cepsepa DNS

B pasgene Cucrema -> Hactpoiika DNS - Cepsepbl DNS BbinonHawoTcs HacTponku ana DNS-
cepsepa.

Cuctema / Hactpowka DNS / Cepeepbl DNS

Brniouute DNS

3Hauenna no yMON4Yaumw
DNS-#ma no ymonyanmo | eltex loc
Tun agpeca DHCP

YaanuTte

Yaanute || [obasute

CoxpanuTs |

— Bkawvyume DNS — npw yctaHoBneHHOM ¢nare paspelleHa paboTta no npotokony DNS, nHaye —
3anpeLeHa;

HacTpoiika napameTpoB N0 yMONAYaHUIO:

— DNS-umsa no ymoa4aHuto — [OMEHHOE MMA MO YMOJIYaHMIO, KoTopoe OyaeT MCcnosib30BaTbCA
Nporpammoi ans A0NOAHEHMA HENPABUIbHbIX 4OMEHHbIX UMeH (LOMEHHbIX MMeH 6e3 ToukK). Ans
HenpaBW/IbHbIX UMEH B KOHEL, UMeHWN byaeT 006aBAATbCA TOYKA U AOMEHHOEe MMA, YKa3aHHOe B
KoMaHAae. mAa gomkHO cogeprkaTtb 1 Ao 158 cumBonos;

— Tun adpeca — oTobpaxkaerca cnocob nonyyeHus IP-agpeca:
= DHCP — IP-agpec nobaBneH AMHAMUUYECKH;
=  Cmamuyeckuli — IP-agpec fobaBneH cTaTUYECKH;

— Ydanumes — npu yCtTaHOB/1IEHHOM d)nare AOMEHHOE MMA NO YMO/ZTYaHUIO YOaNTUTCA.
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Pa6ota c Tabauueii DNS-cepBepoB:

Ona pobaBneHuss HoBoro DNS-cepBepa B CMWCOK AOCTYMHbIX CEPBEPOB HAXKMMUTE KHOMKY
«[106aBUTbY», 3aN0/IHUTE CAeAYIOLLME NONA U HAXKMUTE KHOMKY « COXPaHUTbY:

Oob6aButb DNS-cepBep

DNS-cepsep ‘

MpuopuTeT (1~

CoxpaHuTb

— DNS-cepsep — IP-agpec DNS-cepsepa;

— [puopumem — MMpuoputeT DNS-cepepa oT 1 A0 8 (4eM HMKe yKa3aHHOe 3HayeHue, TeM Bbllle
npuopuTeT).

Ona ynanenua IP-agpeca DNS-cepBepa 13 cnncKa AOCTYMHbIX ycTaHoBUTE dJiar HaNpPoTUB 3a4aHHOM
3aNMUCK U HaXXMUTe KHOMKY «YAanutb». A U3MeHeHMA NpuoputeTa M3 CNUCKa AOCTYMHbIX B KOJIOHKe
MpMoOpUTET HaXKaTb Ha KHOMKY BbiMNaAatlolWero cnmcka. OnA NpUMMEHEHUA HACTPOEK HaXXMUTE KHOMKY
«CoxpaHUTb».

2.2.5.2 YcmaHoska coomesemcmauli mexdy umeHamu xocmos u IP-adpecamu

B pasgene Cuctema -> Hactpoiika DNS - HacTpoiika cOOTBETCTBUIA OCYLLECTBASAETCA NPOCMOTP U
onpeaeneHne COOTBETCTBMI MeXAy MMeHamMu y3noB (xoctoB) M ux IP-agpecamn. 3To nossoaseT
KOMMYyTaTOpy NoayunTsb |IP-agpec B3aMmMoAeNCTBYIOLLErO YCTPOWCTBA NO ero CeTeBOMY MMEHU (XocTy).

Cucrtema / Hactponka DNS / HacTponka cooTBETCTBMH UMEH

HEE==ES

Ynanute | Jobasnto

OnucaHue Tabanupbl «HacTpoika COOTBETCTBUINY:
— # — nopagKoBbIii HOMep 3anucy;
— WmA y371a0 — nMeHa y3/10B CeTu;

— IP-adpec — |IP-agpeca, COOTBETCTBYIOLLME YKa3aHHbIM MMEHAM Y3/10B CETMU.

Ana ILI,O6aB.I'IeHl/IFi 3aMUCN HaXXMUTE KHOMKY ((L||06aBMTb», 3anoJiHuTE COOTBETCTBYHOWME MNMOIA U
Ha*XMute KHOMKY ((COXpaHMTb» ANA COXpaHeEHNA HACTPOeEK:
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HobaBneHne cooTBETCTBUA

Mma yana ‘

IP-appec |

CoxpaHuTb

— Umsa y3na — nma y3na cet (Mma xocta). Kaxablii XocT npegoctasaseT oguH IP-agpec. ims y3na cetu
MOXeT cogeprKaTb 4o 158 cumBonos.;

— IP-a0pec — IP-agpec, Ha3HaYeHHbIN gNs onpeaeneHHOro MMeHU y3na ceTu.

Ona yaaneHua 3anucu COOTBETCTBMA MMEHW y3na ceTu IP-agpecy ycTtaHoBMTe ¢Jiar HanpoTus
3aZl@aHHOM 3aMMCKU U HaXKMUTE KHOMKY «YAanuTb».

[na NnpUMeHEHMA HACTPOEK HaXKMMUTe KHOMKY «COXpaHUTbY.

2.2.6 YnpassneHue cUCMEMHbIMU XHypHaANamu

B aTom pasgene npuBoanuTca MHoopmaLumsa 06 ynpaBaeHUM CUCTEMHBIMM KypHaNamu.

CUCTeMHbIe XKYPHabl NO3BOAAIOT NPOCMATPUBATL MHPOPMALMIO O COBLITUAX, NPOM3OLIEALWNX Ha
YCTpOICTBE, B peasibHOM BpeMEHU M 3aNM1CbiBaTb UX ANA NOC/AeAYOWEro UCNoib3oBaHMA. Syslog-KypHanbl
MCMNONb3YIOT ANA 3aNUCKM U KOHTPOAA Npousoweawmx cobbiTui, NpefocTaBieHna oTyeTa 06 ownbKax u
OTMNPaBKN MHPOPMALMNOHHBIX COOBLLLEHWNN.

Kaxkpoe cooblieHne nmeeT CBOM YypOBEHb BaXKHOCTH, B Tabaumue 2.1 npmuBeseHbl YPOBHU BaXKHOCTU

coobueHnit B nopsake ux ybbiBaHMA.

Tabanua 2.1 — YPOBHU Ba*KHOCTU COOBLLEHMI

Tun eaxcHocmu

. YpoeeHb OnucaHue
coobuweHuli

Asapus 0 B cucTeme npousoluna KpuTuyeckaa owwnbKa, cMctemMa MoOXKeT paboTaTb
HenpaBW/bHO.

Tpesoea 1 Heobxoaumo HemeaneHHOe BMeLLaTeIbCTBO B CUCTEMY.

Kpumuueckasa owubka 2 B cucTteme npowusoluna KpUtTuyeckas owmnbka.

OwubKa 3 B cucreme npomsolunia owmbKa.

MpedynpexdeHue 4 MpeaynpexaeHve, HeaBapuinHoe cooblueHme.

3ameyaHue 5 YBefoMAeHUE cUCTEMBI, HeaBapuinHoe coobLieHue.

UHgopmayuoHHoe

popmay 6 NHpopmaLMOHHbIe COObLLEHNA CUCTEMDI.

coobuweHue
OTnagoyHble coobuweHnA NpefocTaBAAOT MoAb3oBaTeNto MHbOPMaLUIO

Omnaoka 7 A Y PEA bopma,

AN KOPPEKTHOM HACTPOWMKM CUCTEMBI.
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2.2.6.1 0Obuwue HacmpolKu cucmemHO20 XypHana

B pasaene Cucrema -» XypHanbl - HacTpoKM NOrMpoBaHUA onpeaenatoTca npasuaa nepesaym
ABAPUIAHBIX M OTNAA04YHbIX COOBLLLEHMIA.

Cucrtema / XXypHanbi / HacTponku norupoBaHusa

BKNIOYMTL NOrMpoBaHUe

DannoBsan cucTeMa

Kputuueckan owmnbka
Owmnbka

Iiiﬁ

om

| @ainosan cucrewa

= |
.
(&
(s
[ Coxpanurs |

CoxpaHuTb

— BKawo4ume no2uposaHue — MNPWU YCTAaHOBAEHHOM ¢are BK/AOYEHa perncrpauus oTAadouHbIX
Cco0bLWEeHN 1 coobuleHnn 06 ownbKax.

HacTpoitka ceoicTs Syslog-KypHana:

— Kpumu4yHocmbs — ypoBeHb BaXKHOCTU cooblueHnn, Tabanua 2.1;

— KoHconb — npn YyCTaHOB/IEHHOM dmare BK/IIOYAETCA nepeaada aBapMﬁHbIX N OTNagO04HbIX
COO6LI.I,€HM171 3a4aHHOro ypoBHA Ha KOHCOJ1b, UHa4Ye — COO6LIJ,eHVIﬂ He nepeaardTCA Ha KOHCO/1b;

— OnepamueHaa namame — NpPW YCTAHOBJAEHHOM dare BK/AlOYaeTcA nepegadvya aBapUMHbLIX WU
OTNaflouHbIX COOBLEeHUI 3aA4aHHOrO YPOBHA BO BHYTpPEHHUI bydep, MHaye — coobuieHuns He
nepeaaoTca BO BHYTPEHHUI bydep;

— @alinosasa cucmema — nNpu ycTaHOBAEHHOM dare BKAOYaETCA nepegada aBapuUiiHbIX U OTAaA0UHbIX
coobuleHNIt 3alaHHOro YPOBHA B ¢alif XKypHana, MHaye — cooblieHna He nepepatotca B dann

XypHana.

[Na npUMeHeHNa HacTPOEK HaXKMUTE KHOMKY « COXPaHUTb».
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2.2.6.2 [lpocmomp ¢palina cucmemHo20 HypHana

B pasgene Cuctema -> HypHanbl > XypHan Ha ¢alinosoi cucteme npmBoanTcA MHPOPMaLMs O

CobbITUAX YCTPOICTBA, KOTOPbIE COXPaHEeHbl B paline KypHana.

Cucrtema / XXypHanbi / XXypHan Ha ¢annoBou cucteme @ @

Houepcootuman | Bpsun cootumner | pwmenser | Oocan
2147480384 18-Oct-202120:41:39 |Alert | %RNDMISC-A-RELOAD: Reload requested administratively by user admi

2147481446 13-0ct-202113:46:42 |Alert | %RNDMISC-A-RELOAD: Reload requested administratively by user admi

2147481406
5002021 134008 | Eror | NDHCPSNOOP-E ORMAC: DHGP packetmac drsses vrcaton
1500t 2021 154508 | Eror | XOHCPSNOOP £ HORMAC: DHGP packet mac adirsses vercaon
ariatiss [ 500201 13420 | Eor | NDRCPSNOOP EHORMAC: G packetmac sdesss verfcaion
vrastiss | 150 21 152054 | Eror | NOHCPSNOOP E HDRMAC: DHGP packetmac adirsses vahcaon
ariatiss [ 5002021 132054 | Eror | NDRCPSNOOP EHORMAC: G packetmac sdesss verfcaon
rastass | 1500 201 15275 | Eror | XONCPSNOOP E HORMAC: DHGP packetmac adirsses vehcaon
506021151640 | Eror | ROWGPSNOOP EDRMAC: DHCP pcket ma addreses verfcaton
500t 221 151440 | Eror | XOHCPSNOOP E HDRMAC: DHGP packet mac adirsses vercaon
ariatiss [ 500201 31340 | Eor | NDRCPSNOOP EHORMAC: DHP packetmac sdesss vercaonp
vrastass | 1500t 221 150128 | Eror | XOHCPSNOOP £ HDRMAC: HGP packet mac adirsses verhcaon
rasvisr | 150ck21 150028 | Eror | WDRCPSNOOP E WORMAC: DRCP paciat mac addreses vacaton
2147481461 [ 13-0ct-202112:50:26 |Emor | %DHCPSNOOP-E-HDRMAC: DHCP packet mac addresses verification prg
13-0ct-202112:46:12 |Error | %DHCPSNOOP-E-HDRMAC: DHCP packet mac addresses verification prc
rasvios 15002021 23600 | Eror | NORCPSNOOP E HDRWAC: HCF packet mac dirsses vecaton
ovrastass | 150ck 2021 125506 | Eor | ROHCPSNOOP £ HORMAC: DHGP packet mac adiesses vrtcaon
002021123508 | Eror | NOVGPNOOP EDRMAC, DHGE pciet ma addrmses varfcaton
e e
»

{ OumncTutb XypHan ]

30

OnwucaHue none Tabaumupi:

Homep coobujeHua — nopaaKoBbIN HOMEp 3anucK cobbiTus;
Bpems coobujeHus — Bpems, Korga cobblTve 6b110 creHepnpoBaHo;
Kpumu4yHocme — ypoBeHb Ba*XHOCTM cobbITUA, Tabaunua 2.1;

OnucaHue — onucaHue coobLeHus.

[na yoaneHus sanucei U3 KypHaia HaXkKMUTE KHOMKY « O4MCTUTDL KYpPHan».
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2.2.6.3 [lpocmomp cobbimuli ¥ypHana, COXPAHEeHHbIX 8 orepamusHol namamu

B pasgene Cuctema -> XypHanbl - ypHan B onepaTMBHOM NamMATU NPUBOANTCA MHPOPMALMA O
COBbITUAX YCTPOWCTBA B XPOHOIOTMYECKOM NOPSAAKE, KOTOPbIe COXPaHeHbl BO BHYTpeHHeM bydepe.

Cucrema / XXypHanb! / XKypHan B onepaTMBHOW NaMATH

Homep coobuienun | Bpema coobuienus KputnuHocTs
ZuTEE | 20002021 151842

R
g
B
:
;
.
HE©

reriszns | 200ctauzt 16309 |

8

2
i
HHE
HHI
i
JHi
ik
HEH
i

zieTiszoer | 2o 122637

%AAA-W-REJECT: New http connection for user

ZidTAszinG | 2000k2021 1441 | npopuaromos coobueme

8
§
R
3
=
E
:
.
:
:
5
8
:
-
:
8

§
:
:
:
:
§
=
g
. §. (8|8 . |8

zrares

2raraszons

214748 20-Oct-2021 11:44:56

20.0ct2021 10:48:61 | Wipopmronmos cootmerme|

3
:
8
:
E
g
§
:
:
:
§
5
%
%
g
|
g
:

8
2
:
:
23l
il
1H
H
JHE
E
I
qH

R
214748 %AAAJ-DISCONNECT: User CLI session for user
s 20002021 10:8:3% | cbopummornon cootaeme |
ztaTisa0s | 0002021 101925 | Wbopmapormos costueme
AR COMNECT o i connacon o v

8

R

8

-
1
33
i
i3
£
g%

zrars oot 107958
2147482100 20-Oct-2021 10:13:18 %AAA-DISCONNECT: User CLI session for user

Zaraszio | 20020zt 100457
2147482102 20-Oct-2021 09:58:46

214748 20-Oct-2021 10:13:58 | UndopmaunorHoe coobuierine | %AAA-1-CONNECT: User CLI session for user ad
- %AAA-W-REJECT: New console connection for us

g
%
§
3
£
:
:
&
:
%
:
|
g
:

HHHHHEHBEBEHBEE

%AAA--CONNECT. User CLI session for user ad

| OunCTUTb XKypHan |

OnwucaHue nonew Tabaumupi:

— Homep coobuweHus — NopALKOBbIM HOMEP 3anmcu cobbITUs;
—  Bpems coobujeHus — Bpems, Korga cobbiTve 6b110 creHepnpoBaHo;
—  Kpumu4yHocmbs — ypoBeHb Ba*KHOCTM CObbITUSA;

— OnucaHue — onucaHue coobLLEeHUS.

[na yoaneHus sanucei U3 xKypHana HaXkKMUTe KHOMKY « O4MCTUTDL KypHan».
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2.2.6.4 Hacmpolika cepsepa »cypHana

B pasgene Cucrema -> XypHanbl - Syslog-cepsepbl BbINOJIHAETCA MPOCMOTP W HACTPOMKa
YOANEHHbIX CEPBEPOB KYPHaNOB.

Cucrtema / XXypHanbi / Syslog-cepeepsbl

D e e )

Ypanute || Jobaeutb

HacTpolika yZaneHHOro cepBepa »*KypHanos:

Ana ,D,OGaBHEHMFI HOBOTO cCepBepa B CMUCOK MUCNOJIb3yeMbIX HaAXMUTE KHOMKY ((ﬂ'06aBMTb» n
3ano/IHUTE chegyrouwmne nona:

HobaeneHue Syslog-cepeepa @

IP-agpec cepeepa

UDP-nopT 514

KaTteropua otnpasutens Local 7 v |

OnucaHwe

MuHUManbLHaA KPUTUYHOCTL COODLLIEHUA VHhopMaumroHHoe cooblueHre v

CoxpaHutb

— IP-a0pec cepsepa — |IP-agpec yaaneHHoro Syslog-cepBepa;

— UDP-nniopm — nopTt cepsepa, UCMOAb3yeMmblii AN nepegayun coobuieHuit, (1-65535). Mo ymonya—
HWIO YCTAHOBJIEHO 3HavyeHue — 514;

— Kamezopus omnpasumens — waeHTUGUKATOP ycayrv/KaHana, nepenasaemblit B COOBLIEHUAX,
(Local0 — Local7). Ana Kaxporo cepBepa MOXKHO Ha3Ha4MTb TOJIbKO OAMH uaeHTUdMKaTop. Mo
YMOJI4aHMIO YCTAHOBNEHO 3HavyeHne — local7;

— OnucaHue — onucaHue cepsepa;

—  MUuHUMGAbHAA KPUMUYHOCMb COOBWEHUS — MUHUMA/IbHbIN YPOBEHb Ba*KHOCTU COOBLLLEHNI
(cm. Tabnnuy 2.1).

0Na npyMmeHeHnA HAacTPOeK HaXXMMUTe KHOMKY ((COXpaHMTb)).
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2.2.7 Ynpasnerue ¢palinamu IO u KoHpu2ypayuu

YnpasneHve daknammn BKAOYaeT B ceba ynpasneHne dainamm CUCTEMHOIO MPOrPaMMHOrO
obecneyeHna n KoHourypaumn. dannbl cuctemHoro NO HeobxoaUMbI g5 yNpaBAeHUA YCTPOWCTBOM, a
dalinbl KOHGUTypauumM Ana HaCTPOMKM YCTPOICTBA.

B KomMyTaToOpe CyL,ecTBYOT caeaytome Tunol Gpannos:

MepBoHauanbHas KOHPUrypauua XpaHWUTCA B 3SHEpProHesaBUCMMON namaTn. [pu  3anycke
YCTPOMCTBA MCNONb3YETCA ANA KOHPUTypauum ycTpoicTea. NepBoHavanbHas KOHPUIypaunsa MoxKeT 6biTb
co3gaHa nyTem KOMWPOBaHMA TeKywel KoHourypaumm (running configuration) wnam 3arpysku
KoHdurypaumm c cepsepa TFTP anbo HTTP. MepBoHavYanbHaa KOHPUIypaLMa MOXKET ObITb yaaneHa, B 3TOM
C/lydae nocsie nepesarpyskuM KommyTtaTopa 6yayT npuMmeHeHbl 3aBOACKNE YCTAaHOBKK (cM. pasaen Cuctema
-> YnpasneHue ¢aiinamu -> KonuposaHue).

Tekywana KoHpurypauma xpaHutca 8 O3Y. MNpu nepesarpyske/OTKAOYEHUN NUTAHMA YCTPOICTBA
nHpopmauma, KoTopasa coxpaHeHa B O3Y, yaandetrca U MNPU BKAKYEHUU YCTPOMCTBA B TEKYLUYHO
KOHOUrypaumio KonupyeTca MHPOpmauma U3 nepBoHayasbHOW KoHdurypauum (startup configuration).
Taknum obpasom, eciv HeobxoaMmo, YToObI TEKYLLLAA KOHOUTYpauuaA Obiia BOCCTaHOB/IEHA MPU BKJTHOYEHUN
YCTPOWCTBA, HEOBX0AMMO 3anucaTb ee B ¢pai/l NnepBoHavYaAbHOM KOHdUrypauumn (cm. pasgen Cuctema -
YnpasneHue ¢aiinamu - KonuposaHue).

UcnonHaemble 06pasbl OC — ¢dalisibl, KOTOPbIE UCNO/IL3YIOTCA NPU 06HOBAEHUU cuctemHoro MO
ycTpoiictea. B kommyTaTtopax cepmum MES23xx/MES33xx/MES35xx/MES5324 moxeT xpaHuTbcs ABa daiina
cuctemHoro MO. B pasgene Cuctema -> YnpasneHue ¢anamm -> CmeHa aKTUBHOro obpasa
NMo/1b30BaTe/ib MOXKET YKa3aTb 06pas, KOTopbii ByAeT MCNo/b30BaTbCA NOC/ae nepesarpysku ycTpoicTsa.
3arpy3uTb 06pa3z OC B 3HEproHesaBUCUMYIO MaMATb YCTPOMCTBA MOXHO B pasgene Cucrema ->
YnpaBneHue ¢paitnamm -> 3arpyska.

2.2.7.1 0O6HosneHue 10 u KoHgpuypayuu

B pasaene Cucrema -» YnpasneHue pannamum - 3arpyska nponsBoamTca 06HOBNEHNE CUCTEMHOTO
MO ycTpoicTea u paiinoB KOHPUTrypauum.

3arpy3ka ¢ainoB KoHpurypaumm u ¢paiinoB nporpammHoro obecneyeHus He MoXKeT bbiTb
V BbINO/NIHEHA OAHOBPEMEHHO.
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Cucrema /| YnpaeneHune pannamu / 3arpyaka

® 3arpyska no TFTP 3arpyska no HTTP

®' O6uoenexnue NO

IP-agpec cepeepa [ ) |

MyTs A0 ®aiina wa cepeepe | |

OOGHOBNEHHE KOHMIYpaLMK

IP-anpec cepsepa
[MyTe A0 Manna Ha cepsepe

Haivauenne

BeinonHuTs

O6HoBANEHME NporpammHoro obecneueHus:

Ona obHoBNeHMsA nporpammHoro obecrneyeHus KOMMyTaTopa HeobXxoAMmo YCTaHOBUTb dnar

O6HosseHue 0 1 3anNoNHUTb cneaytolime Nons:

3aepy3ka no TFTP — npwu ycTaHoBKe AaHHoro ¢nara ¢aisbl cuctemHoro MO 6yayT 3arpy*KaTbea €
cepsepa TFTP;

3aepy3ka no HTTP — npu ycTaHOBKe AaHHoro dnara ¢anabl cuctemHoro NO 6yayT 3arpyKaTbes ¢
cepsepa HTTP;

IP-adpec cepsepa — IP-agpec cepBepa, C KOTOPOro byaeT NPON3BOAUTLCA 3arpy3Ka;

Mymob 0o ¢palina Ha cepeepe — nma daiina cuctemHoro MO.

O6HoBAeHne KOHPUTYpPaLMOHHDbIX paiNoB KOMMYTaTOpa:

Ona obHoBneHua ¢annos KoHdurypauum HeobxoaMmo ycTaHOBUTL ¢nar  Ob6HosneHue

KOHhu2ypayuu v 3anoNHWUTb ceaytoLme nons:

34

3aepy3ka no TFTP — npuv yCTaHOBKe AaHHOTO ¢aara KoHoUrypaumoHHble daiibl OyayT 3arpyKaTtbea
c cepsepa TFTP;

3azpy3ka no HTTP — npw ycTaHOBKe AaHHOro ¢nara KoHourypaumoHHble aiinbl 6yayT 3arpyKatbca
c cepsepa HTTP;

IP-adpec cepsepa — IP-agpec cepBepa, ¢ KOTOPOro byaeT NPOM3BOAUTLCA 3arpy3Ka;
lMyme 0o ¢palina Ha cepsepe — nma dalina KoHbUrypauum;
Ha3zHayeHue — mecTo HasHaveHwuA daina:

= Tekywas KoHGu2ypayus — dain TekyLen koHdurypaumu;

® [lep8OHA4Y0MbHAA KOHpU2Yypayua — dalin nepBoHaYaNbHON KOHOUIYpaL MK,

HaKaTb KHOMKY «BbINOAHUTL» ANA 3arpy3ku danna.
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2.2.7.2 [lepedaya ¢paiinos Ha cepsep

B pasgene Cuctema -> YnpasneHue dainamu -> Bbirpyska 3a4atoTca HaCTPOMKKM Ana nepegayu
¢daitnos ncnonHaemoro obpasa OC un dpaiinos KoHPUrypauum Ha TFTP-cepsep.

Cucrtema / YnpaBnenue cpannamm / Beirpyska

® Brirpyska No

IP-appec TFTP-cepsepa | |

MNyTe fo danna Ha cepeepe I |

Beirpyska koHdurypaumm
IP-agpec TFTP-cepeepa
MyTe oo chaina Ha cepeepe

McTOuHKK

| CoxpaHuTh

Nepepaua Ppaiinos cuctemHoro MO Ha yaaneHHblii TFTP-cepBep:

Ona nepegaumn darina cucremHoro MO Ha TFTP-cepBep Heobxoammo yctaHoBuTb dnar Beiepyska M0
W 3aM0/IHUTb CaeaytoLme nons:

— IP-adpec TFTP-cepeepa — |P-aapec TFTP-cepBepa, Ha KOoTopbln byaeT nepeaaH ¢aii CUCTEMHOTO
Mno;

— [lymes 0o ¢halina Ha cepsepe — wnma daiina cuctemHoro MNO.
MNepepgaya $painnos KoHpuUrypaumm Ha yganeHHoit TFTP-cepsep:

[na nepegaun painnos KoHPUrypaumm KommyTatopa Ha TFTP-cepBep HEO6X0AMMO YCTaHOBUTL daar
Bbiepy3Ka KOHgu2ypayuu v 3anofHUTb cieayowme nons:

— IP-adpec TFTP-cepsepa — IP-agpec TFTP-cepBepa;
— [lyme 0o ¢halina Ha cepsepe — nma daiina;
— UcmoyHuKk — alin KoHdUrypaumm, KoTopblin HeobxoanMMo nepeaatb Ha yaaneHHbin TFTP-cepBep:

= Tekywas KoHGuz2ypayus— dain Tekyllen KoHdurypaumu;
= [lepgoHAYaNbHAA KOHpUYypayua — dainn nepBoHayabHOM KOHPUTypauuu.

[na npymeHeHna HACcTPoEeK HaXkMMUTe KHOMNKY «COXpaHUTb.
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2.2.7.3 YnpaeneHue KoH@puU2ypayuoHHbIMU alinamu

B pasgene Cucrema -> YnpasneHue daitnamu -> KonupoBaHue npousBoAUTCA yaaneHue wu
KonupoBaHWe KOHPUIypaumoHHbIx ¢aiinos.

Cucrtema / Ynpasnexue channamm / KonuposaHue

BoccraHoBneHue 3aBOACKUX HAaCTPOeK

® Konuposanue koHdurypaumm
VICTOYHUK Tekywan koHpurypauma v

Hasnauyenune | MepBoHayanbHas KoHUrypauua v

CoxpaHuTtb

— BoccmaHosneHue 3a800CKUX HACMpoeK — Npu ycTaHoBAEHHOM dnare ocyuiecteaseTca cbpoc
KOHOUrypaLumMm K 3aBOACKMM HaAcTPOMKam. 3aBOACKME HACTPOMKM HAYMHAlOT AelCTBOBaATb Mocne
COXPaHEHMA U3MEHEHUIN N Nepe3arpy3KM yCTPOMCTBA, MHAYe YCTPOMCTBO NOAAEPIKMUBAET TEKYLLYIO
KOHdUrypaumio;

— KonuposaHue KoHgueypayuu — npu yCTaHOBAEHHOM daare NponsBoaMTCA KonuposaHue ¢ainnos
KOHOUrypaumMm w3 mekyweli B Mepe8oHAYAsIbHYIO WAW U3 [1epB8OHAYAsAbHOU B  MEKYWYIO.
Heobxoammo ykasaTtb U3 Kakoro ¢aiiia KoHpurypaumm byaeTt nponsBoamMTbCca KONMpoBaHue u gain,

B KOTOpPbIM ByaeT NnpousBeaeHO KONMpoBaHue:

" UMcmoyHuK — bann, c KOTOporo ByaeT NPOMU3BOAMUTLCA KONMMPOBAHUE:

- Tekywas KoH@u2ypayus — aiin Tekywen KoHburypaumum;
- MepsoHa4anbHaa KoHpuU2ypayua — $aiin nepBoHaYabHON KOHOUrypaLmu;

=  HasHavyeHue — daiin, B KOTOPbI ByAeT NPOM3BOAUTLCA KOMMPOBAHMUE:

- Tekywas KoHpu2ypayus — daiin Tekyllen koHdurypaumu;
- MepeoHa4anbHaa KoHpuUaypayua — dalin nepBoHavabHON KOHOUIYpaLMK.

Ecnm Heobxoaumo nocne pAga U3MeHEHUM B KOHOUIYpaLUM YCTPOIMCTBA BOCCTAHOBUTDL HavyaslbHYHO
KOHdUrypaLumio, To B nose «MCmoYHUK» HYKHO YKas3aTb «[lep8oHa4asabHAA», a B none «HasHavyeHue»
yKaszaTb « TeKyw,as KoHgu2ypayusa».

Haxkmute KHOMKY «COXPaHUTL» 419 KONUPOBaHWUA HayaibHOWM KOHPUIypaLMK B TEKYLLYIO.

Ecnn Heobxoanmo, YTobbl TEKyLLAnA KOHOUIypaLums bblaa coXxpaHeHa B SHEProHe3aBMCMMON NamATH
M NPU BKAIOYEHUN YCTPOICTBA Oblla BOCCTAHOB/EHA, TO B MNoJie « ICMOYHUK» HYXKHO YKasaTb « TeKywas

KOHGbu2ypayuaA», a B none «HasHavyeHue» ykasaTtb «[lep8oHa4as6HAA KOHGU2Ypayua».

Hakmute KHoMKy «CoXpaHMTb» 414 KONMPOBaHMUA TeKyLLen KoHOUrypauum B nepBoHaYabHylo.
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2.2.7.4 YcmaHosKa ucnonHaemozo obpasza OC

B pasgene Cuctema -> Ynpasnenue danamum -» CmeHa aKTuBHOro ob6pasa MO MmoxHO

NPOCMOTPETb AEeMCTBYOWMIA ncnosHAaeMbln 06pa3 OC n 3agatb o6pas OC, KoTopbIn byaeT akTMBEH nocne
nepesarpysku ycTponcTBa.

Cucrtema / YnpaeneHnue dannamm / CmeHa aktuBHoro obpasa Mo

flash://system/images/mes3300-4016-5R1.ros Bepcua 4.0.16.5, cbopka 14:03:17 12-Oct-2021

flash://system/images/mes3300-4018-R2.ros Bepcus 4.0.18, cbopka 15:28:52 13-Jul-2022

— AKkmuseHbIli — pelicteytowmin pann OC, KOTOPbIMA YCTPOCTBO 3arpyKaeT npu 3anycKe;

— [ocne nepesazpy3ku — Homep obpasa OC, KOTOpbIM OydeT AelicTBoBaTb MOC/e Mepesarpysku

ycTpoiicTea (moacseunBaeTca 3e/eHbiM LBeToM). BbiBop ocyLLecTBAsETCA HarkaTUeM NeBOM KHOMKK
MbILIKX HA COOTBETCTBYIOLLEM NOJIe.

Haxkmute KHonKy « COXpaHWUTb» ANA NPUMEHEHUA U3MEHEHWIA.
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2.3 Hactpoiika npotokona SNMP

B faHHOM rnaBe onuCbIBAlOTCA HAaCTPOMKM NPOTOKONa ynpaBaeHus cetbto SNMP.

MpoTtokon Simple Network Management Protocol (SNMP) — npocToit nNpoTOKOA CEeTeBOro
aAMWUHUCTPUPOBAHMWA, KOTOPbIN NPefoCTaB/AAET TaKMe BO3MOMHOCTM KaK MOHMUTOPWHI M ynpaB/ieHue
CeTeBbIMM YCTPOWCTBAMM, @ TaK¥Ke ynpasBieHMe KOHOUTypaumsamu yCTPOMCTBA, NMPOM3BOAMUTE/IbHOCTbLIO
cet, 6e3onacHoCTbIO B CETU U CHOP CTAaTUCTUYECKUX AAHHBbIX.

KommyTtatopbl cepumn MES23xx/MES33xx/MES35xx/MES5324 noaaepskusatoT sepcuio 1, v2c un 3
npotokona SNMP.

V Mo ymonuaHuio Ha YCTPOICTBE BKAOUEH NPOTOKoNA SNIVIPv2.

SNMP vl nv2c

MpoTtokon SNMP ucnonb3yeTca A5 Nosy4eHus OoT CETEBbIX YCTPOMUCTB MHPOpMauum 06 mx craTtyce,
NPOU3BOAUTENBHOCTU U APYIUX XapaKTEPUCTUKAX, KOTopble XpaHATcA B 6ase AaHHbIX YynpaBasAtoLwen
nHpopmaumun MIB (Management Information Base). ba3a gaHHbix MIB cogep»KuUT nepemMeHHble, KoTopble
KOHTpOAMpytoTca areHTom. AreHT 3agaeT SNMP dopmat cneundumkaumm MIB n dopmat ana goctyna K
nHbopmaumm Yyepes cetb. BSNMP Bepcmax v.1 1 v.2 ayTeHTUOMKaLMA NONb30BaTeNEl OCYLLEeCTBAAETCA NPU
MOMOLLM KCTPOKM coobLiecTBa» («community string»).

SNMP v3

B Tpetbeit Bepcum npotokona SNMP ocywectBnaetca noggepka sepcunt SNMPv1, SNMPv2,
MCNoNb3yeTca ynpaBnaeHWe AOCTYNOM, a TaKXe onpeaenaetcA MoAesnb, KOTOpas OpUEeHTUpOBaHa Ha
nosb3oaTtens (User-Based Security Model), 6narogapsa KoTopoi cTano BO3MOXKHbIM fo6aBaeHne mogynen
ayTeHTUOUKAUMK U WndpoBaHUa 6e3 cmeHbl 6a30BON APXUTEKTYPDI.

Mogenb USM BKatovaeT B cebs:

- AymeHmudghukayuro (obecrneymBaeTca LeIoCTHOCTb AaHHbIX U ayTeHTUdUKaLMA OTNpaBuTens);

- LugposaHue (obecneumBaeTca 3awuTa nepegaBaemon UHOOPMaLUM  OT  HECaHK—
LLMOHUPOBAHHOIO AOCTYyMNa, UCcnosib3yeTca pexum wudposaHus Cipher Block—Chaining);

- KoHmposnb epemeHu (obecneunBaeTca 3aliUTa OT 3aJePKeEK);

- YnpaeneHue Karoyamu (onpep,enﬂeTcn Co34aHune, o6HOBNEHNE U UCNONb30BaHNE KﬂIOHeVI).
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2.3.1 Hacmpoiika 6e3onacHocmu

B aTom pasaene npuBoanuTca MHGOPMaUMa 0 HACTPOIKax 6esonacHoCcTM Npu paboTe ycTponcTea no
npotokony SNMP.

2.3.1.1 Hacmpolika 2nobanbHbIx napamempos

B pa3zene SNMP - besonacHocTb = MnobanbHble napameTpbl YCTaHABAMBAETCA UAEHTUPUKATOP
nokanbHoro SNMP-ycTpoiicTsa.

SNMP / bezonacHocTs / [nobanbHble napameTpbl

Snmp Server Brnrosutb Boikniouuts @

NokanbHbiit naeHTudukatop (Engine ID) |0000000001 I

Nokanbxbiit naeHTudukatop (Engine ID) IDOOOOOOOOI I

Mcnonb308aTh NO YMOM4aHKUIO

| CoxpahuTs |

— SNMP Server — BKNOUNTbL AU BbikAtoUnTe SNMP-cepBep;

— JlokanbHeili udeHmugukamop (Engine ID) — waeHTUdUKaTop nNokanbHoro SNMP-ycTpoincTBa
npeacTaBnser coboit cTpoky n3 10-64 wecTHagUaTePUUHbIX CMMBONOB. Ecnn naeHTUdUKaTop He
yKa3aH, TO yCTaHaB/AMBAETCA 3Ha4YeHMe No ymo4aHuo Ha ocHoBe MAC-azpeca yCTpOnCTBa;

Ucnons3osame 1o yMoa4aHU0 — Npu yCTaHOBAEHHOM dnare UCNosb3yeTcs 3Ha4YeHMe No ymonya—
HWIO, MHaYe — 3HaYyeHue, yCTaHOB/IeHHoe B noJie «J/lIoKanbHbil naeHTudmKaTop (Engine ID)».

Haxkmute KHonKy «CoXpaHUTb» ANA NPUMEHEHNI TEKYLLEN KOHPUTypaLmK.
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2.3.1.2 OnpedeneHue o6vekmos OID

B paspene SNMP - besonacHocTb -> HacTpoiKu npepcraBneHUn onpeaensotcs o6beKThbl,
OOCTYyMHble coobuecTsy.

SNMP / BeszonacHocTbk / HacTpolku npeacTaBneHnn

Hassanwe npeactasneqna | Default v

o e oo e
W[ o]
(o [ s5ere5m o
D
o [<[s5ere518 oo
o oo

1.3.6.1.4.1.89.98.1

o [o[rermsniz o]
nﬂ 1.3.6.1.6.3.1213 m
» [o[rsrmsia o]
(o Lo [eraimars oo

[ Ynanutb I [obaButb ]

OnucaHue Tabnunupi:

— HaszsaHue npedcmasaeHus — nma gnsa npasuna 06o3peHns SNMP;
— [loddepeso ob6vekmos — naeHTUdPUKaTop obvekTa MIB, NnpeacTtaBneHHbIN B BUAE gepesa ASN.1;

— Cmamyc — yKa3blBaeT, ABAseTcA n onpegeneHHasn seteb OID BKAKOYEHHOW B NPaBUA0 GUAbTPALLUN.

[na nobasneHna 3anncy HaXxKmmuTe KHomnky «Jo6aBuTb» 1 3ano/iHMTe cieaylolime nons:

LOobasnexune SNMP-npeacrasneHus @

Hasgaxue npeacraBnexua ‘ |

Monnepeso obbekToB @ BuiGpath ua cnucka |system - Beepx \ O Bpyunyio 1.36.1.2.1.1
‘imerfaces Brna ‘
ip | B |
‘ICI'nD
ftee. -
Craryc | Bntoueno v
| CoxpanuTs |

— HazeaHue npedcmasaeHus — uma gnsa npasuna o6o3peHns SNMP, makcumanbHaa gavHa 30
CMMBOJIOB;

— [loddepeso ob6bekmos — naeHTUdPUKaTop obbekTa MIB:
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= Ecnu ycTaHoBWUTbL dnar «Boibpame U3 criucka», TO B HUCMAZAtoWeEeM Crmcke Heobxoammo
ykaszatb OID, npeacTaBaeHHbIA TEKCTOBOM CTPOKOM. KHOMKK «BBepx», «BHWU3» cayKaT gns
nepemeweHunA no setsam gepesa ASN.1;

=  Ecnu ycTtaHOBUTL dnar «BpyyHyro», TO HEOBX0AMMO YKasaTb uaeHTudMKaTop obbekTa MIB,
npeacTaB/eHHbIn B Buae aepesa ASN.1;

— Cmamyc — yKasblBaeT, ABNSETCA M onpegeneHHas seTeb OID BKAOUEHHOM B BbiBpaHHOE NpaBuo:

=  BKatovyeHo — OID BKAOYEHa B NpaBUao A1a 0603peBaHus;

= UcknoyeHo — OID ucknoYeHa u3 npasunia 4aa o0603peBaHus.

Haxmunte KHONKy «COXpaHUTb» ANA NPUMEHEHUA U3MeHeHWn. A yaaneHus 3annucu M3 tabanubl
yctaHoBuTe dar HanpPoTUB 3a4aHHOM 3aMMCU N HAXKMUTE KHOMKY «YAannTby.

2.3.1.3 YnpaseneHue 2pynnamu SNMP

B pasaene SNMP -> Be3sonacHocTb -» Mpoduaun rpynn ocywecTBAAeTCA NPOCMOTP M HAcTPOMKA
rpynn SNMP. Tpynnam SNMP mMOHO Ha3Ha4MTb BEPCUIO NMPOTOKO/A, YPOBEHb He30macHOCTM U npasa

Aoctyna.

SNMP / BezonacHocTb / Mpodcdunu rpynn

doomapoeryma |
Ha3BaHue nnbi | BesonacHoCTb Ypoaem. Ge3onacHoOCTH
oenouroms | |

) L o o R R | v

| YpanuTb No6asnTb

OnucaHue Tabnaunubi:

— Ha3ssaHue 2pynnsl — UmaA rpynnol;
— be3onacHocme — Bepcua npotokona SNMP;
— YposeHb b6e3onacHocmu — ypoBeHb 6€30MacHOCTY;
— [pasa docmyna — npaea focTyna:
"  YmeHue — TO/NIbKO YTEHUE;
®  301ucb — TOJIbKO YTEHME U 3aMnuch;

" YeeOdomseHus — MNONyYeHMEe PACCbIZIKM SNMpP-TPanos.

Ana pPenakTMpoBaHnA napameTpos Ha*Xmute KHOMKY «PepakTnpoBaTby, 3ano/iHuTe
COOTBETCTBYHOUWME NONA U HAXKMUTE KHOMKY ((COXpaHMTb».

[na yananeHusa sanucy us 1abavubl yctaHoBuTe Gaar HanpoTUB 3a43aHHOM 3aNUCK U HAXKMUTE KHOMKY
«Yaanutb».

Pykosodcmeo no akcnayamayuu Web-koHgpuaypamopa 03 MES23xx/MES33xx/MES35xx/MES5324 41



D ELTEX

[na nobaBneHuna 3anncu HaxmmuTe KHonky «1o6asnTb» 1 3aN0AHUTE cneayloLime nos:

LOobaeneHue rpynnbl

HaasaHue rpynnsl

besonacHocTb SNMPv1 v
YpoBeHb 6e30NaCHOCTU  Foq ayTeHTUDMKALIMA
lNpasa noctyna ) YUteHne Default v [) 3anuck Default v (7] YBenomnenus Default v

CoxpaHuTb

— HaszeaHue epynnbi — UMSA rPyNbl, KOTOPOE UCNOAb3YETCA NPU onpeaeneHUM NPaBua KOHTPONA
A0CTyna, MakcumanbHas ganHa — 30 CMMBONOB;

— be3zonacHocme — Bepcua SNMP, ncnonbayeman gaHHown rpynnoi: SNMPv1, SNMPv2c, SNMPv3;

— YposeHb 6e3onacHocmu — ypoBeHb 6€30MacHOCTM A1a 3a4aHHON rpynnbl. YpoBeHb 6e30nacHoOCTH
NPUMEHAETCA TONbKO AanAa Bepcumn npotokona SNMPv3:

=  fFe3 aymeHmuguKayuu — ayTeHTMdnKaums nonbsosatens u wmdposaHne SNMP-coobuie—
HUM OTK/IOYEHDI;

= AymeHmugurkayusa — ayTeHTuduMKauma nonb3osatens 6e3 WwnppoBaHus;

= [llugpposaHue — ayTeHTUIMKaUUA nosab3oBaTens c wndposaHnem SNMP-coobuieHuit;
— [lpasa docmyna — npaBa AocTyna:

"  YmeHue — TONbKO YTEHUE;

= 3077UCcb — TO/IbKO YTEHUE U 3aMUCh;

" YgedomseHUs — NOyYeHue PaccbiIKM SNmp-Tpanos.

HaxkmuTe KHoMKy «COXpaHUTby» ANA NPUMEHEHNA U3MEHEHMA.

2.3.1.4 Hacmpolika SNMP-nons3os8ameneli

B pasgene SNMP -> BesonacHocTb -> YneHCTBO B rpynnax ycTaHaB/AMBaeTCA NPUHAO/NEKHOCTb
NoNb30BaTeNA K rpynne, 3a43eTca MeTo , ayTeHTUGUKALMM, OnpeaenseTca Naposb/Kaod ayTeHTUGUKALMK,

SNMP / BezonacHocTb / MneHcTBO B rpynnax

I e e ey e

Yoanutet | JobaButb

[na pefakTMpoBaHMA NapameTPOB HaXXMUTE KHOMKY «PepsaxkTtmpoBaTb». Ana gobasBneHus 3anmcu
HaKMUTE KHOMKY «/Jo6aBuTb»:
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[NobaeneHue B rpynny

MMA none3oeartena
VinexTudukatop NoKanbHbIA YNANEHHbIA
HaasaHue rpynn

Mertog ayteHTUUKaLum

Mapone

Knroy ayTeHTUdMKaLmnm

Knioy LwndpoBaHuA

CoxpaHuTb

— WmA nons3osamesa — UMA NONb30BaTENA, MAaKCMMaAbHAA aanHa — 30 CMMBONOB;

— WdeHmugpukamop — wnAeHTUPUKATOP JOKanbHOro, nnbo yganeHHoro SNMP-ycTpoiicTBa, K
KOTOPOMY MOAK/AIOYEH NONb3oBaTesb. M3MeHeHMe WMAn yaaneHwe NOKanbHOro naeHTuduMKaTopa
SNMP-ycTpoiicTBa npuBedeT K yaaneHuto nosbsosaTtena SNMPv3 13 6a3bl gaHHbIX:

JlokanbsHbIl — ecnun ¢pnar ycTaHOB/IEH, TO NO/b30BATE/b NOAKAOYEH K IoKasibHOMY SNMP-
06BbEKTY;

YOaneHHsIli — ecnu $nar ycTaHOB/EH, TO NO/b30BaTeNb NOAKAIOYEH K yaaneHHomy SNMP-
06bekTy. Ecan naeHtnoukatop SNMP-ycTpoiicTBa onpeaeneH, To yaaleHHble YCTPOCTBa
noay4aT cooblueHue;

— HaseaHue epynn — nma SNMP-rpynnbi;

— Memod aymeHmugukayuu — MeTof, NCNOob3yemblii gNa ayTEHTUMKALMM NONb30BaATENA:

Kntoy MD5 — no anroputmy HMAC-MDS5;
Kntoy SHA — ¢ ncnonb3oBaHMeM ypoBHA Nposepkn noaanHHoctn HMAC-SHA-96;

Mapons MD5 — naponb ansa naeHtuomkaumm HMAC-MD5-96, nosib3oBaTtenb AOMKEH byaeT
BBECTM MapO/b;

Mapoae SHA — naponb gns ngeHtTndurkaumm HMAC-SHA-96, nonb3oBaTtesb A0/XKeH byaeT
BBECTU MApOb;

Omcymcmeyem — ayTeHTUMKaLMA HE UCMO/Nb3YeTCS;

— Maposns — Naponb ANA Y4aCTHUKOB rpynnbi;

— Knawoy aymeHmugpukayuu — KoY ayTeHTUDMKaLMK, 3a43€ETCA TONIbKO NPU NpoBepKe Noa/IMHHOCTH
HMAC-MD5-96 nan HMAC-SHA-96. Kntoun ngeHtnomkaumm n KoHdnaeHUMaabHOCTU Heobxoaumbl
ANA onpefeneHva NoaJMHHOCTM Katoda. Eciv Heobxoanma TONbKO MPOBEpKa MOAJIMHHOCTU, TO
onpegensetca 16 6anTt. Ecim Heobxoguma ayTeHTUOUKaumMa u wudposBaHue, To onpegensertcs 32
6anTa. Kaxablit 6aiT B LWIECTHALLUATePUYHON CTPOKE COCTOUT M3 2 WeCTHaauaTepudHbIx unop.
Kaskablih 6alT AonKeH b6bITb OTAENEH TOYKOW U ABOETOUUEM;

— Knaroy wugposaHua — Knwod KoHouaeHumanbHocTh (LSB). Ecan Heobxoamma TONbKO MpoBepKa
noa/IMHHOCTK, To onpegensaetca 20 6anT. Ecim Heobxoguma ayTeHTUdMKaLMA 1M WndpoBaHue, TO
onpegenserca 36 6aikTt. Kaxabih 6alT B WeCTHaAUATEPUYHOM CTPOKE COCTOMT M3 2
WecTHaaLuaTepuyHbIX LmMdp. Kaxabin 6aiT AonKeH 6bITb OTAeNEeH TOYKOM UM ABOETOUMEM.

HaxmuTe KHONKy « COXpaHUTbY» A8 NPUMEHEHUA U3MEHEHWIA.
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2.3.1.5 Hacmpolika SNMP-coobuecms

B pasgene SNMP -> be3onacHocTb > HacTpoiiku coobLecTB BbiNoHAETCA HACTPOMKA NpaBs 4oCTyna
Ha ocHoBe coobuwecTs. EciM U3MEHUTb MMeHa coobLLecTB, TO M3MEHATCA npasa goctyna. CoobuiecTea
SNMP onpeaensatoTcs Tonbko Ansa SNMP vl n SNMP v2c. CTpaHMUa HacTPOEK pasaesieHa Ha ABe Tabanubl:
6a30Bble HAaCTPOMKN U PaCLUMPEHHbBIE HACTPOMKK.

Ba3oBbie HaCTPOHKK

DI o e o

([ [ o e s s |

| Ynanute || [loGaBuTs

Onsa po6asneHns 3anucn Haxkmute KHOMKY «[1o6asuTb». [na yaaneHua 3anucu yctaHosute dnar

HanpoTus COOTBETCTByIOLLI,eﬁ 3annMcn "N Ha*XXMuUTe KHOMKRY «Yaanutb». ﬂ,nﬂ pPenaKTUPOBaHUA 3anncu
HaXMUTE KHOMKY « Pe,ﬂ,aKTMpOBaTb».

Oo6aeuTe cooblWecTeo

Apec ynpaenAioLwen CTaHuMmn @ DOXXX)

) Bce (0.0.0.0)
Haasanue coobuiecrsa -

@ 5a30851 pexim Npasa pnoctyna TonbKo uTenne | [(JHa3BaHWe NPEACTABNeHNA ppef

Default v
PacwupeHHbIe PeXUM  HasgaHue rpynnbl

| CoxpanuTs

— Adpec ynpasnaoweli cmaHyuu — IP-agpec ynpasaatoLLen CTaHLMn, 413 KOTOPOW onpesenatortca
HACTPOIKM coobLecTBa;

— HaszeaHue coobuecmea — CTpoKa coobLecTsa (Napob), KOTopas UCNOIb3yeTca ANA ayTeHTUGU—
KaLuu ynpasastowein CTaHLmu,

Ecnn 3anucb aobaBnaeTcs B OCHOBHYIO TabaunLy, TO HY)KHO YCTaHOBUTL $nar «basoBblli peum» u
3ano/IHUTb CeaytoLme Nons:

— [lpasa docmyna — npasa AocTyna coobluecTsa:
| |

Tos1bKO YmeHue — ynpasneHue OrpaHUYeHHbIM AOCTYNOM, pa3peLleHo TONbKO YTEHUE;

YmeHue/3anuce — ynpasieHWe AOCTYNOM A8 YTeHUA U 3anucu. M3ameHeHua moryT 6biTb
BHECEeHbl B KOHPUIypaLMIO YCTPOCTBA, HO He B HAaCTPOIKM coobLLEeCTBa;

AOMUHucmpamop — NOJ1b30BaTe/Ib UMeeT 40CTyNn KO BCEM HaCTpOﬁKaM yCTpOﬁCTBa, a TaKXxe
MOXeT USMEHUTb HaCTpOﬁKM C006LU,eCTBa,'

— HaszsaHue npedcmasneHus — NMs ANA npasuaa o6o3peHns SNMP.

Ecnn 3anuck aobaBnneTca B pacliMpeHHYo Tabauuy, TO HYXKHO YCTaHOBUTb dnar «PacwmpeHHbI
PeXMM» 1 3aMONHUTL CAeaytoLLMe NoAA:

— HaszsaHue epynnbl — nma rpynnbl SNMP-coobuecTtsa.

Haxmute KHOMKy « COXpaHUTb» ANA NPUMEHEHNA U3MEHEH WA
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2.3.2 YnpaeneHue SNMP-coobweHuamu

B aTom pasaene npueoanutcs MHGOPMaLMA O HACTPOIMKaxX yBEAOMAEHWUI Npu paboTe yCTpoicTBa No
npoTtokony SNMP.

2.3.2.1 Hacmpolika ocHO8HbIX napamempos

B pa3aene SNMP -> Hactpoiika yBegomneHnii - MapameTpbl ycTaHaBAMBAIOTCA 06LLME NapameTpbl
ana SNMP-coobuieHui.

SNMP / HacTpo#ka ysegomMmneHun / MapameTpel

Pa3pewmnTs otnpasxky SNMP-yseaoMneHui

Pa3pelunTs 0TNpaBky yseaoMneHuit 00 ayTeHTUhUkaLmm

| CoxpanuTb |

—  Paspewums omnpasxky SNMP-ysedomnaeHuli — npw ycTaHOBAEHHOM ¢dnare ycTPoncTey paspelleHa
oTtnpaBka SNMP-coobLieHnn, MHauye — 3anpeLLeHa;

— Paspewums omnpasky ygedomsneHuli 06 aymeHmuguKayuu — Npu yCTaHOBNEHHOM dare paspe—
LWeHOo nepeaasaTtb trap-coobLLeHus cepBepy, Henpolealwemy ayTeHTUdUKaumto.

HaxkmuTe KHOMKY «COXpaHUTb» ANA NPUMEHEHNA U3MEHEHWA.

2.3.2.2 Hacmpolika adpecamos SNMP-coobuweHuli

B pa3zene SNMP - Hactpoiika ysegomneHuii - Mpuem ysegomaeHuit ycTaHaBIMBaOTCA NpaBuaa
dunbTpaumm coobuweHmii SNMP npu oTnpaBKe onpeaeneHHbIM NoyYyaTensm 1 3a4aeTca TMN COOBLWEHMA.

CTpaHuLa HacTpoeKk pasfesieHa Ha Age Tabauubl: HacTpoiKka napameTpoB AAA nosyyartens
yBegomneHunn no npotokony SNMPv1,2 (SNMPv1,2 Notification Recipient) n no npotokony SNMPv3
(SNMPv3 Notification Recipient).

SNMP / HacTpo#nka yeegoMmneHun / Mpuém yeegoMneHun

Monyyatenu yeegomnexus SNMPv1,2

IP-agpeca Tun Bepcua NMoprt | Hazeanwe - Yucno
11 s | epouno | o007 | e | U3 | G | 14457 eropon |

Monyyarenu ysegomnexdus SNMPv3

IP-agpeca Tnn Hua =
nom‘memn MneHus ﬁeaonacnocru u DP

ety e e i

Yaanuts || [JobasuTs |

Ona  pefakTMpOBaHUA MAapPaMeTPOB HYKHO HaxaTb KHOMKY «PedakTUpoBaTb», 3amno/HWTb
COOTBETCTBYHOLLME MOJIA U HAXKaTb KHOMKY «COXPaHUTbY.
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[na yaaneHus sannucy n3 Tabamubl HY»KHO YCTaHOBUTbL $aar HaNnPOTUB 3a4aHHOM 3anNUCKU N HaXKaTb

KHOMKY «Y4anntb».

[na o06aBNEHUA 3aNNCK HYKHO HaXaTb KHOMKY «06aBUTb» 1 3aNONHUTL CiedyloLime Nona:

[o6aBuTe nony4atena SNMP-yEeaoMNeHUM

Coxpauuts

— IP-adpeca nonyyameneli — IP-agpec, Ha KOTOPbIM OTNPABAAIOTCA CO0bLLEHNSs;

— Tun ygedomsaeHUs — TUN OTNPAB/IAEMbIX COOBLLEHNIA:

=  Traps — trap-coobleHus,

= Informs — nHbopMaLMOHHbIe coobLLEeHMA.

Ecnm oTtnpaBKa coobuieHui ocywectsnseTca no npotokony SNMPv1l wam SNMPv2, yctaHoBuTe dnar
SNMPv1,2 n 3anonHuTe cheaytowme nona:

Ecnn
3ano/siHUTE cneaytoume nona:

46

Coobuwecmso — cTpoKka coobuiecTsa (Naponb), oTNpaBaAemas BMecTe ¢ trap-coobLieHmaMY;

Bepcusa ysedomaeHuli — Tnn npotokosa SNMP, no Kotopomy oTnpasaaioTca coobuweHma: SNMPv,
SNMPv2c;

oTnpaBKa coobueHnin ocywecTteaserca no npotokony SNMPv3, yctaHosute ¢dnar SNMPv3 u

Vma none3oeamesa — WMA NONb30BaTeNA, KOTOpomy oTnpasaatoTcs SNMP-coobueHus;

YposeHb 6e3onacHocmu — ypoBeHb 6e30MacHOCTH:

=  be3 gymeHMUGUKayuu — NaKkeT He MPOXoAUT ayTeHTU MKaUMIO, He 3aluMmlLeH Wwndpo—
BaHMEM;

=" AymeHmuguKkauyus — nakeT NPOXOAMT ayTeHTUPUKALMIO;

Mopm UDP — Homep UDP-nopTa, KOTOPbI UCMO/Ib3YeTCA 414 OTNPaBKM cooblueHui. Mo ymonyaHuio
yCTaHoBANeH 162 noprT;

HazsaHue ¢unempa — npu yctaHoBKe ¢nara yKasbiBaetca mma SNMP-dunbTpa, KOTOpPbIN
ncnonbayetca npu otnpaske SNMP-coobuieHnit;
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— Talimaym — nepuog BpeMeHU (B CEKYHAaX), B TE4EHME KOTOPOro YCTPOMCTBO OXUAAET NOATBEPK—
AeHus nepen NoBTopHOM oTnpaBkoit SNMP-coobuieHuA. Mo ymonyaHuio ycTaHOBAeHO 15 cekyHa;

— Yucno nosmopos — KOAMYECTBO MOMbITOK Mepefayn WHGOPMAUMOHHBIX CO0bLWeHui, npwu
OTCYTCTBUM UX NOATBEPKAEHUA. [10 yMONYaHMIO YCTaHOBAEHO 3 CEKYHAbI.

Haxmunte KHonKy « COXpaHUTb» 1A NPUMEHEHUSA U3MEHEHWIA.

2.3.2.3 Hacmpolika npasun ¢hunempayuu trap-coobuwjeHuli

B pasgene SNMP -> Hactpoiika ysegomneHuit - ®unbTpauuns yBeAoMNEeHUIN yCTaHaBANBAKOTCA
npasmna ¢uabTpaLmMm coobuieHuit, ocHOBaHHble Ha OID. 3To NO3BOASET CeTeBbIM AZMWHUCTPATOPAM
¢dunbTpoBaTh onoselleHuna. Kaxabin OID cBA3aH ¢ PYHKUMAMM YCTPOMUCTBA UM C YacTbto GYHKLUN.

SNMP / HacTpoika yBeAoMNeHnit | ®UnNkLTpauus yBeaoMNeHui

Haasauue unstpa | v

i e soern o awn

Yaanuts || [Jobasutb

Coxpaxutb

Ons pobaBneHuMa HOBOro npasuia GUABTPALMW HaXKMWUTE KHOMKY «[Jo6aBuTb» M 3anofiHUTE
cnepyrowme nons:

OoGaeuTe PpuneTp

Tun unsTpa BRIIOWEH0 v

CoxpaHnTts

— HazsaHue punbmpa — nma punbTpa;

— [loddepeso o6vekmoes — OID, KOTopbIN HacTpoeH ans gaHHoro ¢uabTpa. Ecam dunbTp NnpuKkpenneH
K OID, trap-coobuweHna uam MHOOPMALMOHHbIE COObLLEHUA GOPMMPYIOTCA M OTNPABAAITCA K
noaydyaTento TPanos:

=  Ecnu yctaHoBuTb dnar «Boibpams U3 cnucka», To B HACMaZaloLEeM CMUCKe HeobxoaMmo
yKa3aTtb OID, npeactaB/ieHHbIN TEKCTOBOM COpokoi. KHonku «UP», «Down» cnyxat ans
nepemeweHunA no setsam aepesa ASN.1;

=  Ecnu yctaHoBuTb dpaar «Object ID», To Heobxoanmo yKasaTb naeHTUPUKaTop ob6bekTa MIB,
npeacTaB/eHHbIn B BuAe gepesa ASN.1;

Pykosodcmso no akcnayamayuu Web-koHgpuzypamopa 0aa MES23xx/MES33xx/MES35xx/MES5324 47



O ELTEX

— Tun ¢punbmpa — yKasblBaeT, ciedyeT AN OTNPaBAATb COObLLEHNA, CBA3aHHbIe C 3adaHHbIM OID:

= BKAOYEHO — BKNOYNUTL OTNpaBKy COO6LLI,€HMI7I. YcTaHaBAmMBaeTca no YMO/T4YaHUIO,

= UICKAOYEHO — OTKAKOUUTD OTNpPaBRy COO6I.I.I,€HVI171.

Onsa ypaneHuna npasua ouUNbTPaUUKM yCcTaHOBUTE daar HanpoTUB 3aZaHHOM 3anNMCKM U HaXMuTe
KHOMKY «Y0anuTb».

Haxkmunte KHonKy « COXpaHUTb» 1A NPUMEHEHUA USMEHEHWIA.
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2.4 [unarHocTuKa ycTpoiicTBa Ha pU3MUECKOM ypOBHE

B AaHHOWM rnaBe onMcbiBaeTCcA HAaCTPOMKa ANArHOCTMKM YCTPOMCTBA Ha GU3MYECKOM YPOBHE, BK/OYAsA
HaCTPOWKY 3epKaNNpPOBaHNA ceTeBOro TpaduKa U TeCTUPOBAHMA NOPTOB.

2.4.1 Hacmpolika 3epKanauposaHus cemeso20 mpagpuKka

B pasgene AnnapaTHoe OKpyXeHue —» [lnarHoctuka -» 3epKanuMpoBaHUe NOPTOB BbIMOJIHAETCA
HaCTpOiKa 3epKasnpoBaHunA Bxogawero/mcxoaaiwero Tpaduka.

3epkanupoBaHue TpadurKa — 3T0 GYHKLMA KOMMYTATOPa, KOTOPas NO3BOJISET KONMMPOBATb TPADUK,
NpoxoAALLmMn Yepe3 Kakon-nMbo M3 NoPTOB YCTPOMCTBA, A1 BHELUHEFO aHaNM3a.

AnnapaTHoOe oKpyXeHHWe /| uarHocTUKa / 3epKkanupoBaHue NopToE

KOHTpONUpyioWWi nopt

Yaanuts || JoBasuTb

OnucaHue Tabanupl 3epKkanmMpoBaHma TpadumKa:
— KoHmponupyrowuli nopm — HoMep NopTa, Ha KOTOPbIN KonupyeTcsa TpaduK;
— KoHmponupyemsili nopm — HoMep NopTa, C KOTOPOro KonupyeTca Tpaduk;
— Tun — ™"Mn Konupyemoro TpaduKa:
= [lpuém — BXogAaAwmiM TpaduK;

= [lepeda4ya — ncxomawmin Tpaduk;
= [lpuém u nepeda4ya — Becb TPaduK, yCTaAHOBEHO NO YMOIYAHMUIO;

— Cmamyc — TeKyliee COCTOAHME MOHUTOPUHTA A/1A 3a4aHHOTO nopTa:

= AKmueHsIli — MOHWUTOPUHT BK/ZTIOYEH;
= Hea2omos — MOHUTOPUHI HE aKTUBEH.

[na HacTpoWKM 3epKanupoBaHuA TpaduKa Hy)KHO B none «KoHmpoaupyowul nopm» yKasaTtb
HOMmep MopTa, Ha KoTopbli ByaeT KonMpoBaThcA TPaduK. [lanee Hy»KHO 3a4aTb CMIMCOK NOPTOB, C KOTOPbIX
6yaeT KonnpoBaTbca TPAadUK M TUN TpadmKa.
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[na pobasneHna NopTa B CNMUCOK HAXKMUTE KHOMKY «[06aBUTbY» M 3aN0NHUTE cneaytoume nons:

[o6aBUTE CeccUio 3epKanMpoBaHuA

(T

KoHTpOnuWpyeMsil NOPT @) [qi1/0/1 w
KouTponupyemasa VLAN

Tun Mepenaua v

CoxpaHnTb

— KoHmposnupyemsili nopm — HOMep NOpPTa, C KOTOPOro 3epKannpyeTca Tpaduk;
— KoHmponupyemas VLAN — HoOMep BNaHa, C KOTOPOro 3epKanupyeTca Tpadpuk;
— Tun — ™vn TpaduKa:
= [Ipuém — BXogAWmMMN Tpaduk;
= [lepedaya — ucxogawmn Tpaduk;
= [lpuém u nepedaya — Becb TPaduK, YCTAHOBAEHO MO YMOJYAHMIO.
Ona pepaktMposaHuA 3anucy Tabamubl «3epKannpoBaHMe NOPTOB» ycTaHoBMTe $nar HanpoTus
33aHHOM 3annCK, HaXKMUTE KHOMKY «PedaKTMpoBaTb», 3aN0/NHUTE COOTBETCTBYIOWME MOMA U HaXXMUTE

KHOMKY ((COXpaHMTb)) ANnAa COXpaHeHNA HACTPOEK.

[na yaaneHusa sanucy us 1abamubl yctaHoBuTe GAar HanpoTUB 3a43aHHOM 3aNUCK U HAXKMUTE KHOMKY
«Yaanutb».

HaxmuTte KHonKky «CoxpaHMTb» A8 NPUMEHEHNA U3MEHEHWIA.

2.4.2 [luazHocmuka medHoz20 Kabensa

Pasgen AnnapaTHoe OKpy:KeHue —-> [lMarHocTMka -> [MarHocTMka Kabens npegHasHayeH ans
TECTMPOBaHMA MeAHbIX Kabenel. TecTpoBaHue Kabenel npenocTaBasaeT MHGOPMALUIO O TOM, B KaKOM
COCTOSIHMM HaxoAMTcA Kabenb u roe HaxoAMTcA NPobaAEMHbIN y4acToK. Mpu TeCTMPOBaHUKM UCNOb3YeTCA
pedbnektomeTpuyeckmnii meton (TDR). MakcumanbHas AauvHa TecTupyemoro Kabena coctasnset 100
MeTpPOB.

Mpu TectuposaHum Kabens nNopT nepexoauT B Hepabouee cocTosHue.

‘.‘
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AnnapaTHoe oKpyxeHue / lnarHocTuka / MarHocTuka kabens

Rocoenu o

Peaynurar Tecta | PaccToaHmne 0 HEMCNPABHOCTH

gi1io21

g2z

gi1/0112

— [opm — HOoMep NOpPTa, C KOTOPbIM CoeANHEH Kabenb;
— Pe3ynbmam mecma — pe3ynbTaTbl TECTUPOBaHMA Kabens:

=  Hem Kabens — Kabesb He NOAKNIOYEH K NOPTY;

= Ob6pbie — Kabenb NOAKNIOYEH, HO TONIBKO Ha OAHOW CTOpOHe (0bpbIB);
= KopomkKoe 3ambikaHUe — B Kabesie NPon30LWI0 KOPOTKOE 3aMblKaHUE;
=  Ycnex — Kabenb NpoLwén TeCTUpPOBaHUE;

— PaccmosHue 00 HeucrnpasHOCMU — PAcCToAHME OT NOPTa 40 MecTa rae 6biia obHapyrKeHa Npob—
nema B Kabene;

— lMocnedHuli mecm — Bpema NocaegHero TeCTMpoBaHusa Kabens;

— JauHa kabens — npeanonoXutenbHas AMHa Kabena. 3Ta NpoBepKa MOXKeT ObiTb BbIMNOJHEHA
TO/IbKO, KOrAa NopT BK/AOYeH U paboTaeT Ha ckopocTtn 1 Feut/c.

[na Hayana TecTMpoBaHuA Kabena HakmuTe KHOMKy «TecT». [nA MNpocMoTpa pesy/bTaTos
TECTMPOBAHMSA HAXKMUTE KHOMKY «JJONONHUTENIbHO Y.
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2.4.3 J[luazHOCMuKa onmu4yeckux mpaHcueepos

Paspen AnnapatHoe OKpy)eHue -> [AuarHoctMKa -> OnTuyeckuMe TpaHcuBepbl MO3BOAAET
aAMUHUCTPATOPY CETU BbIMOHATL TECTUPOBAHME OMNTUYECKMX TPAHCMBEPOB. [JMarHocTMka ONTMYECKOro
TpaHcMBEpPa MOXKET BbITb BbINO/IHEHA TO/IbKO NPU NOAKNOYEHHOM IMHUK CBA3M M TONIbKO A1 TPAHCUBEPOB,
nogaeprkmeatowmx ¢yHkumto anardoctnku DDM (Digital Diagnostics Monitoring).

AnnapartHoe okpyxeHue / AIMarHocTuka / OnTuyeckne TpaHcusepbl

Homep ycTpoiicTsa 8 crexe |1 v |
Pons ycTpoitcTsa master

[noor | Teuneparypa, | anpmene, B Tog, uh__| Bucren oo, uBr | Bopnan womnocr, r | Owora epesarone | orepn camans|
[0 | Hepocrynen | Henocrynen | Hepocrynon Henocryen | hepocrynen [ Weocrynen [ nepocrynn |

£21/0/4_| Heocryne | Hegoctynes | Hegoctymes | Hepocrynew | Heqocryme | Hepocrymen | Henoctymen

OnucaHue nonei Tabaunubi:

— Homep ycmpolicmea 6 cmeke — Bbl6Op HOMeEpPaA YCTPOMCTBA B CTEKE;
— Ponb ycmpolicmea — ponb YyCTPOICTBA B CTEKE:

=  Master (UID ycmpolicmea om 1 0o 8) — cC Hero npouvcxoauT ynpaB/ieHWe BCEMMU
YCTPOICTBAMM B CTEKE. PONIb MOXKHO Ha3HauYNTb BCEM YCTPOIMCTBAM, HO aKTUBHbIM master npu
aTom byaeT ogMH, ocTanbHble 6yayT GyHKUMOHMPOBATL B poaun Backup;

= Backup (UID ycTpoiictBa oT 1 A0 8) — ycTpoicTBo, nogunHsaoweeca master. ybanpyer Bce
HACTPOMKM, M, B CAyyae BbIXO4A YNPaBAAIOLWLEro YCTponcTBa M3 cTpos, bepeT Ha cebs
bYHKLMM yNpaBAeHWA CTEKOM. POsib MOXKHO Ha3HauYMTb MAaKCUMYM CEMU YCTPOMCTBAM;

= Slave (UID ycTpoiictBa oT 1 go 8) — ycTpoiicTBo, noguyuHAwoweecs master. He moxer
paboTaTb B aBTOHOMHOM peXXume (ecnu oTcyTCTBYeT master). Po/fib MOMKHO Ha3Ha4YuTb
MaKCMMyM LLeCcTU ycTpoicTBam. [lonycTMma KoppekTHas paboTa cTeka 6e3 yCcTpowcTB C
OAHHOW posibio;

— [lopm — HOMep NOpTa, Ha KOTOPOM MPON3BOAMUTCA TECTUPOBAHME;
— Temnepamypa, °C — pabouas Temnepatypa TpaHcusepa, °C;
— HanpaxceHue, B — HanpAaXeHWe NUTaHMe TpaHCMBepa;
— ToOK, MA — TOK NUTaHWA NepesaTymKa;
— BbixoOHaA MOwHOCMb, MBmM — BbIXO4HAA MOLWHOCTb Ha Nepegaye;
— Bxo0OHas mMowHocmb, MBm — BXOA4Has MOLLHOCTb Ha Npueme;
— OwubKa nepedamyuxka — NHAMKALMA aBapun NepenaTymKka;
— [lomeps cueHana — noTeps cUrHana B kabene.
Bo3MO’KHble 3HaUeHUA noneii Tabaunupi:

e HedocmyneH — UHPOPMALMA O NapameTpe He AOCTYMHa;

e He noddepxusaemcs — ANArHOCTUKA NapameTpa He nogaepkmeaetcs obopyaoBaHUEM;
o [IpedynpexcdeHue — BO3HUK/IO NpeaynpexaeHue;

e QuwubKa — BO3HWKANA OWIMBKa.
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2.4.4 MoHumopuHz memnepamypbi

B pasgene AnnapaTHOe OKpy:KeHue -> [lnarHocTMka -> TepMoAaTuMKU U  OX/aXKAeHue
OCYLLECTBNSAETCA MOHUTOPUHT COCTOAHMA TeMNepaTypbl Ha KOMMyTaTope.

AnnapaTtHoe oKpy¥eHue /| JuarHocTuka / TepMogaTHMKM U oxnaxgeHue

Master (Mogynes #1)

TepMnepaTypHeie AaTHUKK

1. Cratyc: Ok

max: 98°C

— TemnepamypHsie 0aMYUKU — COCTOSIHME W TEKYLLME NOKa3aHMA AAaTYMKOB TeMmnepaTypbl.
— Cmamyc — coCTOAHUE U TeKYLLME NOKa3aHMA AaTYMKOB TeMnepaTypbl:
= ok — paTuyuK pabortaerT;

= not operational — AaTuuK He B paboTe.

2.4.5 MoHumopuH2 mekyuweli 3a2py3Ku npoyeccopa

B pasgene AnnapatHoe OKpy)XeHue —-» [lMarHoctmKa -» 3arpysKa npoueccopa OCyLLecTB/IAeTcA
MPOCMOTP 3arpy3Ku NpoLeccopa B NPOLEHTHOM OTHOLLEHMM 3a nociegHune 5 cekyHa /1 MUHYTY/5 MUHYT, a
TaKKe CTpouTCA rpadumK 3aBUCMMOCTM 3arpy3KM NPOLLECCOPa OT TEKYLLETO BPEMEHMU.

AnnapaTtHoe oKpyxXeHue | [IMarHocTUKa / 3arpy3ka npoueccopa
YWUTb MOHWTOPKHI 3arpy3ku CPU
100%-
- CraTucTHKa
804
5 sec T%
60 o °
404 1 min 5%
5 min 69
204
C T T T T T 1
60sec 50 40 30 20 10 0
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2.4.6 MoHumopuHz nopmos

B pasgene AnnapatHoe OKpy)XeHue -> [inarHoctuka -> CoCToAHME NMOPTOB OCYLLECTBASETCA MPOCMOTP

COCTOAHMA NOPTOB.

54

ANnNapaTHO® OKpPYyXeHWe | [INarHoCTHUKa / COCTOAHWE NOPTOB

Nleredna

. Ounbka

.HHHI,HBIWB&L,HH / TecTwpoBaHue

. He noaknw4eH

. B cTeke
. AKTUBHLIA

. PezepBHui

master

1 2 3 45 6 7 8 ¢ 10 11 12

13 14 15 16 17 18 19 2@ 21 22 23 24 tel tel te3 ted

— He noOknwo4eH — NopT BbIKAOYEH;
— B cmeke — nopT Haxo4uTCA B PEKUME CTEKMPOBaHUS;
— AKMuUBHbIl — NOpPT BKAIOYEH;

CnyebHble cTaTycbl nopTos: OwnbKa, MHMumanusaumna / TectupoBaHue, Pe3epBHbIii.
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2.5 YnpasneHue 6€30NacCHOCTbIO YCTPOICTBA

B ,D,aHHOﬁ rnaBe oOnucCbiBaeTCA HaCTpOﬁKa napameTpos 6esonacHoCTH Ana nopTtos YCTpOﬁCTBa,
MeTOodbl ynpaBaeHnA YCTpOVICTBOM, Nnosb30BaTENAMU U CEPBEPOM ayTeHTVId)MKaLI,MM.

2.5.1 Hacmpolika yuemnoli 3anucu

B pasaene Hactpoika 6e3onacHocTu = Maponam ocyLecTBAAeTCa ynpaBaeHMe yY4eTHbIMU 3anncsamm
nosnb3oBaTesnen:

- HacTpolika yuyeTHo 3anucu nonb3osaTens (JloKanbHble N0b30BaTENM);

- OnpegeneHue naponen ana Aocryna K tepmuHany (MHTepdelicbl ynpasneHus);

- YcTaHOBKa naponsa ANnA KOHTPO/AA M3MEHEHWs NpuBWIErnin [ocTyna noJib3oBaTesei
(MpuBMANErMpoBaHHbIN peXUM).

2.5.1.1 Hacmpolika yuemHol 3anucu rnosns3osamens

B pasgene Hactpoitika 6e3onacHoctu -> Maponu -> JloKanbHble NOAb30BaTe/IM BbINOJIHAETCA
YCTQHOBKAa MapameTpoB A/ HOBOro MO/Ib30BaTENA CUCTEMbl WM U3MEHEHME KOHOUrypaLmm yike
CYLLECTBYIOLLEro N0/Ib30BaTENA: UMA NO/b30BATENSA, NAPOb, YPOBEHb NPUBUNETUIA.

/ [Ona npusunerMpoBaHHOro nosnb3osatens ¢ umeHem «admin» MOMKHO U3MEHUTb TONbKO
" naposno.

HacTpouka 6esonacHocTu / Maponu / JlokaneHbie Nonb3osarenu
| 8 o] mn nomwsosarens | voosem pocryma | |
@ | Penaxtwposars |

Yaanute || [Jobasutb

[na pobasneHMs HOBOro NO/b30BaTeNsA B CUCTEMY HaXMUTE KHOMKY «[o6aBuUTb» U 3anoiHUTE
cnegyowme nons:

JoGaBneHne NOKankHOro NONk30BaTeNA

KOHDUrypupoBaHue v

CoxpaHuTe

— WmA nonb3zosamensa — UMA NONb30BATENA;

— YpoeeHb docmyra — ypoBeHb J0CTYNa NOJ/Ib30BaTENS:

=  KoHgpueypuposaHue — NoJsib30BaTeN0 PaspeLleHbl KOHOUrypupoBaHMe U MOHUTOPUHT
YCTPOICTBA;
=  MoOHUMOpPUH2 — NO/Nb30BATENIO PA3PELLIEH TO/IbKO MOHUTOPUHT YCTPOMCTBA;

— [laposb — naponb Noab3oBaTeNsa, MaKkCMManbHaa aanHa — 159 cumeonos;
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— [lodmeepdume naposab — nNoaTBEPKAEHME Napons.
Haxmute KHonKy « COXpaHUTb» AN NPUMEHEHMA HACcTPOEK.

[na peaakTMpoBaHUA yYeTHOM 3anncK No/b3oBaTte s ycTaHoBUTE dar HanpoTMB 3a4aHHOM 3anncuy,
HaXXMUTE KHOMKY «PeAaKTMpoBaTb» M 3aM0/IHUTE COOTBETCTBYIOLWME Noas. [ocie BbINOAHEHNA HACTPOEK
Ha’KMUTE KHOMKY «COXPaHUTb» A8 NPUMEHEHNA HACTPOEK.

[Onsa ypaneHnsa nosnb3oBaTens ycTaHOBUTE ¢aar HanpoTUB 3a4aHHOWM 3anMCK, HAXXMWUTE KHOMKY
«Yaanutb» 1 KHOMKY « COXpaHUTb» A5 NPUMEHEHMA HAaCTPOEK.

2.5.1.2 OnpedeneHue naponeli 019 docmyna K mepmMuHany

Pasgen Hactpoiika 6e3onacHoctu -> Mapoan -> WUHTepdeicbl ynpaBneHUsa No3BoOAAET
aAMMHUCTPATOPY CETU 3a4aTb MapPO/M ANA OOCTyNa K YCTPOWMCTBY Yepe3 KOHCO/b (MoAkatodeHune yepes
cepuiiHbii nopr), Telnet, SSH.

Bo n36exaHMe HeCaHKLMOHMPOBAHHOIO A0CTYyNa K YCTPOMUCTBY PEKOMEHAYETCA YCTaHOBUTD
V napo/sib ANA AOCTYNa K YCTPOICTBY Yepe3 KoHconb, Telnet n SSH. Mo ymonuyanuio naponb He
\ ' YCTaHOB/EH.

HacTpowka 6esonacHocTi / Naponu / UHTepdenChbl yNnpasneHus

Mapone MoaTsepauTe napone

Mapone ANA ceaHca KOHCOoNu

Mapone AnA ceaxca Telnet

Mapone AnA ceanca SSH

CoxpaHuTb

— [laponb 018 ceaHca KOHCOAU — Naponb, NPU NOAKAOYEHUM K YCTPOMUCTBY Yepe3 ceaHC KOHCOAM,
MaKCMManbHana aanHa — 159 cumBonos;

— [laponb 0na ceaHca Telnet — naponb, NpU NOAKNOYEHUM K YCTPOMCTBY 4epe3 ceaHc Telnet,
MaKCcMManbHana aanHa — 159 cumBonos;

— [laponb 0ns ceaHca SSH — naposib, Npu NOAKAKOYEHUN K YCTPOMCTBY Yepes 3allUMLLEHHbIN ceaHc SSH,
MaKCcMManbHaa ananHa — 159 cumBonoB;

— [Modmeepdume napose — NOATBEPKAEHNE NAPONS.

Ha)kmuTe KHoMKy «COXpaHUTb» AnA NPUMEHEHNA HacTPOeK.
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2.5.1.3 OnpedeneHue napons 045 CMeHbl ypo8HA docmyna

B pasgene Hactpoiika 6e3onacHoctn = Mapoau - MpuBUNErMPOBAHHbLIA PEXMUM BbIMO/HAETCA
YCTAHOBKa Napons ANA KOHTPOASA U3MEHEHUA NPUBWUIETMIA A4OCTyNa NOAb30BaTeNEN B CUCTEME.

HacTpowka 6esonacHocTH / Maponu / TpMEMNErMpoOEBaHHBIN PEXUM

Ypo2ess npuBKneni 1 W
Mapons | ssesssscsssssssssssssssssisssse NatuHckue Oyxssl U UMDPSI)

MOATBEPANTE NAPONE | sessssssssesssrens, ressressesssrens Narunckue Gyxasl n UMDPLI)

CoxpaHuTb

— YpoeeHsb npusunezuli — ypoBeHb [0CTYNa, A/ KOTOPOro YCTAHAB/MBAETCA Mapo/ib, NMPUHUMAET
3HayeHua (1-15);

— [laposb — naposb N0Ab30BaTENA;

— [Modmeepdume naposbs — NOATBEPXKAEHNE NaposA.

HaykmuTe KHOMKY «COXpaHUTb» ANA NPUMEHEHNA HACTPOEeK.

2.5.2 Hacmpolika mexaHuzma aymeHmumudgukayuu

B paspgene Hacrtpoiika 6e3onacHoctM > AyTeHTMPMKaAUMA  BbINONHAETCA  HACTPOMKa
ayTeHTUOUKALMK, KOTOpas BKAtOYaET B cebs:

- HACTPOMKY Npoduneit ayteHTUPUKaLmK;
- HACTPOMKY MmeToda ayTeHTUDMKaLMM NpU AoCTyne Yepes KoHconb, Telnet, SSH, HTTP, HTTPS;

- HacTpoMKy napameTpos cepeepa TACACS+, RADIUS.

2.5.2.1 Hacmpolika npoguneli aymeHmuguxkayuu

B paspgene Hacrpoiika 6e3onacHoctu -» AyTeHTudumKauua -> Mpodunu ayreHTUdUKaumm
BbINO/IHAETCA HACTPOIKa Nnpodunel ayTeHTUGHUKaLMKM Nob3oBaTeNEN NPY BXOAE B CUCTEMY.

MpoiTn ayTeHTUOUKALMIO MONb30BATE/Nb MOMKET JIOKaJbHO WAW 4Yepe3 BHEWHMUI cepsep
ayTeHTUOUKALMM:

- NPy NI0KaNbHOM ayTEHTUPUKALIMK, UCMONb3YIOTCA YYETHblEe 3annCK, KOTOpble HacTpoeHbl Ha
ycTpoiicTtee (cm. pasaen 2.5.1);

- NPy BHELWHeN ayTeHTMdMKauMK, ncnonblyetca Anbo ayteHTudumkauma Ha TACACS-cepsepe,
nmbo Ha RADIUS-cepsepe. 370 uenecoobpasHo, Koraa ayTeHTMdMKaumiwo Heobxogmmo
NpPoxoAnTb 60bLLIOMY KONNYECTBY NOIb30BaTENEN.

Bbibop meToAa ayTeHTUOMKALMM NPOUCXOAMUT COFNAcHO YCTaHOB/IEHHbIM HacTpolKam B npodune
ayTeHTMOMKauMM. MOMKHO YKasaTb HECKO/IbKO MEeTOAO0B ayTeHTUdMKauuu, B 3TOM Caydae ecau
NOA/IMHHOCTb MONb30BaTeNss He MNOATBEP)KAeHa MpuM MNepBOM MeToAe MPOBEpPKU, TO BbibMpaeTca
cneaytoLmii MeToa no CrmcKy.
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CTpaHuua HacTpoeK pasaeneHa Ha Ase Tabamubl: Tabanua npodunein ayteHTMGUKaUMKM NpU BXOAE B
cuctemy (Mpodpunm ayteHTUGUKALMM NPU BXOAE B YYETHYIO 3aMMCb) U Tabanua npodunert ayteHTUOUKaLUK
NPy NOBbILWEHUN YPOBHA NpUBWUAErNin ana Bxoga B cuctemy (Mpoduan ayteHTUPUKaUMKM Npu BXoge B
NPUBUNETMPOBAHHDIN PEKUM).

HacTponka 6e3onacHoCcTH /| AyTeHTUdUKaums / Mpodunu ayTeHTUPUKaLMm

n [o oo [weons [ |
[+ corse et s smmreresmor s | Y
12 e st g smmeossomor e | Y

Mpodunu ayTeHTHOHUKALMM NPH BXOJE B NPHBHNETHPOBAHHLIN PEXUM
DI
un Console Default b TepMUHAnNa PepakTnposats

Network Default b TEPMHHANa

| YaanuTs || [JobasuTs |

Ona pobaBneHns HOBOro NpPoduna ayTeHTUOUKALUUN HAXKMUTE KHOMKY «[106aBUTb» M 3anonHUTe
cneaylolme nons:

[o6aBuTL NPOgPUNb Ay TEHTURPUKALWK

MeTon npodunA (@ YuétHan 3anuck ()IpUEenernpoBaHHan 3anuce
MMa npocuna | |

MeTtoq ayTeHTH(UKAUMMK
[ocTynHble MeTogs! BoiGpaHHble MeToas!

5> -~

Line A
Enable
Local
RADIUS
TACACS+

CoxpaHunTe

— Memod npoghuna — BbIGOP cNUCKa Ana npoduna ayTeHTMdMKaLUu:

*  YyemHas 3anucoe — Npw ycTaHoBNeHHOM ¢nare 6yaeT cos3gaH npoduab ayTeHTUUKALUK
ANA BXO4a B CUCTEMY;

= [Ilpususe2upo8aHHAsA 3aMnucs — NPV ycTaHOBAEHHOM ¢nare byaet cosgaH npoduab ana
BXOZa B CUCTEMY NPU NOBbILLEHUN YPOBHA NPUBUIETNIA;

—  Uma npogpuna — uma npodunsa ayTeHTUPUKaLMK;
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— Memod aymeHmugukayuu — meton ayTeHTUdunKaumm:
=  None — He UCNONb30BaTb ayTeHTUPMKALMIO;
= local — ncnonb3oBaTb 0KaNbHYHO H6a3y y4yeTHbIX 3anucei;

=  RADIUS — ucnonb3osaTtb ayTeHTUPUKaLuto Ha RADIUS-cepsepe (noapobHas nHpopmaLma o
HacTpoitkax RADIUS-cepBepa npuseaeHa B pasaene 2.5.2.4);

=  TACACS+ — ncnonb3oBatb ayTeHTMdMKaumio Ha TACACS-cepBepe (NnogpobHas nHbopmaums
o HacTponkax TACACS-cepBepa npuBeaeHa B pasgene 2.5.2.3);

= [ine — ncnonb3osaTb naposib TepMnUHaNa ONA aYTeHTVId)VIKaLI,MM;

=  Enable — vcnonb3oBaTb NAapo/ib AN1A ayTeHTUdUKaUmUN.

<

Cnocob ayTeHTMOMKALMM BbIBMPAETCA C MOMOLLBIO CTPEOK . MeTtog, ayteHTUdUMKaumm

MCMNONb3yeTCcs B TOM NOPAAKE, B KOTOPOM Obln YyCTaHOBAEH.

HaaTb KHOMKY «CoXpaHMTb» ANA NPUMEHEHNA HacTPOoEK.

Ona pepakTMpoBaHuA Npoduaa ayTeHTUGUKALMM HYXKHO HaxKaTb KHOMKY «PegakTMpoBaTb»
HanpoTMB 3a4aHHOM 3anucK, 3aMOJIHUTb COOTBETCTBYIOLUME MO/ U HaXKaTb KHOMKY «COXpaHUTb» Ans

NPUMEHEHMA HACTPOEK.

Ona yganeHusa npoouna ayTeHTUOUKALMU HYXKHO YCTaHOBUTL daar HanpoTMB 3a4aHHOW 3anucu,
HaMaTb KHOMKY «YAanuTb» 1 KHONKY «COXpaHWUTb» A1A NPUMEHEHWUA HacTpoeK.
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2.5.2.2 Hacmpolika memoda aymeHmugukayuu npu oocmyne 4Yepe3 KOHCO/b,
Telnet, SSH, HTTP, HTTPS

B pasgene Hacrpoiika 6e3onacHoctu - AyteHTudukauma -> Mpusaska npoduneit BbinosHAETCA
HacTpoiKa meToaa ayTeHTUOUKALMKM NPU AOCTYME K YCTPOMCTBY Yepes KoHconb, Telnet, SSH, HTTP, HTTPS.

HacTponka 6e30NacHOCTH / AYyTEHTM(RHKAUNA | TIPUBA3KA NPOMHUNER

Bxoa B yueTHyio 3anuce  Bxoa 8 npuaunerupo

Koxcone | Console Default » Console D

p

ult v

Teinet Network Default v Network Default v
v

SSH Network Default v Network Default

HTTPS
LoCTyNHbIE METO4sL! BoiOpaHHsie METob!

Deny Mapont NpUBUNErpPOBaHHOMD PeXUMa
Mapons TepmuHana

NoxaneHas y4eTHan 3anucs

RADIUS

TACACS+

HTTP
OocTynHble MeTogs! BuiGpaHHeie MeToak!

Deny 0

ABUNErvposaHHOro pexuma
Mapons TepmuHana

NoxanbHas yueTHan 3anucs

RADIUS

TACACS+

CoxpaHuTs

— KoHcone — npodunb ayTeHTUMKALMK, KOTOPLIN BYAET MCNONb30BaTbCA NPU AOCTYNE K YCTPOMUCTBY
yepes KOHCO/b;

— Telnet — npodunb ayTeHTUGUKALMKN, KOTOPbIA ByaeT MCnob30BaTbCcA MPU AO0CTYyNe K YyCTPOMCTBY
yepes Telnet;

— Secure Telnet (SSH) — npodunb ayTeHTUPUKALMKN, KOTOPLIN ByAET MCNONb30BaTLCA NPU AOCTyNe K
ycTpolictay Yyepes SSH;

— Secure HTTP — meTof ayTeHTUOMKALMM NPU AOCTYNeE K YCTPOMUCTBY No npoTokoay HTTPS;
— HTTP — meTtog ayTeHTUdMKaL MM Npu A0CTyne K YyCTPONCTBY No npoTokoay HTTP.
MpoTokosbl HTTP n HTTPS moryT ncnosib3oBath cieaytoLime metToabl ayTeHTUOUKaLUK:

= bFe3 aymeHMUGUKAYUU — He NCNOAb30BaTb ayTeHTUUKaLMIO;
= /loKQsbHAA y4emHas 3anucb — UCNOAb30BaTb /I0KabHYO 6a3y yYeTHbIX 3anucei;

=  RADIUS — ncnonb3oBaTtb ayTeHTUdMKaunto Ha RADIUS-cepsepe (nogpobHas nHbopmaums o
HacTpolikax RADIUS-cepBepa npuBeaeHa B pasgene 2.5.2.4);

=  TACACS+ — ncnonb3oBaTb ayTeHTMdMKaumio Ha TACACS-cepsepe (nogpobHas nHbopmaums
0 HacTpoikax TACACS-cepBepa npusegeHa B pasgene 2.5.2.3).

Cnocob ayTeHTUdMKALMM BbiIBMPAeTCA C MOMOLLbIO CTpPesiok = . Metog ayTeHTuduMKaumm
MCMO/Ib3yeTca B TOM NopsAAKe, B KOTOPOM bObl/1 YCTAHOBAEH.

HaskamuTe KHOMKY « COXpaHUTb» ANA NPUMEHEHUA HACTPOEK.
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2.5.2.3 Hacmpolika napamempos cepsepa TACACS+

B pasgene Hacrpoika 6e3onacHoctu -> AyteHTuduKauma -> TACACS+ BbINONHAETCA HACTPOMKA
napametpoB TACACS-cepBepa.

Terminal Access Controller Access Control System (TACACS+) obecneuyvBaeT LEHTPa/IM30BaHHYIO
3alUMTy NPV NPOBEpPKe MO/Ib30BaTENSA, NOJYYAlOLWEro AOCTYN K YCTPOWCTBY, U rapaHTMpyeT 6e30MacHOCTb
ceTv 6narogapa WKpPoBaHUIO NepesaBaembiX AaHHbIX.

HacTponka 6e3onacHocTi / AyTeHTuduKauua / TACACS+

MobantHble HACTPONKKH
|P-agpec oTnpasuTens 0.00.0

Knioy

Bpems oxuaaHus oteeta |5 (cex)

D S e e e e ]
cepsepa OInpasuTens | ayTeHTHduUKaUuM | oTBeTa coeMHenne

Yaanuts || [JoGaeutb

CoxpaHuTb

B paspene «106anbHble HACMPOUKU» YCTaHABAUBAKOTCA NapaMeTpbl MO YMOAYaHUIO A4/1A cepBepa
TACACS+:

— IP-adpec omnpasumensa — IP-agpec, UCNO/Ib3yEMbIM B KauecTBe aapeca MCTOYHMKA, NepeaaBaemoro
B coobuieHusx npotokona TACACS;

— Knawy — Kknou gna GYTeHTMd)MKaLI,MM n LLIM(I)pOBaHMFI AadHHbIX, nepeagaBaembiX MO MNPOTOKONY
TACACS+;

— Bpewmsa oMudaHuUs omeema — BpeMA OXXMOAHUA OTBETa OT CcepBepa, N0 YMOAYAHMNIO — 5 CeKyHA,

Ona pobasneHua cepsepa TACACS+ B CNUCOK MCMOJIb3YEMbIX CEPBEPOB HaXXMUTE Ha KHOMKY
«[106aBUTb» M 3aN0NHUTE CeaytoLme Nona:

Oo6aeuTe TACACS-cepeep
|P-agpec cepeepa
Mpuopurer
IP-agpec oTnpas1Tens Mcnonb3oBsaTh MoGanbHY0 HACTPORKY
Knioy Mcnonk3oeate mobankHy HACTPOMKY
MopT ayTeHTUDUKaLMK 29
Bpems oxuaaHuA oTeeTa ces Mcnonb3aoeaTs rnobansHyio HAacTPoKy
OAWHOYHOE COoeaMHEeHMe
CG.-'DEHI
— IP-adpec cepsepa — IP-agpec cepsepa TACACS+;
— [lpuopumem — nopsAAOK, B KoTopom 6yaeT mMcnosib3oBaTbCcA AaHHbiM cepBep (0-65535). Mo

YMONYaHUIO YCTAaHOB/1EHO 3Ha4YeHNE «0». Yem HUIKe 3HaUYeHue, TeM BbilLe NPUOPUTET CepBeEpa;
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IP-adpec omnpasumena — IP-agpec, ncnonb3yemblii B Ka4ecTBe aZpeca MCTOYHMKA, NepesaBaemoro
B coobueHunsax npotokona TACACS. MNpu yctaHoBKke ¢nara «Use Default» 6ygaet mncnonbsoBatbea
3HaYeHune No yMoa4aHuIo;

Knroy — knou gna ayteHTMdOMKaumm m wndpoBaHUA OaHHbIX, MepegaBaemblXx MO MPOTOKOAY
TACACS+, (1-128) cuMmBO/IOB. ITOT K/OY [O0/MKEH COOTBETCTBOBaTb LWMPPOBAHUIO, KOTOpoe
ucnonblyetcs Ha cepsepe TACACS+. Mpu ycTaHoBKke ¢nara «Use Default» byaeTt ncnonb3osatbes

3Ha4YeHune No yMmOo14aHUIO;

Mopm aymeHmuguxkayuu — HOMep MopTa ANA coeauHeHus U obmeHa gaHHbimM ¢ TACACS+
cepsepom (0—65535). Mo ymonuyaHuto Homep nopTa 49;

Bpems omcudaHus omeema — BpemMA OXWaaHuA oTeBeTa OT cepsepa, (1-1000) cekyHa. Mpwm
ycTaHoBKe ¢nara «Use Default» 6ygeTt Mcnonb3oBaTbcsi 3HaYEHUE MO YMONYAHUIO;

OOuHo4YHOoe coeduHeHue — Npu YCTaHOBAEHHOM daare B KaXKabli MOMEHT BPeMeEHN MOXKET ObiTb
YCTaHOBNIEHO He 60/blle 04HOro coeanHeHUs ans obmeHa gaHHbiMmu ¢ TACACS-cepsepom.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEeK.

[na nsmeHeHus Hactpoek cepaepa TACACS+ Hy»KHO YCTaHOBWUTL daar HaNpPOTMB 3a4aHHOM 3anucy,

Ha)KaTb KHOMKY «PeaKkTMpoBaTb» M 3aMo/HUTL COOTBETCTBYIOWME Moas. [Aa NPUMEHEHWA HACcTPoeK
Ha>KMUTE KHOMKY «COXPaHUTbY.

Onsa ypanenus cepsepa TACACS+ ycTaHoBUTE daar HaNpPOTUB 3a4aHHONM 3aMMCK, HAXKMUTE KHOMKY

«YAanuTb» U KHOMKy «COXpaHUTbY A/1A NPUMEHEHNA HaCTPOEK.
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2.5.2.4 Hacmpolika napamempos RADIUS-cepsepa

B paspene Hactpoiika 6e3onacHoctu -> AyTeHTuduKauma -> RADIUS BbinosHAETCA HacTpomKa
napametpos RADIUS-cepsepa.

RADIUS (Remote Authorization Dial-In User Service) npeaocraBnseT coboit npoTokon 6e3onacHocTy,

KOTOPbIN NPeaoCcTaBAAET LeHTPAM30BaHHbIM MeTog, ayTeHTUdMKauMM Nnosib3osaTenel nytem obpaleHums
K BHELLHEMY cepBepy.

Hactpo#ka besonacHocTn / AytenTudpukauun / RADIUS

obanbHbie HACTPOUKH

KonuuecTso nonbirok 3 |
Bpems oxmaanus oteeta | 3 cex)

Default Dead Time 0 | (wtr)
Kreod |
IP-agpec otnpasuTens 0000 |

| Yaanute || JoGasuts

B¢ om0 | ™ o on | 7 e Sremme |
cepeepa AYTEHTHOHKIUMN | NONLITOK oTBETa npocron OTNPAaBMTEN | ayTEHTHHMKILMN

Coxpanuts

B pasgene «lnobanvHoie Hacmpoliku» ana RADIUS-cepBepa ycTaHaBAMBalOTCA NapamMeTpbl Mo
YMOYAHWUIO:

— Kosauyecmaeo nonbimok — KOJIMYECTBO 3aMnpocoB, NepeaaBaemblx Ha nonck RADIUS-cepsepa, (1-10).
3Ha4yeHMe No yMon4aHuwo — 3;

— Bpems omudaHus omeema — WHTEpBan OXuAaHMAa oTBeTa oT cepsBepa (1-30) ceKyHA.
3Ha4yeHMe No yMon4YaHuwo — 3;

— Default Dead Time (Bpems npocmos) — Bpems, B TE4EHUE KOTOPOro HeAOCTYMHble cepBepa He byayT
onpawwuaTbcs RADIUS-KnneHTom KommyTaTopa, (0—2000) MUHYT. 3HaYeHue no ymondaHuwo — 0O;

—  Knwoy — KAtod ana ayTeHTuuKaumm v WndposBaHusa AaHHbIX, nepeaBaemblix No npotokony RADIUS,
1-128 cumBONOB. ITOT K/KOY A0MKEH COOTBETCTBOBATL WMGPOBAHUIO, KOTOPOE MCNONAb3yeTCcA Ha
RADIUS-cepsepe;

— IP-adpec omnpasumensa — IP-agpec no ymonyanuto gns goctyna K RADIUS-cepsepy.

[na nob6aBneHnA HOBOW 3aMMCK HAXKMUTE KHOMKY «[06aBUTbY» U 3aNoAHUTE CiedytoLime Nons:
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OoGaenTe RADIUS-cepeep

rnoBansHan HacTponka

MoBansHan HaCTPOMK

Y
i

o
I

noBansHan HacTPOWK

o

IP-adpec cepsepa — IP-apnpec RADIUS-cepBepa;

Mpuopumem — npuopuTeT ncnonbsosaHus RADIUS-cepBepa (1-65535). Yem HuKe 3HauYeHUE, TEM
BblLLE NPUOPUTET CEPBEPA;

Mopm aymeHmuguKayuu — HOMep NopTa ANA nepenayun ayTeHTUOUKALMOHHbIX AaHHbIX. 3HaYeHue
no ymonyaHuo — 1812;

Konuyecmeo nonbimok — KONMYECTBO 3aNpocoB, nepegasaembix Ha nonck RADIUS-cepsepa,
(1-10). 3HauyeHme no ymonyaHuwo — 3;

Bpems oxcudaHUs omeema — WHTepPBan OxKuaaHua oTeeTa oT cepBepa (1-30) cekyHA. 3HayeHume no
YMOAYaHUIO — 3;

Bpemsa npocmos — Bpems, B TEYEHME KOTOPOro HeALOCTyMHble cepBepa He byayT onpalmnsaTbCs
RADIUS-knneHTOM KOMMmyTaTopa, (0—2000) MUHYT. 3HaYeHMe No ymondaHuwo — 0;

Kntou — kntod ansa ayteHTMOMKaUMKM 1 WindpoBaHUs AaHHbIX, NepegaBaemblx no npoTokoay RADIUS,
1-128 cMMBOJIOB. ITOT K/OY A0MKEH COOTBETCTBOBATL WMGPOBAHUIO, KOTOPOE MCMNOb3yeTcA Ha
RADIUS-cepsepe;

IP-adpec omnpasumens — IP-aapec ana aoctyna K RADIUS-cepsepy;

Tun aymeHmughukayuu — moaens ayTeHTMduKaumnm Ha RADIUS-cepBepe:
= BX00 8 yYemHyto 3anucs — COOTBETCTBUE MEKAY UMEHEM MNOb30BaTeNA U Naponem;
= 802.1X — no ctaHgapty 802.1X;

= Bce — COOTBETCTBME MeXAy MMeHeM MN0/ib30BaTesiA U Naponem, a TakXe No CTaHJapTy
802.1X.

HaskmuTe KHOMKY «COXPaHUTb» A8 NPUMEHEHNA HaCTPOEK.

[Ons nameHeHuns Hactpoek RADIUS-cepBepa HyKHO YCTaHOBUTbL daar HaNnpPoOTUB 3a4aHHOW 3anucw,

HaXaTb KHOMKY « Pe,Cl,aKTMpOBaTb», 3aNOJ/IHUTb COOTBETCTBYOLWME MOJIA U HAXKATb KHOMKY ((COXpaHVITb» anAa

npuMeHeHnA HaCTpoeEK.

Ana yAaneHna 3anncn HyxHO YCTaHOBUTb d)nar HanpoTue 3ap,aHHOI7I 3aMUCK, HaXXaTb KHOMKRY

«Y8anuTb» U KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEK.
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2.5.3 Cnocobbi KOHMponaa docmyna 048 ynpasaeHusa ycmpoliicmeom

B AaHHOM pasgenie OnuCbIBAlOTCA CNOCObbl OrpaHUYeHUs 4OCTyna ANS YyNPaBieHUA YCTPOMCTBOM.
PasnnyHbIm rpynnam nosib3osaTteneit MoxKeT BbiTb HazHaYeH CBOM cnocob A0CTyna K yCTPOMCTBY.

2.5.3.1 Hacmpolika npoguneli KoHMponas docmyna

B pasgene Hactpoiika 6e3onacHoctu - Metog pgocryna - MNpodunm goctyna yctaHaBaMBaeTcs
cnocob poctyna K ycrpoiictay (Telnet, SSH, HTTP, HTTPS, SNMP), onpeaenstotca npasuaa ¢punbTpaumm
MakKeToB, OCHOBaHHble Ha IP-aapecax nosnb3osaTteneil/uHrepdelicos.

B cucTeme NO YMO/MYaHWIO YCTAaHOB/MEHO ABa MPOPUAA KOHTPOAA AOCTyna AN ynpasBieHUs
YCTPOACTBOM:

- Omcymcmeyem — KOHTPO/b AOCTYNa Npu NOAKAYEHUN K YCTPOWCTBY A1 ero ynpasjaeHus
He ucnonb3yercs;

- Console Only — ynpaBneHue ycTpOWCTBOM AOCTYNHO TONIbKO C KOHCO/IM.

HacTpownka 6esonacHocTi / Metog goctyna / Mpodunu gocryna

[ e pr—

¢
O

Yaanuts || JoBasuts

OnuncaHue Tabanubl npodunelt KOHTPOAA JOCTYNa:

- Umsa npogpuna docmyna — uma Npoduas KOHTPOAA A0CTYNa;

- Tekywuli npoghuns docmyna — Npuv ycTaHoBKe ¢nara Npoduab AOCTyNa akTUBEH, UHaYe —
HEeaKTUBEH.

’ Mpodunb gocTyna npuMeHAETCA cpasy nocne yctaHosneHus dnara.
Y

[na nobasneHna HOBOW 3aMmMCK HaXKMUTE KHOMKY «J06aBUTb» 1 3anonHUTe cieaytolme nons:

A06aBuTE Npocune AoCTyNna

COXpaHHUTL

—  Wma npogpuna docmyna — uma NpoduAs AOCTYNA, MaKCMMabHaa AMHa — 32 CUMBOA;

— [lpuopumem — npuopuTeT Npasuaa. Eciv nakeTbl COOTBETCTBYIOT NPaBUY, TO NOAb30BaTe/ b MO0
NONIyYmMT paspelueHne, 1Mbo emy byZeT 0OTKa3aHO B AOCTYMeE K ynpaB/eHUio ycTpolicTBom. MNpasBuna
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NpOBepAlTCA B BO3pacTalolem nopsake no npuoputetam. MNpu coBnageHnn npasuna, Aencrene
BbINO/IHAETCSA, @ NPaBMAa HUXKE UTHOPUPYIOTCA;

— Cnocob ynpasneHus — cnocob gocryna:
=  Bce — [OCTYN K YCTPOWUCTBY NtobbiM cnocobom;
= Telnet — pocTyn K yCTPOMCTBY ToNbKO no Telnet;
= Secure Telnet (SSH) — pocTyn K yCTPOWCTBY TO/IbKO No SSH;
=  HTTP — pocTyn K yCTPOMCTBY TONbKO no HTTP;
=  HTTPS — pocTyn K yCTPOMUCTBY ToNbKO no HTTPS;
=  SNMP — pocTyn K ycTpoiicTBY ToNbKo no SNMP;

— WHmepgpelic — npu yctaHoBAeHHOM dnare npPaBUAO KOHTPOAA A0CTyna OyaeTr OCHOBaHO Ha
nHTepdelice:

=  [lopm — HOMep NopTa;
= |AG — Homep LAG-rpynnbl;
=  VLAN — Homep VLAN;

— IP-adpec ucmoyHuka — npu yctaHoBaeHHOM ¢dJiare NpaBuao goctyna byaeTt ocHoBaHo Ha IP-agpece
KNMeHTa, nepegatowiero Tpaduk. Heobxoammo ykasaTb IP-agpec u macky noacetu:

=  MacKka noocemu — macka noacetu, 3agaerca B popmare XXX XXX XXX.XXX;

= [lnuHa npegukca nodcemu — AvHa npedukca (KOANMYECTBO eAMHUYHBIX Pa3pAL0B B MacKe
noacetu), npuHMmaeT 3HadeHus (8-30). Ecnu yctaHoBneH dnar «ZauHa npeguxca
nodcemu», To none «Makcka nodcemu» He UCNONb3yeTcA. 3aAaeTcs B YMcnoBom dopmare
yepes CUMBOA «/»;

— [elicmesue — Ha3Ha4Yyaemoe AencTeune:
= Pagspewums — pPa3peLInNTb LOCTYN K YyCTPOMNCTBY;
= 3anpemums — 3anNpPeTUTb JOCTYN K YCTPOWCTBY. YCTaHOBAEHO MO YMOYaHMIO.

Ha)kmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HacTPOeK.

Ona yoaneHWs 3anucu HY)KHO YCTaHOBUTb Gnar HanpoTMB 3afaHHOM 3anucu, HaxaTb KHOMKY
«Y8anuTb» U KHOMKy «COXpaHUTbY» ANA NPUMEHEHNA HacTPOEK.
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2.5.3.2 YnpasneHue npogunamu npasusa docmyna

B pasaene Hacrpoiika 6esonacHoctn - MeTtog aoctyna -> HacTpoiika npaBua ocyluectsaseTcs
ynpasneHve npoduaamu npasun Aoctyna. B npodune moxer 6biTb co3gaHo o 128 npaswun,
onpeaenaomx, KaKUM cnocobom 1 Kakme Nnonb3oBaTesI MOryT YyNpaBAaTb YCTPONCTBOM.

HacTpoWka 6eazonacHocTi / MeToa agocTyna / HacTpoWka npaeun

Wua npodmns goctyna | Console Only v

1 oo ek crocs o s e oo s i |

10 O S S S E N | o

Yaanute || [JoGasutb

—  Wma npogpuna docmyna — nma npoduna goctyna.

J Hactpoiiku npoduna goctyna «Console Only» He moryT 6bITb U3MEHeHbI, IM60 yganeHsbl.

B Tabnnue 6yaet oTobparkaTbCca CNUCOK NPaBu/, YCTAHOBAEHHbIX B Npodune. [ns pefakTMpoBaHus
NpaBuMna HYXKHO HaKaTb KHOMKY «PefaKkTMpOBaTb» HAMPOTMB 33a4aHHOW  3anucK, 3ano/HWTb
COOTBETCTBYHOLLME NOJIA N HAaXKaTb KHOMKY «COXPaHUTbLY» A1 MPUMEHEHMUS HAaCTPOEK.

[nA yaaneHus 3anmcy yctaHosuTe daar HanpoTUB 3a4aHHOM 3aNUCK, HAXKMUTE KHOMKY «YAanuTb» u
KHOMKY «COXpaHWUTb» AN MPUMEHEHMA HacTPOEK.

[na pobaBneHMs HOBOro MpPaBmIa B CMUCOK NPOodUAA HAXKMUTE KHOMKY «[106aBUTb» M 3aN0NHUTE
cneaytolme nonsa:

HDobaeute npocune goctyna

Wmsa npocduna goctyna test

Mpuoputer
Cnocob ynpaenexus ﬁ
) Uiktepdpeiic Mopt gil/0/1 LAG 1 ~ VLAN 1 ~
O IP-agpec ucTo4HUKa Macka noacetu [nuHa npedukca noacetm
Oenctane Paspewnts v
CoxpaHnTb

— [lpuopumem — npUOPUTET NPaBUNa;
— Crnocob ynpasneHua — cnocob gocryna:

= Bce — A0CTYN K YCTPOMCTBY Ntobbim cnocobom;
= Telnet — poCTyn K yCTPOMCTBY TONbKO No Telnet;
= SSH — pocTyn K yCTpOMCTBY TONbKO No SSH;

=  HTTP — pocTyn K YCTPOMCTBY ToNbKO no HTTP;
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= HTTPS — pocTyn K ycTpoicTBy TO/IbKO no HTTPS;

=  SNMP — poctyn K ycTpoiicTy TonbKo no SNMP;
— UWHmepdghelic — npu ycTaHOBAEHHOM dnare npaBuao foctyna byaet ocHoBaHO Ha UHTepdelice:

= [lopm — HOMep NopTa;
=  [AG — HOomep rpynnbl LAG;
=  VLAN — Homep VLAN;
— IP-adpec ucmoyHUKa — Npu ycTaHOBAeHHOM dnare npaBuo goctyna byaet ocHoBaHo Ha IP-agpece
KAneHTa, nepeaatowiero Tpaduk. Heobxoagmmo ykasatb IP-agpec u macky noaceTu:

®*  MacKka noocemu — macka nogcetu, 3agaercsa B popmate XXX XXX XXX.XXX;

= JlauHa npeguxca noocemu — AnnHa npedurKkca (KOAMYECTBO eANHUYHbIX Pa3pAa0B B Macke
noacetu), npuHMmaeTt 3HadeHus (8—30). Ecnu ycraHoBneH dnar «ZauHa npeguxca
nodcemu», To none «Macka nodcemu» He UCNONb3yeTcA. 3afaeTcA B YMCA0BOM popmaTe
yepes «/»;

— Jlelicmeue — Ha3zHaYyaemoe AeNCTBME:

= Pg3pewiums — paspeLlunTb AOCTYM K YCTPOMNCTBY;

= 3anpemume — 3anpeTUTb AOCTYM K YCTPOMCTBY. YCTAHOB/IEHO NO YMOAYAHUIO.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEeK.
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2.6 YnpasneHue ceTeBo 6€30NacCHOCTbIO

B [aHHOW rnaBe onucbiBaloTcsA crnocobbl ynpaBneHWa ceTeBol 6e30MacHOCTbIO YCTPOMCTBa.
YnpaBneHve ceTeBoit 6e30nacHOCTbIO NOAPa3yMeBAET KOHTPO/Ib TpaduKa, NOCPesCcTBOM HaCTPOMKM
dYHKLMM KOHTPONA WITOPMOB M 6e30MacHOCT! NopToB Ha ocHoBe MAC-aapecos.

2.6.1 YnpaeneHue mpagpuKkom

YnpasneHve TpaduKom NO3BOAAET MOBbLICUTL HE30MaCHOCTb U NPOM3BOAUTENBHOCTL CETU MyTem
OorpaHNYeHus LWNMPOKOBELLATEIbHOTO C/YKeBHOro TpaduKa 1 A0CTyna K yCTPOMUCTBY.

2.6.1.1 KoHmposnb wWupokosew,amesbHO20 « UMopma»

B pasgene CeteBas 6e30nacHOCTb - YnpasaeHue TpapuKkom -> 3almra OT LUITOPMA BbINOIHAETCA
HaCTPOMKa QYHKLMN KOHTPOIA LMPOKOBELLATENbHbIX KLUTOPMOB» A1 NOPTOB KOMMYyTaTOpa.

LUnpoKoBseLwaTenbHbI «WTOPM» — 3TO pe3ynbTaT eAuMHOBPEeMEeHHOW nepeaayn yYpesmMepHoro
KOZIMYECTBA LUMPOKOBeELLaTEIbHbIX CUCTEMHbIX COOBLLLEHWNI MO CETU Ha OAMH NOPT, YTO MOKET NOBAUATL Ha
NpPon3BOAUTENbHOCTb BCE CeTU. DYHKUMA KOHTPOANA LIMPOKOBELLaTebHbIX «LITOPMOBY» OrpaHWYMBaTh
BXOAALLMI/MCXOAALLMI LUIMPOKOBELLATENbHbIN U MHOTOaApPECHbIN TPAadUK NPU AOCTUMKEHUN MAKCUMaNbHO
O0MNYCTUMOrO KO/IMYEeCcTBa NaKeToB Ha OA4MH MOpT.

DYHKLMA KOHTPOIA KIUTOPMA» BKIKOYAETCA HA BCEX MOPTAaX KOMMYTaTopa NyTem onpeaeseHus Tuna
M CKOpOCTM  nepefaBaemMblx nakeToB. CucTema  U3MepseT  MHTEHCUMBHOCTb  MOCTYM/IEHMUSA
LUMPOKOBELLATE/IbHBbIX U MHOTFOaZPECHbIX MAKETOB HA KaKAOM MOPTY M OTOpPAcbiBAaeT NaKeTbl, €cau
3HaYeHue NPEBbLILLAET MOPOT, YCTAHOB/IEHHbIN aAMUHUCTPATOPOM.

Certesan GesonacHocTb / Ynpasnerue Tpacdukom / 3awmTta o wropMa

KONMposaTe KOHMMTYPaLMIo NOPTa (HOMED CTPOKM) | Ha nopre: (Howepa cTpek) |

| MopT UMporomsmarerwtan Tpadom | HersescTmh OWoaApScHMA TPSDU | 23pSTICTPAORSfmh HOIOSAPRCI TFSGAY | Hez3percTpHpomamn wrosapeonmn pagms| |
olgon | |
zlo02| | 4 | =r=3

OnAa yCTaHOBKM OAMHAKOBbIX 3HaYeHul Aana  Anana3oHa 3anucen HEOGXO,EI,MMO 3aNO/IHUTb
cnegywouwme nona n HaxXatb KHOMKY ((COXpaHMTb»I

— Konuposambe KoHguaypayuro nopma (Homep cmMpoKu) — NopaaKoBbIA HOMEP 3anncK, napameTpbl
KOTOpOU ByayT CKONMPOBAHbI;

— Ha nopmesl (Homepa cmpok) — NOpPAAKOBbIA HOMep/HOMepa 3anucelt, AnA KOTOPbIX 6yayT
npumeHeHbl NapameTpbl. MOXHO yKa3aTb AManasoH Yepes «—», NMbo nepevncieHmem Yepes «,».

Ana peaakTMpoBaHMAa  3anuncu HYXXHO Ha)kaTb KHOMKy «PegakTtupoBaTb», 3anoAHUTb
COOTBETCTBYHOUWME NONA U HAXKATb KHOMKY «COXpaHMTb» Aana npyumeHeHUA HaCTpoek.
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Orpanuderne

Orpanwqenne

3aperuCTPHOBAHHBIN MHOTOAAPECHbIN TPadMK

HBCTPOI:H\J JaWWTELI OT WTOpMa

KOHTpON: WHpOKOBEWATENLHOro Tpadmka HeusBecTHbIN 0QHOAAPECHbIW TPa(MK

Orpannuesne =

LOXPAHKUTD

— [lopm — HOmep NopTa KOMMYTATOPa;

— KoHmpone  wupokosewjamenbHo20 mMpaguKka, Heu3gecmHbili  00HoadpecHbili  mpaduk,
3apeaucmpupo8aHHblli MHO20a0pecHbIli MpaguK, He3zapeaucmpupo8aHHsIli  MHO20a0pecHbIli
mpaguxk — Npu ycTaHOBNEHHOM dnare GyHKUMA KOHTPONA LWTOPMA BK/IOYEHa:

OzpaHu4YeHUe — MaKCMMaJibHaA CKOPOCTb A/1A WMPOKOBELLATENIbHOIO, MHOFOA4pPECHOTOo U
HeunsBecTHOro oaHoagpecHoro TpaduKa (gna noptos gi0/1 — 24 3500-1000000 k6UT/cC, ann
noptos te0/1— 4 8500—-10000000 k6uT/c). Mo ymonuyaHuto yctaHosneHo 100000. 3HayeHMe
oKpyrnsetca o bamxanwmx 64 k6ut/c, 3a ucknoyeHmem 0;

Jelicmeue — aencTeus, KOTopble ByAyT OCYLLECTBAATLCA NPU LUTOPME:

—  Hem — BbInonHAeTcA AencTBrne No yMONYaHuIo;
—  Onosecmumb — OMNOBELLEHNE O BO3HUKHOBEHMM LITOPMa;
—  BbIKkAo4UMb opm — BbIKAOYEHME NOpTa;

- Onosecmumeb U 8bIKAYUMb nopm — onoseweHne 0 BOSHMKHOBEHUN LLUTOPMa U
BbIK/1lOYEHME NOPTa,

— Tunel mpaguKa:

o lllupokoseuwjamenbHsili mpaguxk — oTobparkaeT HaCTPOMKM 3aLWMTbI OT WITOPMa ANA WK-
pOKoBeLLaTeNbHOMO TPadUKa;

® HeuzsecmHbili 00HoadpecHbIl mpaguKk — oTobparKkaeT HACTPOMKM 3aLLMTbl OT LUTOPMA
ANA HEM3BECTHOro 04HOAAPECHOTO TpadUKa;

e 3apeaucmpuposaHHbIli MHO20a0pecHbIl mpaguKk — oTobparkaeT HAaCTPOIMKM 3aLLMTbI OT
LITOPMA 419 3aPErMCTPUPOBAHHONO MHOroaapecHoro TpadukKa;

e HezapeaucmpuposaHHbIli MHO20a0pecHbIl mpaguK — oTobparkaeT HacTPOIMKM 3aLLMUTbI
OT WTOPMa A/1A HEe3aPErUCTPUPOBAHHOTO MHOTOa4PECHOIO TpaduKa.

70
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2.6.1.2 ObecneveHue 3awumesl Nopmos

B pasgene CeteBaa 6e3onacHocTb -> YnpaBneHue Tpadukom -> bBesonacHOCUTbL NOPTOB
BbINOHAETCA HACTPOKa GyHKLUMM 6e30MacHOCTM NOPTOB KOMMYyTaTopa Ha ocHose MAC-aapecos.

CeTeBasa 6e30MacHOCTb MOMET ObITb Y/yylleHa, ecin YCTaHOBUTb AOCTYNn K onpegeseHHoOMY
nHTepdelicy Tonbko no 3agaHHbiM MAC-agpecam nonb3osaTenein. MAC-agpec moxeT 6biTb MosyyeH
OVHAaMUYECKM UM YCTAHOB/IEH B CUCTEME CTaTUYeCcKU. [pu nonyvyeHMn naketa oT nonb3osatend, MAC-
agpec KoToporo cucTeme HemsBecTeH, cpabaTbiBaeT MexaHW3M 3aWwmThbl (3a4aeTcsa B none «[encreue).
LocTyn K 3a6/10KMPOBaHHbIM NOPTaM paspeLleH TONbKO A5 N0/ib30BaTeNel C onpeaeneHHbIMU afpecamu.

CeTteBas 6esonacHocTb / YnpasneHue Tpacdukom / BesonacHoCcTb NOpToB

Mpun yctaHoBneHHoM d¢nare «[lopTbl» 6OyaeT oTobpaxeHa Tabnuua npasun ANA MNOPTOB
KOMMYTaTOpa, Npu ycTaHoBAeHHOM dpnare «LAGs» — Tabauua npasun ana rpynn LAG.

OnAa  pepakTMpoBaHMA  3aMUCUM HYXKHO  HaXKaTb KHOMKY «PepaktmposaTb» W 3aMOJIHUTb
COOTBETCTBYHOUWME NONA:

HacTponka uHTepdenca

VkTepdenc @ Port[gi10/1 v |OLAG 1 ~
3abnokupoBate n3yyexne MAC-agpecos O
Pexum Gnokuposku Knaccnue ki v
MaxcumanesHoe uncno auHammyecknx MAC-agpecos | 4
[eicrene Ans HensyyeHHsix MAC-aapecoe OT6pacsizaTe v
OTtnpaenATe SNMP-onoseweHua
YacToTa onoseLueHni (CekyHa) 10
CoxpaHuTe

— UHmepgpelic — nHTepdelic, AN KOTOPOro yCTaHaBAMBAETCA NPABUIO:
=  [lopm — HOMep NOpTa;
= [AG — Homep rpynnbl LAG;

— 3abnokuposams usyyeHue MAC-adpecos — npw ycTaHoBNeHHOM dare Ha MHTepdelice BKAOYEHA
dYHKUMA 3aWMTbI M OTKAOYEHA PYHKUMA N3YYeHUs HOBbIX aapecoB. MakeTbl ¢ HensyyeHHbIMU MAC-
agpecamm UCTOYHUKA OTOpachkIBatoTCs;

— Pexum 670KUPOBKU — PEXUM OrpaHuyeHua usydeHus MAC-agpecoB g8 HacTpavMBaemoro
nHTepdelica. Mone aKTUBHO, ecin He ycTaHoBAeH daar «3aba0Kkuposame uzyyeHue MAC-adpecos»:
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=  Knaccuveckuli — COXPAHAKTCA TeKywme AuHamunyeckn wusydeHHole MAC-agpeca,
cBA3aHHble C MHTepdencom. 3anpewaeTca obydyeHMe HOBbIM aZpecam W CTapeHue yxe
N3YyYeHHbIX apecos;

= QOepaHuyeHue OuHamuyeckux MAC-adpecos —  yAaNAKTCA TeKylmne AMHAMUYECKU
M3y4yeHHble agpeca, CBA3aHHble C WHTepdelicom. PaspelleHO M3yYyeHWe OrpaHUYEHHOro
KOIM4eCcTBa aZApecoB Ha NOpPTY, a TaKKe NOBTOpPHOe n3yyeHue un ctapeHmne MAC-agpecos;

— MakcumarnbHoe Kosaudyecmso duHamuyveckux MAC-adpecoe — konndectso MAC-agpecos, KoTopoe

MOXeT bbiTb M3y4yeHO Ha UHTepdence. MNone aKTUBHO, €C/IM YCTAHOB/IEH PEXUM OrpaHMYeHUs
nsyyeHma MAC-agpecoB «OepaHu4yeHue OuHamuyeckux MAC-adpecos». [lo ymon4yaHuio
yCTaHoOBAEHO 1;

— [delicmesue 004 Heusy4yeHHbix MAC-adpecoe — paeicTeMe, HazHayaemoe naketam, NpUxoaAWwmUmM Ha

3a6/10KMPOBaHHbIM NopT. [one aKTMBHO, eciu nopT 3abnokupoBaH (ycTaHoBneH ¢nar
«3abn0Kkuposamse usyyeHue MAC-adpecos»):

= [Iponiyckamb — MNaKeTbl, NOJYYEHHble OT HEM3BECTHOIro MCTOYHWKA, nepecbliatotcs bes
nsyvyeHuna MAC-agpeca;

- Om6pGCbISGmb — MNaKeTbl, noay4yeHHbleé OT HEMN3BECTHONo MCTOYHWUKa, OT6paCbIBaIOTCF|.
YCcTaHOBANEHO MO YMOT4aHUIO,

= BbiKaA0YaMe Nopm — NaKeTbl, NOJAYyYEHHbIE OT HEM3BECTHOrO MCTOYHMKA, OTBPACIBAOTCA U
nopT 6n0Kupyetca. MopT 6yaeT 3abN0KMPOBaH, NOKa €ro He akTUBMPYIOT UAK He ByaeT
nepesarpy»KeHo yCTPOWMCTBO;

Omnpasnsme SNMP-onogeweHuss — npu ycTaHoOBAeHHOM ¢Jiare paspelleHa OThnpaBKa trap-
COOOLEHNIN B CAyvyae MNOCTYMN/IEHMA HECaHKUMOHMPOBAHHbLIX MaKeToB. [lone aKTMBHO, ecau
ycTtaHoBneH ¢nar «3absaokuposame usyyeHue MAC-adpecosy;

Yacmoma onosewjeHuli (cekyH0) — 4yacToTa reHepupyembix cooblieHnit npotokona SNMP. Mo
YMOJIHaHMIO yCcTaHoBIeHO 10 cekyHA.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEK.
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2.6.1.3 O6HapyxceHue nemesnsb Ha nopmy

B pasgene CeteBaa 6e3onacHocTb -> YnpaeneHue Tpadukom -> O6Hapy)KeHMe neTenb
BbINOHAETCA HACTPOMKa GYHKLMM OBHapYKeHWe neTesib Ha NOpTax KOMMyTaTopa.

[aHHbI MexaHU3M NO3BONAET YCTPOMCTBY OTC/AEXMBATb 3aKOJbLOBaHHble MopTbl. leTna Ha nopty
0bHapyKMBaeTCA NYyTEM OTCbIJIKM KOMMYTaTOPOM KaZpa C aApecom HasHayYeHUs, COBMaAAOLMM C OAHUM
13 MAC-agpecoB yCTpOMnCTBa.

Cetesan bezonacHocTe / Ynpaeneuue Tpacpukom /| ObHapyxeHue netens
BrniounTs ofHapykeHue neTens J

WuTepean noceinku peimos, cex 30

Pexum obHapy#eHna netens v

BrniounTe oGHapyxetmne so VLAN

Bpems Gnokuposrn VLAN, cek Beunan Gnokupoeka

D [ ey  r——T

Mpu ycTaHoBNAEHHOM dnare «Bkao4ums 06Hapyx#eHue nemess» GyHKUUA byaeT BKAOUYEHA.

— WHmepesan nocwinku pelimos, cek — nHTepBan mexay loopback-kagpamu (cek.);

— Pexcum obHapyxceHus nemens — onpegenntb MAC-agpec HazHavyeHus, ykasbiBaembln B Loopback
Detection-Kkagpe:

= source-mac-addr — B KauecTBe agpeca Ha3HauyeHUs ncnonbayerca MAC-agpec nopta UCToU—
HUKa;

= base-mac-addr — B KayecTBe agpeca HasHayeHuA ucnonbsyerca MAC-agpec KOMMyTaTopa;
= multicast-mac-addr — B KayecTBe agpeca HazHAYeHUA UCNOJb3yeTcA rPYNNoBON aapec;

=  broadcast-mac-addr — B KauecTse agpeca HazHaYeHUA UCMO/Ib3YETCA LUMPOKOBELLATENbHbIN
aapec.

Mpu yctaHoBneHHOM dnare «Bkawouyume obHapyweHue so VLAN» byner BkAtoveHa ¢yHKLMA
o6HapykeHus netam Bo VLAN. Mpu Hannumm netam aanHHolii VLAN 6yaeT 3a610KMpPOBaH Ha NopTy,
Ha KOTOpOM bbls1a 0BHapyKeHa NeTns.

— Bpems 6aokupoeku VLAN — 3apaTb Bpems, MO UCTEYEHUM KOTOPOro 3absoKkupoBaHHbIM VLAN
aBTOMaTUYECKUN pa3baoKmpyeTcs.

dnar «BeyHas 6s10Kuposka» — 3abnokuposatb VLAN HaBcerga.
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2.6.2 [Iposepka nodaAUHHOCMU KAueHma Ha ocHose nopmd (cmaHoapm 802.1x)

B naHHOM pasgene BbIMOJIHAETCA MPOCMOTP CTaTUCTUKMU U HacTpoiKa ayTeHTUdUuKaumm 802.1x Ha
OCHOBE NOpPTOB.

CraHpapt |IEEE802.1x onpeaennaer mexaHusm ayteHTUdUMKaumm vyepes cepsep RADIUS Ha ocHose
NPUHaANEXHOCTU K MOopPTy.

2.6.2.1 OcHosHble Hacmpoliku aymeHmuguKkayuu (IEEE802.1x)

B pasgene Network Security - 802.1x -> CBoWcCTBa BbINO/IHAIOTCA OCHOBHblE HACTPOMKKU AnA
ayTeHTMdUKaumm no ctaHgapTy IEEE802.1x.

CeteBan GeaonacHocTk / 802.1x / CBOWCTBA

AYTEHTU@UKALMA Ha OCHOBE nopTa | BriknoueHa v
MeTog ayTeHTuduKaLmu RADIUS v
BrnwoyuTe roctesyo VLAN

BeiGpats rocresyo VLAN

CoxpaHutb

— AymeHmuduKauyus HA OCHO8e Mopma — COCTOAHME peXKuma ayTeHTudukaumm 802.1x ana
YCTPONCTBa:

BknawoyeHa — ayTeHTUUKaLMA Ha OCHOBE MOPTOB A/17 YCTPOMCTBA BK/IIOUYEH];
®  BbiKAoYeHa — ayTeHTUDMKALMA HA OCHOBE NOPTOB A/ YCTPOMCTBA OTKIIOYEHA;
— Memod aymeHmuguKkayuu — MeToa NPoBepPKM NOAAMHHOCTHU:

=  He aymeHmuguyuposame — ayTeHTUPUKaLMA HE UCMONb3YEeTCS;

=  RADIUS — ayTeHTUduMKaLmaA npoucxoamT Ha cepsepe RADIUS;

RADIUS, He aymeHmuguyuposams — ayTeHTUOMKaLMa npoucxoamt Ha cepsepe RADIUS,
ecnn RADIUS-cepBep HegoCTyneH, TO ayTeHTUPUKALUA HE UCMO/b3YeTCs;

— Bkawvumes 2ocmesyo VLAN — npu ycTaHOBAEHHOM dare ecim NopT He aBTOPM30BaAH, TO OH
aBTOMaTMYeCcKu NpucoeanHaeTca K roctesoli VLAN, Homep KoTopol ykasaH B none «VLAN List». Ecan
¢dnar He yctaHoBneH, To rocteBas VLAN He ucnonb3yercs;

— Bsibpame 2ocmesyto VLAN — Homep roctesolt VLAN.

HakaTb KHOMKy «CoXpaHuTb» ANA NPUMEHEHNA HacTPOeK.
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2.6.2.2 ba308asA nposepKa nodaAUHHOCMU 10/16308AMeENA

B paspnene Ceresas 6e3onacHocTb = 802.1x - AyTeHTUPUKaALUA NOPTOB BbINO/HAETCA HACTPOIKa
rno6anbHbIX NapaMeTpoB ayTeHTUdUKaumm 802.1x ANs KaKAoro nopta KOMmyTaTopa.

Ceresan T B0Z.1% | Ayvens wopTon

XONMPCETS KORTHTYPALMIC NOPTS HOMED CTPOWM| Ha ropTe imoMepa CTROL)

s Tl e [ ve— D rerep— Nepuaa  Nepmoa ompasis | Komesectso | Nepuon omnpaess | Hpeus canpanms
noAIceaTens | mopTa VLAN ayTesTRGMEILRR | SyTENTRGMEILNN | ayTesTRgmETODE womsmms EAP-naxetos EAP-3anpocos | naseros mmenty | omsera or cepeepa
50

O S R O .
N T I R =
EE [ DR T
e fome | [ ]

[na ogHOBpPeMEHHOW HACTPOMKM HECKOJIbKMX MOPTOB MOMKHO CKOMMPOBATb 3HAaYeHMe napameTpoBs
M3 ofHOW 3anucu B Apyryio/apyrve. Ona 3Toro 3anonHWTe cledytlolMe MNoAs U HaKMWUTE KHOMKY
«CoxpaHUTb»:

— Konuposames KoHghuzypayuto nopma (Homep CMPOKU) — MOPAAKOBbLIA HOMEP 3anucu, napameTpbl
KOTOpOM ByAyT CKONMMPOBaHbI;

—  Ha nopmei (Homepa cmpoK) — NopsAAKOBbIM HOMep/HOMepPa 3anucel, AN KOTopbIX ByayT NPUMEHEHbI
napameTpbl. MOMHO YyKasaTb AuManasoH 4Yepes «—», NMBO nepeyncneHrmem uepes «,». [Ana
pefaKkTMPOBaHUA HAcTpoeK ayTeHTUdMKaumm 802.1x A4NA nNopTa  HYKHO Ha)KaTb  KHOMKY
«PefaKTnpoBaTb» HaNPOTUB 3a4aHHOM 3aMMUCK U 3aN0AHUTL COOTBETCTBYIOLLME NONA:

Hactpowka aytenTudpmkaumm nopra

Mopt gil/0i1 |
Mma nons3oearens
AQMWHWCTPATUBHOE COCTORHKE NopTa | ABTOpM30BaH v ‘

Tekywee cocToRHWE NopTa ABTOpU30BaH
BrnioumTe rocTesyto VLAN O

MoBTOpPHAR ayTEHTUEOHUKALMA ]

Mleproa nosTopro# ayTenTMdmKaumn 3609 |

MNepeayTeHTHHOUUWPOBATE CEMYac ]

CocToRHue ayTeHTUdMKaTOpa WMHvuuannsaums

Mepwroa monuyakns | 60 |

Mepwoa otnpaekn EAP-nakeToB | 30 |

Konuyecteo EAP-3anpocoe | 2 |

Mepwoa OTNPABKK NAKETOB KNHEHTY | 30 |
|

Bpems 0#MaaHWA OTEETA OT CEPEEPA | 30

MpuynHa 33EEPLUIEHNA CECCHK MoBTOpHa® MHWUMANW3aUWMs NopTa
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— [lopm — HOomep NopTa;

— WmA nons3zosamena — nma NoAb30BaTena Npm ncnonb3osaHmn 802.1X. Ecan nopT aBTOpM30BaH, TO
oTobpaaeTca MmA TeKylero nosb3oBatens. Ecam nopt He aBTOpPM30BaH, TO OToOpaXKaeTcs Ums
nocaegHero ycrnewHo aBTOPM30BaHHOIO NO/1b30BaTesNA Ha NOPTY;

— AOMUHUCMpamueHoe cocmosHue nopma — ayTeHTUduMKauma 802.1X Ha nHTepdelice. Paspellaercs
PY4YHOM KOHTPO/Ib 32 COCTOAAHMEM aBTOPWU3aL MM NopTa:

=  Asmomamu4ecku — Ha WHTepdelice BKAoYeHa ayTeHTMdMKaums 802.1x. CocTosiHMe
uHTepdeiica (aBTopu3oBaH/He aBTOPM30BaH) OyAET W3MEHATbCA aBTOMATUYECKM, B
33aBUCMMOCTM OT Pe3y/IbTaToB ayTEHTUPUKALLMMN MEXKAY YCTPONCTBOM U KNINEHTOM;

= Asmopu308aH — WHTepPdENC HaxoaMTCcA B aBTOPM30OBAaHHOM COCTOAHMM 6e3 BbINOAHEHMA
ayTeHTUPUKaLmMK;

=  Heasmopu3oeaH — UHTepdelc HaxXoAMUTCA B HEaBTOPU30BaHHOM COCTOAHUN. UrHopupytoTca
BCE MOMbITKM ayTeHTUPUKaLMMU KAMEHTa, KOMMYTaTOp He npeaocTaBifeT CepsBuc
ayTeHTMdUKaumumn ana storo nHtepdeiica;

Tekyuwiee cocmoaHue nopma — 0To6pa>+<aeTcs| TeKyulwlee COCToAHME aBTOPM3aLUUN NOPTa,

Bkatoyume 2ocmesyto VLAN — npu yctaHoBneHHOM dnare ecam wHTepdenc Haxoautca B
HeaBTOPM30BaHHOM COCTOAHMW, TO OH aBTOMATUYECKM npucoegmHAeTca K roctesor VLAN, Homep
KoTopon yKa3aH B none «VLAN List». BkatoyeHMe paHHOM onumMm no3BOASET aAMWUHUCTPATOPY
NnpeaocTaBmTb NOJIb30BATENAM, KOTOPble He NpoLwwn ayTeHTUdMKaumio 802.1x, orpaHUYEHHbI JOCTYN
K ceTn. Echm dnar He ycTaHoBneH, To rocteBasa VLAN He ncnonb3yetcs;

lMoemopHaa aymeHmMugukayus — npu YycTaHoBneHHOM nare Ha WHTepdelice paspelleHa
nepuoamMyeckas noBTopHaa ayTeHTUdMKaumm 802.1X, MHAYe — MNOBTOPHAA ayTeHTUPMKauMA He
ncnonb3syercs;

Mepuod noemopHol aymeHmu@uKayuu — nepuog Mmexay nNoBTOPHbIMW NPOBEPKaMM NOAJMHHOCTH
KnuneHTa, (300-4294967295 cekyHa). Mo ymonyaHuio yctaHoBeHo 3600 cekyHA;

Mepeaymermuguyuposame celivac — HemepeHHaa nepeayteHTuduKauma nHtepdeiica npu ycra—
HOBKe d1ara 1 COXpaHeHUN HACTPOoeK;

CocmosHue aymeHmugukamopa — OToDparkaeT TeKylee COCTOAHWE ayTeHTUOUKAuMKM B
COOTBETCTBMM CO cTaHaapTom IEEE802.1X:

" MHuyuanusayua — COCTOAHUE UHULMANMU3ALMU areHTa ayTeHTVId)MKaLI,MVI;

= Disconnected — cocToAHME BO3HMKAET npu npekpaweHmn AoCtyna K CeTn B pe3ynbraTe
npeaHamepeHHOro npekpaweHnAa ceaHca Nan Npu pa3pbiBe CBA3U;

= Connecting — cOCTOAHWE FOTOBHOCTU K Hayany nNpoueaypbl ayTeHTUPMKaLmu;
= Authenticating — cocToAHWe B npoLecce NpoLeaypbl ayTeHTUOMKALUMY;

= Authenticated — poctyn K cetn nonydeH ot RADIUS-cepBepa;

= Aborting — npepbiBaHMe NpoLeaypbl ayTeHTUDUKALNN;

= Held — coctosiHMe BpeMeHHON ONOKMPOBKM NOpTa, MPM KOTOPOM MUTHOPUPYLOTCA BCe
coobueHuns npotokona EAP;
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= [lpuHydumesnbHO a8mopu3oeaH — asTopusauma 802.1X 3anpelleHa, NOpPT UMeeT A0CTyn B
ceTb 6e3 BbINOMHEHWNA NpOLLeAyPbl ayTeEHTUGUKALMNK;

= force Unauthorized — nopT He WMeeT AOCTyna B CeTb, MOMbITKM AyTEHTUPUKALUM
UTHOPUpPYIOTCS;

lepuod monyaHUA — nepuoa, B Te4eHMe KOTOPOro KOMMYTATOP OCTaeTcA B COCTOAHUM MOJIMAHUSA
nocne Heyaa4yHoOM NPOBEPKU NOAANHHOCTU, (0—65535 cek.). Mo ymonyaHuio yctaHoBAEHO 60 ceKyHA;

Mepuod omnpasku EAP-nakemos — nepuvog, B TEYEHME KOTOPOro KOMMYTATOp OXKMAAET OTBET Ha
3anpoc ambo naeHtTdpuKaumio no npotokony EAP oT KameHTa, nepes NOBTOPHOW OTNPABKOM 3anpoca,
(30-65535 cek.). Mo ymonuyaHuto yctaHoBneHo 30 CeKkyHa,;

Konuyecmeo EAP-3ar1poco8 — MaKCMManbHOE YMCNO0 NONbITOK Nnepeaayun 3anpocos NnpoTokona EAP-
KANEHTY nepeg, HOBbIM 3anyckom npouecca NnpoBepKu NOA/MHHOCTY,

(1-10). Mo ymonyaHMIo yCTaHOBNEHO 2;

lMepuod omnpasku nNAKemos KaueHmy — Nepuos MeXay MOBTOPHbIMM Nepegavyamu 3anpocos
npotokona EAP-knneHTty, (1-65535 cek.). Mo ymonyaHuio yctaHoBneHo 30 cekyHa;

Bpemsa oxcudaHUA omeema om cepgepa — Nepuos, B TEHEHME KOTOPOrO KOMMYTATOP OXKUAAET OTBETA
OT cepBepa ayTeHTUdUKauum, (1-65535 cek.). Mo ymonyaHuio yctaHosieHo 30 cekyHa;

Mpu4uHa 3a8epuwieHUs ceccuu — yKasblBaeT MPUYMHY, MO KOTOPOW Bblaia OCTaHOB/IEHa ayTEHTUDUKALMSA
nHTepdelica.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEeK.
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2.6.2.3 PacwupeHHasA nposepKa nodaAUHHOCMU MoaAb308amens

B paspene CeteBaa 6e3onacHoctb -» 802.1x -> MHOXeCTBEHHbIM AOCTYN BbINOJHAETCA
pacwmnpeHHas HacTpoiKka ayTeHTUdMKaumm 802.1x Ana NPOBEPKM MOAMHHOCTU HECKONBbKUX KAUEHTOB,
NOAKNOYEHHbIX K ogHOMY MopTy. Ecamn nopt B pexkume «multiple hosts» He npoxoauT ayTeHTUdUKaLUUIO,
TO BCEM NOAK/OYEHHbIM XOCTaM byZeT OTKa3aHo B LOCTYNE K pecypcam ceTu.

CeteBan besonacHocTk / 802.1x / MHOXeCTBEHHbIW AOCTYN

OnucaHue nonei Tabaunubi:

— [opm — oTobpakaeT HoMep NopTa, Ha KOTOPOM BK/IHOYEHA PACLUMPEHHAA ayTEHTUdMKALMA Ha
OCHOBe NopTa;

—  MHoxecmeseHHbIl 0ocmyn — yKa3blBaeT, pa3peLleHa N ayTeEHTUPUKALNA HECKONbKUX KNNEH-
TOB Ha NOpPTy. MHOXKeCTBEHHbIV JOCTYN A0MKEH ObITb Pa3peLléH B C/ly4ae OTKAHUYEHMA BXOSHOM

dunbTpaumm namn 6nokmposaHma nsyveHns MAC-agpecos Ha BbIbpaHHOM nopTy. None moxKeT
NPUYHMMATb C/lefytoWwme 3HaYEeHUs:

®  BK/04YeH — BKAOYEH MHOMKECTBEHHbIW A0CTYN;
®  BbiK/aHOYeH — BKIOYEH OAMHOYHBIN J0CTYN;
— [Melicmsue npu HapyweHUU pexcuma — onpeaensaeTt 4encTene, NPUMEHAEMOE K NaKkeTam, Yel

MAC-agpec He COOTBETCTBYET aZpecy KAMeHTa Ha 3TOM MOPTY B peXXume 0gMHOYHOro A0CTyna.
Mone moxeT NPUHUMATDL C/ieayioLne 3HAYEHNA:

e [Iponyckamb — nepecnaTb NAKeT;
e Omb6pacbieamb — oTOPOCUTbL NAKET. ITO 3HAYEHME MO YMOIYAHUIO;

®  BbIKa04YUMb MOPM — OTOPOCUTb NAKET M BbIKAOUYNTL NOPT. MOpT ocTaércs Bbl-
KNtOYEH, BNNOTb 0 PYYHOM aKTUBALMM UK Nepe3arpy3Ku yCTPOMCTBa;

— OnoseujeHua — yKa3blBaeT, BKAoYeHbl i SNMP-onoselieH1aA 418 peXkMma MHOXeCTBEHHOTo
poctyna. Mone MoxKeT NPUHUMaTL cieaytolme 3HaYeHmA:

e  Bknwoyume — SNMP-onoBeLLeHns BKAKOYEHDI;

e  BoiKntoyumes — SNMP-onoBeLeHNA BbIKNKOYEHbI;
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— Yacmoma onoseuweHuli — onpeaensieT 4acToTy, ¢ KoTopoit SNMP-onoBeLLeHMA OTCbl1aOTCA
KNneHTy. Mone JOCTYMHO TO/IbKO NPW BKAKOYEHUN PEXMMA MHOXKECTBEHHOrO gocTyna. Juana-
30H AONYCTUMBbIX 3HaYeHnin — oT 1 go 1000000. 3HayeHuMe no ymonyaHuio — 10 ceKyHa;

— CocmosHue — oTobpakaeT coCTosHME KaneHTa. 3Hak (*) yKasblBaeT, YTo coeguHeHne oTcyT-
CTBYeT NN He YCTaHOB/1EHO. Mone moxxet NPUHUMATbL cnegyouine 3Ha4yeHUA:

e  He asmopu3oeaH — NopT NPUHYAUTENbHO HaxoAWUTCA B HEaBTOPM3OBaHHOM CO-
CTOSIHUU WU BbIKNIOYEH, INB60 OH HaxoAUTCA B COCTOAHMUN "ABTO", HO K/IMEHT He
6bln aBTOPU30BaAH;

° Aemopu3aqu;7 8blK/1l04YeHa — NOPT HaXxo4UTCA B NPUHYANUTE/IbHO-aBTOPU30BaAH-
HOM COCTOAHWUU, N KIMEHT UMEET NOJIHbIN AO0CTyn K NopTy,

o [loOKnaoueH eOUHCMBeHHbIl KAUeHmM — Ha NOPTY ayTEHTUPULMPOBAH €ANHCTBEH-
HbIM pPa3peLLEHHbIN KANEHT;

e PaspewéH MHoxXtecmeeHHbIl 0ocmyn — BKAKOYEH PEXMM MHOKECTBEHHOro A0-
cTyna;

- Konuuyecmeo HprLUEHUﬁ — KO/IMYeCTBO NAKETOB, NPUHATbLIX Ha NOPTY B OAUHOY-
HOM pexXunme, yen MAC—ap,pec He coBnagaeT C aapecom NOAKNHYEHHOIo KINeH—
Ta.

[N pepakTMpOBaHMA HACTPOEK MOPTa HYXMHO HasKaTb KHOMKY «PegakTMposaTb» Hanpotvs

3a[],aHHOl71 3annUCcn 1 3aNO0ZIHUTb COOTBETCTBYHOLWME NONA:

HacTpo#ka MHOXeCcTBEHHOro gocTyna

P git/0i1

BKNOYUTL MHOXECTBEHHBIM A0CTYN @9

lMopm — Homep nopTa, 419 KOTOPOro BKAOYEHA ayTeHTUdMKauma 802.1x;

BKao4UMb MHOXECmM8eHHbIl docmyn — npu ycTaHoBAEHHOM daare paspelleHo Hanmume HECKOTbKUX
K/IMEHTOB Ha aBTOpM30BaHHOM nopTy 802.1x;

Aelicmsue npu HapyweHuu pexuma — [eNCTBUE, KOTOpOoe HeobxoAMMO BbIMOAHUTb, Koraa
yctpoincteo, MAC-agpec KoToporo otanyaetrca oT MAC-agpeca KNMEHTa, OCYLLEeCcTBASET MOMbITKY
[0CTyna K uHTepodency:

= [Iponyckams — nakeTbl ¢ MAC-agpecom, oTanyHbiMm oT MAC-aapeca KamMeHTa, nepecblnatoTes;

= Omb6pacsbieame — nakeTbl ¢ MAC-agpecom, oTanyHbiM oT MAC-agpeca KnmMeHTa, oTbpacbiBa—
toTCA. YCTaHOBAEHO MO YMONYAHMIO;

= BbIKAo4ame Nnopm — NOPT BblKAOUYaeTcA 1 nakeTbl ¢ MAC-agpecom, otandHbim oT MAC-agpeca
K/AneHTa, oTbpacbiBatoTcs;
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—  Brmoyums SNMP-onoseuweHua — npu yctaHoB/eHHOM ¢Jiare paspelleHa oTrnpasKa trap-coobiieHui
B pexxume «MHoxcecmeeHHslli docmymn»;

— Yacmoma onoseuwjeHuli — 4acTtoTa reHepaumn trap-coobuieHnit, (1-1000000 cek.). Mo ymonyaHuio
ycTaHosneHo 10 ceKyHa,

HaykmuTe KHOMKy «COXpaHUTb» A8 NPUMEHEHNA HAaCTPOEeK.

2.6.2.4 [lpocmomp asmopu308aHHbIX Mosb3osameseli

B pasgene CeteBas 6e3onacHoctb -> 802.1x -> AyTeHTUOULMPOBAHHbIE XOCTbl MOMKHO
NPOCMOTPETb CNMCOK aBTOPU30BaAHHbIX NOJIb30BaTeNEN.

CeteBas GesonacHocTb / 802.1x / AyTeHTUUUUPOBAHHbIE XOCTbI

Brenes rawn ceconm

-
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gi/017

OnucaHue nonei Tabnuupbi:

— WmaA nons3oeamens — Ma NOAb30BaTENSA, €C/IM NOPT aBTOPU30BaH;

— [lopm — Homep nopTa;

— BpemsA M¥U3HU ceccuu — VHTepBan BpemeHu (B CEKyHAaxX) C MOMEHTa pPerMcTpaumm noab3oBaTens;
— Cnocob aymeHmuguKkayuu — MeToz ayTeEHTUPUKALLUK:

= AymeHMuGuKayus 8biKAwYeHa — ayTeHTuoukauma 802.1x He wucnonbayetca. [opT
nepexoamT B aBTOPM30BaHHOE COCTOAHUE be3 ayTeHTUPUKALUK;

" He aymeHmuguyupo8aH— ayTeHTUdUKaumMa He Bbina NpoinaeHa;

=  RADIUS — ayteHTnduKauyma bbina npoiaeHa Ha RADIUS-cepsepe;

— MAC-adpec — MAC-agpec nonb3oBaTens.
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2.6.2.5 Cmamucmuka npomokona EAP (Extensible Authentication Protocol)

B pasaene CeteBas 6e3onacHocTb - 802.1x - Ctatuctuka EAP MOXKHO NPOCMOTPETb CTaTUCTUKY MO
EAP-nakeTtam, KoTopble OblIIN NPUHATLI HA ONpPeAeneHHbIN NOPT.

CerteBas 6esonacHocTb / 802.1x / Cratuctuka EAP

Mopt gil/0i1 v

Yactora o6HosneHns | He o6HOBNATL w

MNPUHATO NAKeToB

OTnpasneHo NakeTos

MpuHATO EAPOL Start

MpuHAaTO EAPOL Logoff

MpuHaTo EAP Resp/id

MpuHaTO EAP Response

OTtnpasnexHo EAP Reg/ld

OTtnpasneHo EAP Request

MPUHATO HEKOPPEKTHBLIX NAKETOB
MPUHATO NAKETOB HENPABUNBLHOW ANUHb
Bepcua NOCNeAHero NPUHATONO NakeTa 0

OTnpasuTent NocneaHero NPUHAToOro naketa 00:00:00:00:00:00

OO0 000000 O0OO0

— [llopm — Homep NopTa, A41° KOTOPOro oTobparkaeTca CTaTUCTMKA;
— Yacmoma obHosseHUs — Bpemsi 0b6HoBIeHUsA EAP-CTaTUCTUKM:

= 15 cek — EAP-cTaTUCTMKaA 0OHOBAAETCA Kaxgble 15 cekyHa;

= 30 cek — EAP-cTaTUCTMKa 06HOBAAETCA Kaxable 30 cekyHA;

= 60 cek — EAP-cTaTUCTMKa 06HOBAAETCA Kaxable 60 cekyHA;

=  He 06Ho8s5Mb — EAP-CTaTUCTMKA He 0OHOBAIAETCS;
— [lpuHAMoO nakemos — Konn4ecTBo KoppeKTHbIX EAPOL-nakeToB, NPpUHATLIX HA NOPT;
— OmnpasneHo NaKemos — KOAn4ecTBo nepenaHHbix EAPOL-nakeToB ¢ nopTa;

— [llpuHamo EAPOL Start — KonudectBO naketoB «Start» npoTtokona EAPOL, NpUHATbIX AaHHbIM
nopTom;

— [puHamo EAPOL Logoff — konuuyectBo naketoB «Logoff» npoTtokona EAPOL, NpUHATbIX AaHHbIM
nopTom;

— [puHamo EAP Resp/Ild — konunuectso nakeTtos «Resp/ld» npotokona EAPOL, NpUHATbLIX MOPTOM;
— [lpuHamo EAP Response — Konuuyectso EAP-oTBeToB (Kpome «Resp/Id»), NPUHATbIX NOPTOM;

— OmnpasneHo EAP Req/ld — konnyectso naketos «Resp/ld» npoTokona EAPOL, nepegaHHbIX Yepes
nopT;

— OmnpasneHo EAP Request — kKonndectso 3anpocos (kpome «Resp/ld») npotokona EAPOL,
nepeAaHHbIX Yepes NoprT;
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— [lpuHAMO HeKoppeKmMHbIX MaKemos — KOJINYEeCTBO NakeToB NpoTokona EAPOL ¢ HepacnosHaHHbIM
TUMNOM, NPUHATbIE AAHHbLIM MOPTOM;

— [puHamo nakemos HenpasusabHOU Os1UHbI — KONMYECTBO NaKeToB NpoToKosia EAPOL c HeEKoppeKTHOM
ONVIHOW, NPUHATbIE AaHHbIM NOPTOM;

—  Bepcus nocnedHezo npuHamMoezo nakema — BepcuaA npoTtokona EAPOL, npuHATas B camom nociegHem
nakete;

— Omnpasumens nocsnedHe2o npuHAmoz20 rnakema — MAC-agpec WUCTOYHWMKA, MPUHATBIA B CaMOM
nocnegHem rnakere.

2.6.3 KoHgpuaypuposaHue ACL (cnucku KoHmpona docmyna)

Cnucku KoHmpona oocmyna (ACL) No3BONAOT agMUHUCTPATOPYy CeTM YCTAHOBUTbL MpaBuUAa
dunbTpaumn Bxogsawero TpadmKa Ha onpedesieHHbIX NopTax KommyTtaTtopa. TpaduK, noctynarowmin Ha
NopT KOMMyTaTopa € BKAtoYeHHOM PyHKLMeln ACL, MoKeT bbITb 1Mb0 NponyLeH, AMb60o oTOpPOLLEH, COFTAaCHO
yCcTaHoBAeHHbIM npasunam ACL. B cayyae ecim nakeTbl 6b1M 0TOPOLLEHbI, MOXKHO 3a6/10KMpPOBaTb NOPT,
Ha KOTOPbLIN OHWU NOCTYNUAMN.

KommyTaTtop nossonaer 3agatb o 2048 cnuckoB goctyna. B aaHHOM paszgene BbIMOAHAKOTCA
HACTPOMKM cnNNCKOB KOoHTpona aoctyna (ACL) u HasHayeHue ACL-cnuckos nopTam KommyTaTopa. B ACL
onpeaensaTca npasuaa GUAbTPaLMM BXOAALLETOo U ucxodsawero TpadpuKka no passiMyHbIM KpUTEPUAM:

— [lo MAC-adpecy — HacTpoliKa NapaMeTpoB CMUCKOB AOCTyNna, 0CHOBaHHbIX Ha MAC-aapecaunm;
— [lo IP-adpecy — HacTpoliKa NapaMeTpoB CMUCKOB AOCTyNa, 0CHOBaHHbIX Ha IP-aapecaunu;

— [lpueAasKa cnucKkos docmyna — Ha3HayeHne CNUCKoB AO0CTYyMNa NOPTaM KOMMYTaTopa.

2.6.3.1 Hacmpolika criuckos 8ocmyna, ocHo8aHHbIx Ha MAC-adpecauuu

B paspgene CerteBas 6e3onacHocTb - Cnucku gocryna - Mo MAC-agpecy BbINOSHAETCA HAaCTPOMKa
OCHOBHbIX NapameTpos cnmnckos ACL, ocHoBaHHbIX Ha MAC-aapecaumu.

CeteBan besonacHocTe / Cnucku goctyna / Mo MAC-agpecy

Ha3ssaHue cnucka aoctyna i

| @ | npmopurer | Ormpameras. | romparen. | Mammagemarop VLAM | CoS | Macea Cos | Ethr ype | edcrase | |
I N (17T [ [ [y e N I O N

YnanuTs npasuno || Cosnats npasuno

Ynanute cnucok || Coagats CNnCoK

[na npocmoTpa KoHOUrypaumm 3agaHHoro cnncka ACL Hy»KHO B cnncke «HasBaHKWe cnmncka goctyna»
BbIGpaTb MMA CNMCKa AoCTyna.

Ons pobaBneHma HoBoro cnucka ACL Hy)KHO Ha)KaTb KHOMKy «Co3gaTb CAMCOK» WM 3anoiHUTb
cneayroume nonsa:
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Co3spaTk cnucok gocTtyna Ha ocHoBe MAC-agpeca

COXpaHUTL

HaseaHue cnucka docmyna — vma cnucka ACL, ocHoBaHHoro Ha MAC-aapecauuu;

Mpuopumem npasuna — npuoputeT npasuna (1-2147483647). Mpwu ycTtaHoBNEeHHOM ¢nare
OOCTYNHbI NOAA A5 HACTPOMKM HOBOrO Npasuaa puabTpaumm ana cnmcka ACL;

MAC-adpec omnpasumesis — Npu yCTaHOBAEHHOM ¢are paspelleHa punbtpauyma naketos no MAC-
agpecy UCToYHUKa. Heobxoammo ykasaTb MAC-aapec UCTOYHMKA NaKeTa;

MAC-adpec noanyyamens — Npw ycTaHOB/IEHHOM diare paspelweHa GpuabTpauma naketos no MAC-
aZipecy HasHa4yeHWs NakeTa;

ObpamHaa macka — 6utoBaa macka, npumeHsiemaa kK MAC-agpecy MCTOYHMKA naketa. Macka
onpeaenset 6utbl MAC-agpeca, KOTOpble HE0H6X0AMMO UTHOPUPOBATb. Mprmep: uTobbI 406aBUTL B
npasuno ¢unbTpaumm sce MAC-agpeca HaunHatowmecs Ha 00:00:02:AA.xx.xx HeobxoaAnmo 3aaaTb
3HayeHune mackn 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOW macke, nocsieaHue 16 6ut MAC-agpeca
6yayT He BaKHbI AN aHaNN3a;

/lloboli — npwu yctaHosneHHOM dnare ¢unbTpauma no MAC-agpecam WMCTOYHMKA/Ha3HauyeHus
Npou3BoauUTLCA He byaerT;

noeHmugpukamop VLAN — naentudukatop VLAN dunbTpyembix naketos, (1-4094);

CoS — knacc obcnyxnsaHua (CoS) punbTpyembix naketos, (0-7);

Macka Cos — 6bUTOBas Macka, NnpMmeHaemas K Knaccy obcnyxmnsanua (CoS) dpunbTpyemMbix NaKeToB..
Macka onpegenset 6uTbl CoS, KoTopble HEOBXOAMMO UIHOPMPOBATb. B 3HaUeHUA UrHOPUPYEMBbIX
6MTOB AOJ/IXKHbI ObITb 3anNMcaHbl eauHULbI. MpruMep: YTObbI MCMOIb30BaTb B NpaBuae GpuabTpaLmum
CoS 6 1 7 Heobxoamnmo B none CoS yKasaTb 3HauYeHue 6, 1Mbo 7, a B NoJsie Macku 3HauyeHne 1 (7 B
ABOMYHOM npeactaBneHun — 111, 1 — 001,, nonydyaetcs, 4YTo nocnegHun 6ut byaer
UrHopupoBaTbes, To ecTb CoS moxKeT bbiTb b0 110, (6), nbo 111, (7));

Ether Type — 3HadeHue Ether Type, yKa3biBaeTca B 4eCATUYHOM PopMaTe;

Jelicmeue — Ha3Ha4yaemoe AencTeue:

= Paspewums — CO34a€T paspeluatowee npasmao punbtpaumm B cnmcke ACL;

=  3anpemumsb — co3gaet 3anpeljatollee Npasuao punbTpaumm B cnucke ACL;
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= BblIKAKOYUMb MOpM — CO3AaET 3anpellatollee Npasuao GUAbTPaLMM U OTKAOYAET NOPT, K
KOTOPOMY nakKeT Bbl/1 apecoBaH.

HaxkmuTe KHonKy « COXpaHUTb» ANA NPUMEHEHUS HACTPOEK.

Ona ynaneHua cnucka ACL HY»KHO HaXKaTb KHOMKY «Y4anuTb CUCOK».

Onsa pobasneHna HoBOro npasmaa B cnucok ACL Hy)XHO B cnucke «HassaHue cnucka goctyna»
BblbpaTb Mma cnucka ACL, HaxaTb KHoOMKy «[106aBUTb NpaBuIO», 3aN0ONHUTb COOTBETCTBYIOLIME NONA U

HaKaTb KHOMKY «COXPaHUTb» AN NPUMEHEHUA HACTPOEK.

[na peaakTMpoBaHMA NapaMeTpoB HaXXKMMUTE KHOMKY «PegaktnpoBaTb», M3MeHWUTe Heobxoanmble
napameTpbl U HaXKMUTE KHOMKY « COXPaHUTbY» AN NPUMEHEHNA HAaCTPOEK.

Ona ypaneHua npasmna u3 cnmcka ACL yctaHoBUTe dnar HanpoTMB 334aHHOM 3aNUCU U HaXKMUTe
KHOMKY «Y0anuTb».

2.6.3.2 Hacmpolika criuckos docmyna, 0CHO8AHHbIX HA IP-adpecayuu

B pasgene CeteBas 6e3onacHocTb - Cnucku paoctyna - no IP-agpecy BbiNOAHAETCA HACTPOIiKa
OCHOBHbIX NapameTpos cnmnckos ACL, ocHoBaHHbIX Ha IP-agpecauumn.

CeteBas 6esonacHocTb / Cnucku goctyna / Mo IP-agpecy

Hassatue cnucka goctyna | v |

* ®naru TCP npeacTasneHb! B none "Habop naros” & cnyaytowem nopaake: Urg, Ack. Psh, Rst, Syn, Fin. 1 - (nar yCTaHOBNEH, 0 - HE YCTAHOBNEH, ‘X' - HEBAXHO.

K = oot s EEWWWMMI
cnaros IcMP
| | | | | [wagpec|macka|PagpecMacal | | |

YaanuTs npasuno \ Coaaatb Npasuno

| Ypanuts cnucok || Cozaatb CNUCOK

[na npocmoTpa KoHoUrypaumm 3agaHHoro cnncka ACL B HMcnagatowem cnucke «HaszsaHue cnucka
docmyna» HyXHo BblbpaTb uMmsa cnncka ACL.

Ons pobaBneHma HoBoro cnucka ACL Hy»KHO Ha)KaTb KHOMKy «Co3faTb CMMCOK» WM 3anoiHUTb
cnepywouwme nons:
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CospaTe cNMCOK focTyna Ha ocHoBe |[P-agpeca

OXPAHUTE

— HaszeaHue criucka docmyna — nma cnucka ACL, ocHoBaHHoro Ha IP-agpecauunu;

— [lpuopumem npasuna — npuoputeT npasuna, (1-2147483647). MNpu ycTtaHoBKe 3Toro dnara
CTAHOBATCA AOCTYMHbI MO/A AN1A HAaCTPOWKM HOBOTO Npasuna ¢uabTpaumm ana cnmcka ACL;

— [1pomoKoa — NpPOTOKOJI, Ha OCHOBE KOTOPOro ByAeT OCyLWwecTBAATLCA GUNbTPALMUA:

= [lpu ycTtaHoBKe ¢pnara «BbibpaTb N3 CNMCKa» BO3SMOXHbI Cneaytolme BapuaHTbl: icmp, igmp,
ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah,
ipv6:icmp, eigrp, ospf, ipip, pim, [2tp, isis. [Ana cooTseTcTBMA /OOOMY MPOTOKOY
NCNO/b3yeTcsa 3HaYeHue «ntobony;

= JIn6o npu ycrtaHoBKe ¢nara «MNaeHTUGMUKATOP NPOTOKOA» MOXKHO 334aTb UMCAOBOE
3HauyeHue NPOTOKo/Ia B AnanasoHe, (0-255);

— IP-adpec omnpasumena — NpW ycTaHOBAeHHOM dnare paspeweHa ¢uabTpaumm naketos no IP-
afpecy UCTOYHMKa. HyxHo yKaszaTb IP-agpec nctoyHunka naketa. Mpu yctaHoBaeHHOM dnare «Any»
dunbTpayma no IP-agpecy NCTOUYHUKA NPOM3BOAMTCA He ByaeT;

— IP-adpec nonyyamens — npu ycTaHoBAEHHOM dnare paspelieHa ¢puabTpauumn nakeTos no IP-agpecy
Ha3HauyeHusa nakeTa. Mpu yctaHoBneHHOM dnare «Any» ¢uabTpauma no IP-agpecy HasHaueHuUs
npousBoguTca He byaerT;

— ObpamHaAa macka — 6UTOBaA MacKa, npumeHsemasa K IP-agpecy mcToyHMKa naketa. Macka
onpeaenset 6utbl IP-agpeca, KoTopble HEOOXOAUMMO UrHOPUPOBATb. MpUMep: MCNONb3ys Macky,
MOXKHO onpeaennTb Ans npasuna punbtpaumm IP-cetb. YTobbl 06aBUTL B NpaBuao punbTpaumm IP-
cetb 195.165.0.0, Heobxoammo 3apatb 3HaveHMe mackm 0.0.255.255, To ecTb cornacHo AaHHOWM

Macke nocnegHue 16 6ut IP-agpeca 6yayT urHopmpoBsatbea. Mpu ycTaHoBaeHHOM dnare «Any»
6UTOBaA Macka UCMONb30BaTbCA He ByaeT;

— Coomsemcmesue DSCP — 3Ha4yeHue DSCP-nons diffserv. BoamoxHble Koabl coobuieHunit nons dscp,
(0-63);

— Coomeemcmaue IP Precedence — npuoputert IP-Tpaduka, (0-7);

— [elicmesue — Ha3Hayaemoe AeicTeue:
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=  Pa3spewumb — co34aeT paspellatoliee npasmao punbtpaumm B cnncke ACL;
=" 3anpemums — CO3A4AET 3anpeLuatollee npasmao punbtpaumm B cnucke ACL;

= BbiKAO4UMb nopm — CO3AaeT 3anpellatollee Npasnao GuUAbTPaLMM 1 OTKAKOYAET NOPT, K
KOTOpPOMY naket bbl/1 aapecoBaH.

Mpu BbIbOpe npoTokona ICMP ans peaakTMPOBaHWMA CTAHYT aKTMBHbI Ceaytow e HaCTPOMKMU:

— ICMP — npu yctaHoBKe ¢nara ucnonb3oBatb ¢uabTpaumto ICMP-naketos. Tun coobuieHus
npoTtokona ICMP, ucnonbsyemsiii s GuabTpaLmm 3agaeTca o4HUM U3 creaytowmx cnocobos:

= Bbibpame U3 cnucka — npw ycTaHoBKe ¢dnara TMn coobuweHus npotokona ICMP moHO
BblOpaTb M3 HUcCNagatowero cnucka: echo—reply, destination—unreachable, source—
quench, redirect, alternate—host—address, echo—request, router—advertisement,
router—solicitation, time—exceeded, parameter—problem, timestamp, timestamp—reply,
information—request, information—reply, address—mask—request, address—mask—
reply, traceroute, datagram—conversion—error, mobile—host—redirect, mobile—
registration—request, mobile—registration—reply, domain—name—request, domain—
name—reply, skip, photuris;

= Tun ICMP — npu ycTaHoBKe dara yCcTaHaBAMBAETCA YNC/I0BOE 3HaYeHNe Thna coobLieHus,
(0-255);

= Jlloboli — npu yctaHoBKe dnara punbtpauma ICMP-nakeToB He UCMO/b3yeTcs.
Mpu BbIbOpe NpoTokoa IGMP gna peaakTMpoBaHUS CTaHYT aKTUBHbI CaeayoLine HacTPOMKU:

— IGMP — npu ycTaHOBKe ¢dnara ucnonb3oBaTb ¢unbTpaumio IGMP-naketoB. Tun coobuieHun
npotokona IGMP, ncnonbsyemsiii s GpuabTpaLmMm 3afaeTca OAHUM U3 caeayowmx cnocobos:

®  Boulbpams U3 CAUCKA — NPV YCTaHOBKe ¢naara Tvn cooblieHna npoTtokona IGMP MoXHO
BbIGpaTh M3 HMCNagatoLero cnmcka: host—query, host—report, dvmrp, pim, trace;

*  Tun IGMP — npwu ycTaHOBKe ¢nara ycTaHaBAMBAETCA YMCN0BOE 3HaYEHMe TMa coobuieHus,
(0-255);

=  Jlloboli — npu yctaHoBKe dnara punbTpaumsa IGMP-nakeToB He MCNOb3YETCS.
Mpu BbIbOpe npoTokona TCP ana peaakTMpPOBaHMA CTAHYT aKTUBHbI Ceytowme HacTPOMKM:

— lMopm omnpasneHus — npu ycTaHOBAEHHOM ¢nare paspelleHa GpUAbTPaLMM NAKETOB NO HOMEPY
TCP-nopTta nctoyHuKa. Hy*kHo yKkasaTb TCP-nopT MCTOYHUKA. BO3MOXKHble 3HadYeHuna nona TCP-noprTa:
bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949), echo (7), finger (79), ftp
(21), ftp—data (20), gopher (70), hostname (42), irc (194), klogin (543), kshell (544), lpd (515), nntp
(119), pop2 (109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs—ds (49), talk (517), telnet
(23), time (37), uucp (117), whois (43), www (80). Mpwu ycTaHoBNeHHOM dnare «J1toboin» dunbTpaums
no TCP—nopTy UCTOYHWMKA NPOU3BOAUTCA He ByaeT;

— [lopm Ha3Ha4YeHUA — Npw ycTaHOBAEHHOM dnare paspelueHa ¢puabTpauumn NnakeTos no Homepy TCP-
nopTa HasHayeHuA. HyKHO yKasaTb TCP-nopT HasHayeHus. Mpu ycTaHoBAeHHOM dnare «J1toboin»
dunbTpauma no TCP-NopTy HasHaYeHUA NPOU3BOAMTLCA He ByaeT;

— @naau TCP — dnarmn npoTtokona TCP: urg, ack, psh, rst, syn, fin. JeicTene, nponssoanmoe Hag,
dnaramu:
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" YcmaHo8aeH — BKAOUNTL GUAbTPALIMIO MaKeToB No cooTBeTcTByowWwemy daary;
= He ycmaHoesieH — OTKN0YMTb GUAbTPALMIO NAKETOB MO COOTBETCTBYIOLWEMY daary;

=  He 8a}HO — MaKeT C COOTBETCTBYOWMM 1larom He BAMAET Ha npouecc punbTpaymu.
Mpu BbibOpe npoTokona UDP ana peaakTMpoBaHMA CTaHYT aKTUBHbI C/leAyOLLME HAaCTPOMKM:

— [lopm omnpasneHUs — npu ycTaHOBAeHHOM ¢dnare paspeweHa GUNbTPaLUN NAaKETOB MO HOMepPY
UDP-nopTta UCToYHMKA. HyKHO yKaszatb UDP-nopT MctoyHuKa. BosmoKHble 3HavyeHua nona UDP-
noprta: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7), mobile—ip
(434), nameserver (42), netbios—dgm (138), netbios—ns (137), on500—isakmp (4500), ntp (123), rip
(520), snmp (161), snmptrap (162), sunrpc (111), syslog (514), tacacs—ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177). MNpwun yctaHoBneHHom dnare «Jlioboin» dunbtpaumns no UDP—
NopTy UCTOYHMKA NPOM3BOAUTLCA He ByaerT;

— [lopm Ha3Ha4yeHUs — NpW ycTaHOB/AIeHHOM diare paspelleHa GUAbTPaL MM NakeTos Nno Homepy UDP-
nopTa HasHayeHus. Hy»Ho yKasaTb UDP-nopT HasHauyeHuA. Npu ycTaHoBaeHHOM ¢dnare «J/1loboii»
dunbTpauma no UDP-nopTy HasHaYeHMs NpoM3BOAUTLCA He Byaer.

Haxkmute KHonKy « COXpaHUTb» ANA NPUMEHEHMA HACTPOEK.

Ona yoaneHua cnucka ACL HY>KHO HaXKaTb KHOMKY «Y43anuTb CUCOK».

Ons pobaBneHua HoBOro npasmia B cnUcok ACL Hy)XHO B cnucke «HaseaHMe cnucKa gocTyna»
BbIOpaTb MmAa cnucka ACL, HaxaTb KHonky «Co34atb MpPaBW/IO», 3aMoJIHATL COOTBETCTBYHOLME MOJA U

Ha)aTb KHOMKY «COXpaHMTb» ANA NPUMEHEHNA HacTPOEK.

[na peaakTMpoBaHMA NapaMeTPoB HaXKMMUTE KHOMKY «PenakTnpoBaTb», M3MeHUTe Heobxoaumble
napameTpbl ¥ HAXXMUTE KHONKY « COXPaHWUTbL» ANA MPUMEHEHMUA HaCTPOEK.

Ona ypanenua npasunaa us cnmcka ACL yctaHosuTe dnar HanpoTuB 3a4aHHON 3aNUCK U HaXMUTe
KHOMNKY «Y0annTb».
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2.6.3.3 HasHaueHue cnuckos 0ocmyna ACL uHmepghelicam

B pasaene CeteBas 6e3onacHocTb = Cnucku goctyna - MpuBA3Ka cnucka gocTtyna Crnucky AocTyna
ACL Ha3sHauatoTca MHTepdelicam KommyTaTopa. Cnnckn ACL MOXKHO NPUMEHATL K Ntobomy pusmyeckomy
nHTepdelicy unm rpynne LAG.

CeteBan GesonacHocTb / Cnucku goctyna / MNpuBsA3Ka cNMCKoB gocTyna
KonupoBaTk KOHCDUIypaLuio NopTa (HOMep CTPOKH) \ \ Ha nopthb! (HOMepa CTPOK) |

® noprn O LaG

a e Lo e el |
1 I | == |
DI |~ |

wem [ (E=m=
DI R - |
DO | -]

Bzl [ [e===m
I A I |~ |
DIDCC N - |

| Yp,anuTb_|

CoxpaHuTe

[na ogHOBpPEeMEHHOW HACTPOMKM HECKOJIbKMX MOPTOB MOMHO CKOMMPOBATb 3Ha4YEeHWe NapameTpoB
U3 OAHOW 3anucu B Apyrywo/apyrve. [ns 3Toro 3anonHuTE cledylowpme MNoAA W HAXMUTE KHOMKY
«CoxpaHUTb»:

— Konuposame KoHghuzypayuro nopma (HomMep CmMPOKU) — MNOPAAKOBLIA HOMEp 3anucu, napameTpbl
KOTOpO ByAyT CKONMPOBaHbI;

— Ha nopmesi (HomMepa cmpoK) — NOPAAKOBbIA HOMep/HOMepa 3anucer, Aaa KOTopbix 6yayT
CKOMMPOBaHbI NapameTpbl. MOXHO yKa3aTb AMana3oH yepes «—», IMB0 NepeuncieHnem Yepes «,».

Mpu yctaHoBneHHom dnare «MopTbl» byaeT oTobparkeHa Tabnuua ana NOPTOB KOMMyTaTopa, Npu
ycTaHoBNeHHOM dnare «LAG» — Tabauua ana rpynn LAG.
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Ona HasHadeHus cnmcka poctyna ACL uHTepdelicy HyXXHO HaKaTb
HaNpPOTUB 3343aHHON 3aNUCKU U 3aNOAHUTL CaeaytoLLme Nos:

Ha3HauuTb cCNMCOK gocTyna

WHTepdenc @ Mopt | gi1/0/1 LAG

BbiGpaTk CnUCOK gocTyna

CoxpaHuTb

KHOMKY «PegaKkTtnpoBaTb»

— UWHmepgelic — vHTepdeic, KoTopomy ByaeT HazHayeH cnncok goctyna ACL:

= [lopm — Ethernet-untepdeiic, npuHumaet 3HadeHus gi0/1..gi0/48, te0/1 .. te0/4;

=  [AG — arpermpoBaHHasa rpynna noptos LAG, npuHMmaeT 3HavyeHunsa 1-12;

— Bbibpame crniucok docmyna — uma cnucka goctyna ACL, KoTopbiit byaeT HazHayeH uHTepdeiicy.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEK.
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2.7 HacTpoiika ¢yHKLMI BTOPOro ypoBHA ceTeBo mogenu OSI

B AaHHOM rnaBe OMMCbIBAeTCA HAcTpoiKa ¢yHKUMI BTOpOro ypoBHa ceTeBoi mogenn OS| ans
KOMMYyTaTOpa, KoTopas BKAOYaeT B cebs:

- KoHdurypuposaHue nHTepdpeicoB KOMMyTaTopa;
- HacTpoiiKa rpynnbl arperaunmn kaHanos (LAG);

- HacTpoiika npotokona LACP;

- HacTpolika cTaTnyeckoi/aMHammnyeckom agpecaumm;

- HacTtpoika paboTbl ycTpoicTa no npotokonam STP, RSTP, MSTP;
- HacTpoiika BupTyanbHoi nokanbHou cetn (VLAN);

- YnpaBneHue rpynnosoi agpecauuu.

2.7.1 KoHdeuzypuposaHue uHmepdgelicos
B TeKkyliem pasgene onucbiBaeTca HacTpPoliKa MHTepdENCOB KOMMYTATOPa:
- OnpegeneHne napameTpoB MHTEPPENCOB KOMMYTATOPA;
- YnpasaeHue rpynnamu arperaumm KaHanos;
- O6bepmHeHue uHTepdelicos B rpynny LAG;

- HacTpoitka napameTtpos aaa paboTbl no npotokony LACP.

90 Pykosodcmeo o akcnayamayuu Web-koHgpuaypamopa dna MES23xx/MES33xx/MES35xx/MES5324



O ELTEX

2.7.1.1 OnpedeneHue napamempos uHmepgelicos Kommymamopa

B pasagene Hactpoiiku L2 - UHTepdeiicbl - KoHdurypaums noptoB BbINOJAHAETCA HACTPOMKA
nHTepdelricoB KommyTaTopa.

HacTpo#ku L2 / Untepdencel | Kondurypauus noptos

Ha noprsi (Momepa CTpok) |

§
§
:
:
E
i

WuTepdeiic | Onucanme  Tun

g
£

:
i

anngﬁﬁnnnnn
HHEHE
i!ll

b
H

e |
e |
1000M-copper

3
g

[na ogHOBPeMeHHOM HaCTPOMKN HECKOIbKMX MOPTOB HY}KHO CKONMMPOBATb 3HAaYEHMA NapameTpoB K3
oAHOWM 3anucu B Apyryto/apyrve. [na 3TOro Hy)XXHO 3aMO/IHUTL CAeAylolMe MOMA U HaXaTb KHOMKY
«CoxpaHUTb»:

— Konuposams KoHghuzypayuto nopma (HoMep CMPOKU) — NOPAAKOBbLIA HOMEp 3anucu, NnapameTpbl
KOTOpOM ByayT CKONMPOBAHbI;

— Ha nopmesi (Homepa cmpok) — nopsaAKoBbi HoMep/HoMepa 3anucei, A1A KOTopbIX 6yayT NPMMEHEHbI
napameTpbl. MOXHO yKa3aTb AMana3oH Yepes « —», 60 NepeuncieHnem Yepes «,».

[na un3MeHeHMs HacTpoeK MHTepdeinca HYKHO HaxaTb KHOMKY «PefakTMpoBaTb» HanpoTuB
3a4@aHHOW 3aN1CK 1 3aM0/IHUTb COOTBETCTBYIOLLME NONA:
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92

KoHdmrypaumsa wHTepcenca

nn 1000M

1G Half 1G Full 10G Full

— [Mopm — HoMep NHTepdenca KoMMyTaTopPa;

— OnucaHue — nma (onucaHune) nHtepdeiica;

— Tun — Tvn unTepdelica (onpeaenaeTca aBToOMaTUYECKN):
n

1000M-Copper — noakatoyeHue no megHomy Ethernet-kabento, co ckopoctbio go 1 réut/c;

1000M-Combo — KOMBUHUPOBaHHbIM NOPT C 4BYMA MHTepdencamm — noa MegHbln Kabenb
M ONTUYECKUIA Kabenb, CKopocTb Ao 1réut/c;

1000M-FiberOptics — nogxnto4eHMe No onTUHeckomy Kabesto co ckopocTbio 4o 1 Féut/c;

10G-FiberOptics — nogKntoueHne No onTMyeckomy Kabesto co ckopocTtbio 4o 10 réut/c;

AOMUHUCMpPamuegHelli cmamyc — afMUHUCTPATUBHBIN cTaTyc MHTepdelica. [na nepesaym SaHHbIX
yepes nHTepdeiic HeobxoanMmo, UTobbl MHTEpdENC BbiN BKAKOYEH:

= BKawovyeH — WHTepdelic BKAOYEH;

= BbIKAwoYeH — UHTepdEeC OTKAOYEH;

dusuyeckuli cmamyc — TeKylLee cocToaHMe nHTepdelica;

AKMUBUPOBAMSb NMPUOCMAHOB/eHHbIl Mopm — Npu yCTaHOBAEHHOM dare NPOUCXOAUT BKAOYEHUE
nopTa, KOTOPbIi Bbl NPUOCTAHOBAEH;

OnepamugHsili cmamyc — onepaTUBHbIN CTaTyC (TeKyLiee cocTosHMe UHTepdeica):
| |

AKmugeH — MHTepd)el\;IC dKTUBEH, coegnHeHne YCTaHOB/1EHO,

»  HeakmueeH — UHTepdelCc HeaKTUBEH;

AOMUHUCMPAMUBHAA CKOPOCMb — Py4YHaAA HACTPOMKA CKOPOCTU Nepenayn AaHHbIX 4na uHTepdeiica.
3HayeHMe CKOpPOCTU oNpeaenseTca B 3aBUCMMOCTM OT TUNa uHTepdelica. CKOPOCTb MHTEpPECa MOXKET
6bITb HACTPOEHA BPYYHYHO, TONILKO €C/IM OTK/IIOYEHO aBTOMATUYECKOE COr/IacoBaHMe CKOPOCTY;

OnepamusHas CKOPOCMb — TeKyLas CKOPOCTb Nepeaayun AaHHbIX gaa uHTepdeiica;

AOMUHUCMpPamuseHblili Oynaekc — pexxum paboTbl Npuemonepesatinka. ITOT NapameTp MOXKeT bbiTb
HaCTPOEH, TONIbKO NP OTKNHOHYEHHOM aBTOMATUUYECKOM COr/1acoOBaHMM CKOPOCTHU:
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= [loaHbll — Aynnekc;
= [lonydynaeKkc — NOAyAYyNNEKC;
—  OnepamusHsili OynaeKkc — pexxum paboTbl npuemonepeaaTimka;

— AsmocoenacosaHue CKoOpocmu — COCTOAHME aBTOCOF/IACOBAHUA ANA CKOPOCTUM W Aynaekca Ha
HacTpamMBaemom MHTepdelice:

= Bkawo4yeHo — aBTOCOr/1acoBaHWE BKAOYEHO;
= BbIKAOYEeHO — aBTOCOr1acoBaHUE BbIKAOYEHO;

— OnepamusHsbili cmamyc aemoco2aaco8aHUs — TeKyllee COCTOsAHME aBTOCOI/1IacOBaHMA Ha
nHTepdodelice;

— AOMUHUCMPAMUBHbIL Pexcum GHOHCUPOBAHUSA — agMUHUCTPATUBHbIE MapPamMeTpPbl aBTOCOr/1acoOBaHMs,
06bABNAEMbIe BCTPEYHOMY YCTPOMCTBY:

= default — noanep*KMBaKOTCA BCE CKOPOCTM M HACTPOMKM AYMNNEKCHOMO PeXuMa;

= 10 Half — nopgpepsknsaetca ckopocTb 10 MBUT/c M NoAyAyNAEKCHbIA PeXUM;

= 10 Full — noppepnsaetcsa ckopocTb 10 MBUT/c M AyNAEKCHbIN peXxnm;

= 100 Half — noaaep»unBaetca ckopocTb 100 M6UT/c 1 NoAyAYNAEKCHbI PEXKUM;

= 100 Full — nogpepsknsaetca ckopocTb 100 M6UT/c 1 AyNAEKCHbIA PEXUM;

= 1000 Full — noaaep»mBaeTtca ckopocTb 1000 M6UT/C U AyNAEKCHbIN PEXKUM;

= 1000 Half — noaaepxusaetca ckopocTb 1000 M6UT/c 1 nonyaynneKkcHbIN pexxnm;

— ObpamHoe 0asneHue — NpU yCTaHOB/IEHHOM dnare BKAOYeHa QYHKLMA «06PaTHOro AaBNEHMA» HA
HacTpaMBaeMom MHTepdeice, MHaYe — OTK/OYEH];

— OnepamusHsili cmamyc obpamHo20o 0asneHuUs — TeKyliee COoCTofAHWe QYHKLUN «obpaTHOro
[ABNEHUsA» HA HAacTPaMBaeMoM NHTepdeice;

— YnpaeneHue NomMOKOM — PEXMUM YNpaBJeHUA NOTOKOM. ITOT napameTp MOXKeT ObiTb HACTPOEH,
Koraa nHtepdeinc HaxoAnTCA B peXxnume NOAHOIo AynNaeKca:

- on — PeXUM BKTIKOYEH;
= Off — pPeUM BbIK/IIOYEH;
= AsmocoznacosaHue — BKJOYEH PEXKMM aBTOCOI/1acoBaHMSA;
— OnepamugHbili cmamyc ynpasaeHus NOMOKOM — TEKYLLWNIA PEXMM yNpaBaeHnAa NOTOKOM Ha nHTepdeiice;

— OnpedeneHue muna Kabena — pexum MDI/MDIX Ha nHTepdeiice No3BoaAeT YyCTPOMCTBY pasinyaTth
nepeKpecTHbIl Kabenb nan Kabenb NPAMOro NOAKNOYEHUA:

=  A8mo — aBTOMATUYECKOEe onpeaeneHune Tuna Kkabens;
= [Ipamoli — cTaHgapT Kabenen gnsa NOAKAOYEHMA OKOHEYHbIX YCTPOWCTB;

= [lepekpecmnsbili (Media-Dependent Interface with Crossover — nepeKkpecTHblit) —
CTaHZApPT Kabenein ANnsA NOLKNOYEHNA KOHLEHTPATOPOB M KOMMYTaTOPOB;

Tun Kabensa — Tekywmin pexkum MDI/MDIX Ha nHTepdelice;

LAG — yKa3blBaeT, ABNAETCA I MHTePdENC YacTbio arpernpoBaHHoM rpynnbl LAG.

HaskmuTe KHOMKY «COXPaHUTb» A8 NPUMEHEHNA HAaCTPOEK.
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2.7.1.2 YnpasneHue epynnamu azpe2ayuu KaHanos (LAG)

B pasgene Hactpoiiku L2 -> UHTtepdeiicbl - KoHdurypauma LAG BbiNnoSHAETCA HACTPOMKa
arpernpoBaHHbIX MHTepdelicos LAG.

Arperaums KaHanos (Link Aggregation) — TexHonorMa ob6beAMHEHUA HECKONbKUX (GU3NYECKMX
KaHa/n0B B OZMH NI0TMYECKUiA. Mcnonb3oBaHWe arperaumm KaHanoB cnocobcTByeT He TONbKO YBEeMYEHUIO
NPONYCKHOM CNOCOBHOCTU KaHa/I0B MeXAy YCTPOWCTBAMM, HO M MOBbILLEHUIO UX HAZEKHOCTM.

YCTPOMCTBO NOAAEpKUBAET ABa pexnma paboTbl rpynnbl NOPTOB — CTaTUYecKana rpynna v rpynna,
paboTatowan no npotokony LACP.

Hactpownku L2 | UHTepdcencel / Kondurypaums LAG

KOnHpOBATL KOHMIYpaLMIo NopTa (HOMEP CTPOKM) | Ha NopTel (HOMePa CTPOK) |

\ CoxpaHuTb

[na oagHOBpeMeHHO HaCTPOMKN HECKO/IbKMX MOPTOB HYXKHO CKOMMPOBATb 3HaYeHWe NapameTpoB 13
oAHOWM 3anucu B apyryto/apyrve. [na 3TOro Hy)XXHO 3anONHWUTb CAeAytloliMe MOAA U HaaTb KHOMKY
«CoxpaHUTb»:

— Konuposame KoHghuzypayuto nopma (HomMep CMPOKU) — MNOPAAKOBbLIA HOMEp 3anucu, napameTpbl
KOTOpO ByAyT CKONMPOBaHbI;

— Ha nopmel (Homepa cmpoK) — NOpAAKOBbIA HOMep/HoMepa 3anuceit, 41A KOTopbiX ByayT ckonupo—
BaHbl NapameTpbl. MOXHO YKa3aTb AnanasoH Yepes «—», INb0 nepedymcieHmnem yepes «,».

Ona mnameHeHua HacTpoek rpynnbl LAG HY)KHO HaKaTb KHOMKY «PedaKTMpoBaTb» HanpoTuB
3aZ,.@aHHOM 3aMMCK M 3aM0JIHUTL COOTBETCTBYHOLLME NOJA:
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KoHdurypaumusa LAG

COoXpaHHTL

LAG — Homep rpynnbl LAG, (1-48);
OnucaHue — ums (onncanume) rpynnbl LAG;

Tun — Tvn uHTepdeica LAG, KoTopblit onpegensetca no nepsomy AobasseHHOMY NopTy B rpynny
LAG;

AOMUHUCMPAMUBHbIT cmamyc — afAMUHUCTPATUBHBIN CTaTyc MHTepdelica LAG:
= Braw4veH — nHTepdeic LAG BKAOYEH;
=  BoiKaoyeH — nHtepoelic LAG oTKo4YeH;

dusuyeckuli cmamyc — TEKYLWNN agMUHUCTPATUBHBIN cTaTyc uHTepdelica LAG;

AKmueuposams MpuoCMaHoeneHHbIl uHmepgelic — npu yctaHoBaeHHOM ¢Jiare npoucxoauT
BKJ/IlOYEHME NOpPTa, KOTOPbIM Bbl/1 MPUOCTAHOB/IEH;

OnepamugHblli cmamyc — onepaTUBHbIV CTaTyC (TEKyLLee CoCToAHNE UHTepderica):
=  AkmuseH — WHTepdelc aKTUBEH, COeAMHEHNE YCTAaHOB/IEHO;
=  HeakTMBeH — MHTepdeNC HEAKTUBEH;

ABmoco21acos8aHUe CKOpOoCMu — COCTOsIHWE aBTOCOIM/IAaCOBaHMA AN CKOPOCTM M AynJjieKkca Ha
HacTpaMBaemMom MHTepdeice:

e BKnaw4YeHO — aBTOCOrNAacoOBaHMUE BK/OYEHO;
® BbIK0YEeHO — aBTOCOMNaCoOBaHUE BbIKAKOYEHO;

OnepamusHblli cmamyc aemoco2aaco8aHUs — TeKyllee COCTOSHWE aBTOCOr/IAacOBaHMA Ha
nHTepoelice LAG;

AaMUHucmmeUBHbIU PEXUM OHOHCUpPOBAHUA — MNapaMeTpbl aBTOCOr/1aCoBaHWMA, 3a4adHHble
AdAMUHUCTPATOPOM:

= MaKcumaneHbll pexum — noaaep>KUBaOTCA BCE CKOPOCTM W HACTPOWMKM Ayn/eKCHOro
pPeXnma;

= 10 Full — noppaepmnBaetca ckopoctb 10 M6UT/C 1 AYNAEKCHbIN PEXUM;
= 100 Full — nopaepskmsaetca ckopoctb 100 MBUT/C 1 AyNIEKCHbIN peXKnm;

= 1000 Full — nogaepxnsaetca ckopocTb 1000 M6UT/c 1 AyNAEKCHbIN peXnm;

OnepamugHbili pexum GHOHCUPOBAHUA — TNApPaMeTPbl aBTOCOI/IaCOBaHUA, 0bbABAsSEMble MHTep—
delicom NIoKaNbHOTO YCTPOMCTBA;
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—  Pexum aHOHCUPOBAHUA y coceda — napameTpbl aBTOCOr1acoBaHMA, O06bABAEHHblE UHTepdeincom
cocefiHero yCTponcTBa;

—  AOMUHUCMPAmMUBHAA CKOPOCMb — PYYHAA HAaCTPOMKA CKOPOCTU Nepesaym AaHHbIX nHTepdeica LAG.
JonycTmble 3HauYeHMUA CKOPOCTM 3aBUCAT OT TuNa uHTepdelica. CKopocTb MHTepdeinca MOXKeT bbiTb
HaCTpoOeHa BPYYHYIO TOJIbKO MPU OTKAOYEHHOM aBTOMATMYECKOM COr/lacoOBaHUM MapameTpoB
nHTepdelcos;

— OnepamueHas cKopocmb — TeKyL,ana CKOPOCTb Nepeaadn AaHHbIX Ana nHtepodeica LAG;
—  YnpasneHue NOMoOKoM — pexum ynpaBieHUA NOTOKOM:

" BK/OYEHO — PEXMM BK/IOYEH;

"  BbIKAOYEHO — PEXUM BbIK/AOYEH;

=  AsmocozenacoeaHue — BO3MOXHOCTb ynpasaeHna NOTOKOM onpeaendaetca B XxXoae
npoueaypbl aBTOCOrNacoBaHuA;

— OnepamuseHsbili cmamyc ynpasaeHus MOMOKOM — TEKYLMA PEeXMM YMNpaBieHUA MNOTOKOM Ha
nHTepdelice.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEK.

2.7.1.3 YnpaseneHue cocmasom epynnei LAG

B paspene Hactpoiku L2 - UHTepddeiicbl - YneHctBo LAG dopmmpyeTca cnMcoK nHTepdeincos,
KOTOpble BXOAAT B cOCTaBs rpynnbl LAG.

KommyTtatop cepumn MES23xx/MES33xx/MES35xx/MES5324 obecneunsaeT Noaaep:Kky A0 BOCbMU
nHTepdelicos Ethernet B ogHoli rpynne nopTtoB LAG n g0 BocbMu rpynn LAG Ha yCTPOMCTBE MM CTEKE
ycTpoincTts. Kaxpgana rpynna noptos A0/XKHA COCTOATb U3 UHTepdelicos Ethernet c o4MHAaKOBOM CKOPOCTbIO,
paboTalowmx B AYNJIEKCHOM pPEXMME C BbIK/AOYEHHbIM aBTOCOr/iacoBaHMem. WHTepdelic He ponxeH
npuHagnexkatb VLAN 1 moxKeT 6bITb TONbKO B 0gHOM rpynne LAG.

Bce noptbl LAG vmelOT OAMHAKOBble npaBuaa ¢uAbTpauuu BxoAsAwero Tpaduka, npasuna
TErMPOBAHUSA, PEKUM «OBPATHOrO AABAEHUAY, PEXKMM YNPaBJAEHUA NOTOKOM, MPUOPUTET UHTepdelica, TUN
TpaHcuBepa. Ecan wHTepdelic pobasneH B rpynny LAG, To ero MHAMBMAyaNbHble HACTPOMKU He
AencteuTenbHbl. lNpu  yaaneHun uHTepdeitica w3  rpynnbl LAG  uHAMBUAYaANbHbIE  HACTPOMKMK
BOCCTaHaB/AMBAIOTCA.

Hactpowku L2 /| UHTepcpencel / YneHcTeo LAG

LAG | un | Grarye | acrumo|

T || T
DR N~ |
ER ] B~ ]

DR~ |
o | [ | | Iz
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[na nsmeHeHun coctasa rpynnbl LAG HyKHO HaKaTb KHOMKY «PeAaKTMPOoBaTh» HaNnpoTUB 3a4aHHOMN
3anucK 1 3anoIHUTbL COOTBETCTBYOLME NONSA:

lagMembership Settings

Homep LAG |28

e

LACP

CnNUCOK NOpTOB YYACTHHUKM

gi1/0/
Qin/o
gi1/0f
Qi1/0;
gi1/0/

O & WK =

4

CoxpaHuTb

— Howmep LAG — HomMep arpermposaHHoM rpynnbl LAG (1-48);

— Umsa LAG — vimsa (onucaHue) rpynnbl LAG;

— LACP — npwv yctaHOBAEHHOM ¢dnare BKAOYEH mexaHn3m LACP, MHaye — BbIK/OYEH;
— CnucoK nopmoe — CNUCOK AOCTYMHbIX MHTepdelicos;

—  YyacmHuKu — cnucok nHTepdeincos, BKAOUYEHHbIX B AaHHY0 rpynny LAG;

MHTepd)eﬁCbl AO6aB/'IFHOTC‘r'I B CMMUCOK C NOMOLWbIO KHOMKKM ==, yA3NAKTCA U3 CMNCKa C MOMOLLbIO
KHOMKKN =

Ha)kmuTe KHOMKy «COXpaHUTb» AnA NPUMEHEHNA HaCTPOEeK.
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2.7.1.4 Hacmpolika npomokona azpe2ayuu KaHanoe LACP

B pasgene Hactpoitkm L2 -> WUHTepdeiicbl -> Mapametpbl LACP BbINOAHAIOTCA HACTPOWKU
ycTpolicTBa Ana paboTbl no npoTokony LACP.

HacTtpownku L2 | UHTepdencel / MapameTpel LACP

rnoGankHeiit npuopwuTeT LACP | 1 |

[+ Tiopr | npwopumer | Taincayr |
ot [ |
o fowe 1| een | i)
+ Jos [1 | |

«Jooa [1 || |
- I | ______ N

CE =]
D CCN O~ ]

‘ CoxpaHuTs ‘

—Inob6anoeHeili npuopumem LACP — cuctemHblit npuoputet (1-65535). Mo ymonYaHUIo ycTaHOBAEHO 1;

Hactponka napametpos LACP

Mopt gi1/01 |
MpuoputeT |1—|

TaimayT [ AnuHHbIR W |

CoxpaHuTb

— [lMopm — Homep KoHUrypupyemoro nHTepdeiica;
— [puopumem — LACP-npuoputeT ans nopta (1-65535);
— Taldmaym — apgMmuUHUCTPaTUBHLIA LACP-TalimayT:

= [lAuHHbIU — ANUTENbHOE BpeMA TalmayTa;

=  Kopomkuli — manoe Bpems TanmayTa.

HaskmuTe KHOMKY «COXPaHUTb» A/1A NPUMEHEHNA HAaCTPOEK.
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2.7.2 YnpasneHue cmamuyeckoli/duHamuyeckoii adpecayueli

2.7.2.1 Hacmpolika cmamu4ecKkoli adpecayuu

B pasgmene Hactpoiiku L2 - Tabauua MAC-agpecos -> CrtaTMueckue agpeca BbIMNOJIHAETCS
HacTpoWKa cTaTuyeckor agpecaumm MAC—Tabnuubl.

Hacrtponku L2 / Tabnuua MAC-agpecos / Ctatuyeckue agpeca

00 et s e |

Ynanute || [lobasuth | Hasaa || [lanee |

Ona yaaneHua ctaTuyeckoi 3anucu ns tabamubl MAC-agpecoB ycTaHoBUTe ¢Jiar HaNnpPoOTUB 3a4aHHOMN
3aMNCU U HAXKMUTE KHOMKY «YAanunTb».

Ons pobasneHus ctaTuyeckol 3anucu B Tabauuy MAC-agpecoB HaxmuTe KHOMKY «[1o6aButb» m
3anoJ/IHUTE COOTBETCTBYHIOLLME NOJIA:

OobBaenenune cTatuyeckoro agpeca {f‘
HTepden O pT VI LAG
IAC-anpe:

@® Wpenmupmkatop VLAN v

Lraryc 10CTOAHHBIN v

CoxpaHnTs

— UHmepgpelic — nHTepdelic, K KOTOPOMY NpUMeHAEeTcA cTaTudeckmii MAC-agpec;

Mopm — Homep Ethernet-uHTepodeiica, gna KOTOPOro NpUHUMaeT 3HadeHua gi0/1..gi0/48,
te0/1 .. te0/4;

LAG — arpervpoBaHHasd rpynna noptos LAG, npMHMUmaeT 3HavyeHne 1-12;

— MAC-adpec — MAC-agpec, KOTOPbI BKAOYEH B TEKYLLMMN CMIUCOK CTAaTUYECKUX afpecos;

— UdeHmugukamop VLAN — Homep VLAN, K KOTOPOMY OTHOCUTCA 3aMNuCh;

— Uma VLAN — nma VLAN, K KOTOPOMY OTHOCUTCA 3anuChb;

- Cmamyc — TN 3anucun:

besonacHbili — MAC-aapec ocTaeTca NOCTOAHHbLIM, NOKa NOPT ABAAETCA 3a6/10KMPOBAHHbIM;
MocmosHHbIl — MAC-agpec ocTaeTca NOCTOSHHbIM;
Y0aneHue no nepezpyske — MAC-agpec byaeT yaaneH nocse nepesarpysku ycTponicTea;

Y0aneHue no maiimamy — MAC-agpec byaeT yaaneH no takmayry.

Ha)kmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HacTPOoeK.
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2.7.2.2 Hacmpolika ouHamu4ecKoli adpecayuu

B pasgene Hactpoikm L2 - Tabnuua MAC-agpecoB - [uHamuuecKkue agpeca BbiMNOJHAETCA
HacTpoiKa AMHaMmyeckon agpecaunn MAC-Tabanubl.

Hactponku L2 / Tabnuua MAC-agpecos / JuHamuyeckne agpeca

TamaayT Ha yaanedue | 300 cex

O4MCTUTL Tabnuuy

CoxpaHuTb
MapawmeTpsl 3anpoca:
WHTepdenc MopT LAG
MAC-agpec {
WaeHTudpuxatop VLAN [
CopTHpoBaTth No VLAN v
dunsTpoBaTs |
Texywan Tabnuua agpecos
| # | Maewrucpuxarop VLAN | MAC-appec | wumepdpeiic |

Hasap \ [anee |

— Taymaym Ha ydaneHue — Bpema XpaHeHus 3anucu B Tabauue MAC-aapecos, (1-630 cekyHa). Mo
yMon4YaHumio yctaHoseHo 300 cekyHA;

— Oyucmums mabauyy — yAaneHue 3anuceit n3 Tabauubl AuHamuudeckux MAC-aapecos. Ona
yAaneHuna 3annceit Hy>KHO YCTaHOBUTb dar U HaXKaTb KHOMKY « COXpaHUTbY;

[na Toro ytobbl 0TO6PA3UTL M OTCOPTUPOBATL 3anmck B MAC-Tabanue no ogHomy M3 NapameTpoB
YCTaHOBUTE OAMH U3 cieaytowmnx GAaros U HaXKMUTE KHOMNKY «PUnbTpoBaTb»:

UHmepgpelic — npu ycTaHOBNEHHOM diare byaeT akTuBeH GUAbTP 3anncei no Homepy nHTepdeica:
=  [lopm — ¢unbTp No Homepy Ethernet-untepdelica;
= [AG — ¢unbTp No Homepy rpynnbl LAG;

— MAC-adpec — npu ycTaHOBAeHHOM dnare byaeT aKTMBeH GUALTP 3anucel no 3agaHHomy MAC-
appecy;

— WoeHmugukamop VLAN — npu ycTaHoBnAeHHOM ¢nare 6yaeT akTMBeH GWALTP 3anucein no
3ag4aHHOMY HOMepy VLAN;

— Copmuposambs o — napameTp, No KoTopomy byaeT npousBegeHa copTuposka: MAC-agpec,
nHtepdelic, VLAN.

HaskmuTe KHOMKY «COXPaHUTb» A/1A NPUMEHEHNA HAaCTPOEK.
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2.7.3 Hacmpoiika npomokonoes cemelicmea Spanning Tree (STP, RSTP, MSTP)

Spanning tree — anropmTm NOKpPbIBAlOLWEro Aepesa, KOTOprﬁ Nno3BO/1AET YCTAHOBUTb MHOXECTBO
napansenbHblX MaplwpyToB mexay HeCKO/IbKUMU NOKa/IbHbIMU CETAMU NN CETMEHTaMU ceTen.

KommyTaTopbl MCNONbL3YIOT aaroputm «Spanning tree», No3BosiAs aBTOMAaTMYECKM Onpenenatb
APEeBOBUAHYIO KOHUIrypaLmio cBasei B ceTn 6e3 netesib NP NPOU3BOJIbHOM COEANHEHUN MOPTOB MEKIY
coboli. KoHpurypauma noKpbiBalowWero Aepesa CTPOUTCA aBTOMATUYECKM C UCMONb30BaHMEM obmeHa
CNyKebHbIMKM NaKkeTamu.

KommyTtaTopbl cepumn MES23xx/MES33xx/MES35xx/MES5324 noagep»kmBatoT npoTtokonbl STP (IEEE
802.1d), RSTP (IEEE 802.1w), MSTP (IEEE 802.1s).

2.7.3.1 0O6wue HacmpoliKku STP

B pasgene Hactpoiiku L2 - MMpoTtokon ceasywuwero gepesa (STP) = MobanbHble napameTpbl
BbIMOJIHAOTCA 06LLME HACTPOMKKN A/1A PaboTbl YCTPOUCTBA Mo NpoToKoay STP.

Hactpowku L2 / MpoTokon ceAsywwero gepesa (STP) / TmoGanbHble napameTpbl

Fno6ankHele HACTPOHKH

Cratyc BbiknioyeH w
Pexum |RSTP v
Oopabotka BPDU Paccbinka
Onpeaenelue CTOMMOCTH NYTH | [INMHHBIA v

HacTpo#Wkn MocTa

Mpuoputet 32768
® Whrepean mexay Hello BPDU 2 (CEK)
MakcuManeHoe Bpems xuanu BPDU |20 (cex)
) 3aepxka nepen nepenadei 15 (cex)

HasHa4yeHHbIH U KOPHEBOW

MneHTudgukarop mocra 32768-e0:d9:e3:€9:02:80
aeHTMdMKATOp KOpHEBOro MocTa<  32768-e0:d9:e3:€9:02:80
Kopxesoi nopt 0

PaccToAHue 40 KOPHEBOrO MOCTA 0
Konu4yecTso M3MeHeHwid Tononormy 1
MocnegHee W3MEHEHKE 120/ 04/ 5\ 36C

CoxpaHuTb

Fno6anbHble HacTPOKKM — obuime HacTponkm STP:
— Cmamyc — cocTtoaHue dyHKUuKM STP Ha ycTpoiicTee:

= BKawovyeH — GyHKUMA STP BKAOYEH];
= BolKaoveH — GYHKUMA STP BbIKAHOYEH];

—  Pexcum pexum paboTbl npoToKosa STP:

=  STP — npoToKo nokpbiBatolero aepesa (IEEE 802.1d STP). YcTaHOBAEHO MO YMONYAHUIO;

=  RSTP — 6bICTPbIN NPOTOKOAN NOKpbIBatoLLero Aepesa (IEEE 802.1w RSTP);
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= MSTP — npoTOKOA, NOAAEPKMUBAIOLLNIN MHOMKECTBO 3K3EMMNIAPOB MOKPbIBAOLLErO Aepesa
(IEEE 802.1s MSTP);

Obpabomka BPDU — pexum obpaboTkm naketos BPDU uHTepdelicom, Ha KOTOPOM BbIK/HOYEH
npotokon STP:

" unempayus — Ha UHTepdence C BbIKIOYEHHbIM MpoToKosiom STP BPDU-nakeTsl
dunbTpytoTCs;

" pPACCbIIKA — Ha UHTepdence c BbIKAOYEHHbIM NpoToKonom STP HeTerMpoBaHHble BPDU-
nakeTbl NepeatoTca, TermpoBaHHble — GUIbTPYIOTCA;

OnpedesieHue cmoumocmu ymu — 3Ha4YeHUA CTOMMOCTU NYTH, UCNOJIb3yeMble N0 YMOAYAHUIO:
= 07IUHHbIU — 3HaYeHMe LEeHHOCTM B AnanasoHe (1-200000000);

= Kopomkuli — 3HaYeHMe LUEeHHOCTM B AManasoHe (1-65535).

HacTtpoiiku mocTa:

Mpuopumem — npuopuTeT ceAasylllero aepesa STP, (0—65535). KopHeBbIM KOMMYTaTOpPOM
Ha3HA4YaeTCcA KOMMYTATOP C MEHbLUNM NpnopuTeTom. Mo ymonyaHuio yctaHoseHo 32768. 3HaveHune
npuopuTeTa AOJIXKHO O6bITb KpaTHO 4096;

UHmepsan mexcdy Hello BPDU — wHTepBan BpeMeEHU MexKay nepeaadyamu LMPOKOBELLATe/IbHbIX
coobuieHnit «Hello» K B3aumogencTayowmm KommyTtatopam, (1-10). Mo yMmon4aHUIo YCTaHOB/IEHO 2;

MakcumasnibHoe epemsa #u3Hu BPDU — Bpemsa Xu3HM ceasyiollero aepesa STP, (6—40). Mo ymondyaHutio
ycTaHoBneHo 20 ceKyHS;

3adepxka neped nepedaueli — NHTEPBAN BPEMEHMU, 3aTPAYMBAEMbIN HA NPOCAYLWMBAHUE U U3yYEHUE
COCTOAHWIA Nepen NepeKkaloyYeHnem B COCTOAHNE nepesadun. Mo ymonyaHuio ycTaHoBeHo 10 cekyHa;

HasHaueHHbIi u KopHeBoU — MHOPMaLLMA O KOPHEBOM KOMMYTaTOpPE:

HNoeHmugukamop mocma — npuoputeT mocta n MAC-agpec;
MdeHmugukamop KopHeso20 MOCmMa — NPUOPUTET KopHeBoro mocta u MAC-aapec;

KopHesoli nopm — HoMep NopTa, KOTOPbIN NpeasiaraeT Camyto HU3KYI0 CTOMMOCTb NyTU OT AaHHOro
MOCTa 4,0 KOPHEBOrO MOCTa;

PaccmosHue do KopHego020 MOCMa — CTOMMOCTb NYTW OT AaHHOrO MOCTa 10 KOPHEBOro MOCTa;
Konuyecmeo usmeHeHuli monosaoauu — obliee KoanM4yecTso nsmeHeHmi STP;
MocnedHee usmeHeHue — Bpemsa C MOMEHTa Noc/aeiHero U3MeHeHUs TONOorUn CeTH.

Ha)kmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HacTPOeK.
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2.7.3.2 Hacmpolika STP 0a5 onpedeneHHo20 uHmMepgelica

B paspene Hactpoiiku L2 = MpoToKon ceasyowero gepesa (STP) - Mapamertpbl uHTepdeiicos
CeTeBoM agMMHUCTPATOP MOXKET BbINOJHUTbL HAaCTPOMKy STP ana onpeaeneHHoro nHtepdeiica.

Mpu yctaHoBneHHOM dnare «[opTbi» byaeT oTobpaskeHa Tabavua 4NA NOPTOB KOMMYyTaTOpa, Npwu
ycTaHoBneHHom dnare «LAG» — tabauua ana rpynn LAG.

HacTponku LZ | [IpOTOXON CBRZyI0WIero Aepesa (STP) / 1apamMeTphl WHTePPencos

® nepre O LaG

nmmmmm-mmmmm-mmmm-@ !

OnAa “3MeHeHMs HaCTPOEeK HaXKMWUTE KHOMKY «PedaKkTMpoBaTb» HanpoTMB 3a4aHHOW 3anucu u
3anoJ/IHUTE COOTBETCTBYHIOLME NOJIA:

Hactpownku nutepdeiica

Mopt |W|
STP [Boknrouen v |
BricTpobii nepexoa lm—"|
BKMIONMTD 33WMTY KOPHEBOTo MOCTA O
BKNIOMUTD 3aLUMTY OT HECAHKUMOHMPOBaKHbX BPDU |:]

CocrosHue noprta Bbiknioden
CropocTb Heonpeaenexo
CroumocTb I 2000000 |
CTOMMOCTb NO YMONYAHMIO O

Mpuopurer IIZS—|
NaeHTMOUKATOP HASHAYEHHOro MOCTa Heonpeaenexo
WaeHTnduKaTop HasHa4YeHHOro nopra Heonpeaenexo
CTOMMOCTb HasHa4YeHHOro NopTa Heonpeaenexo
Konu4ecTeo nepexodoe B nepecbinatoliee COCTOAHUE Heonpeaenexo
LAG

Coxpanute |

— [llopm — Homep Ethernet-untepdeiica;

— STP — pexxum paboTbl npoTokona STP Ha uHTepdelice:
= Bkawo4yeH — npotokon STP BKkAtoYeH;
®  BbiKnwoyeH — NpoToKoa STP oTKAtOYEH;

- EbICmprlj nepexod — COCTOAHME peXnma, B KOTOPOM NOPT Npn NOAHATUMN Ha HEM JIMHKA Cpasy
CTaHOBUTCA B COCTOAHKME Nepeaadn, He Jo0XKNOaAaACb UctevyeHunA Taﬁmepa:

= Asmo — delicmaue no ymon4aHuo;
= BKAOYEH — PEXKMUM BK/IOYEH;

" BbIKAHOYEH — PEXKUM BbIKNOYEH;
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—  BKaw4umes 3aWumy KOpHe8020 Mocma — Npu yCTaHOBAEHHOM ¢are BK/0UEHa 3alliMTa KOPHEeBOTO
KOMMYyTaTopa Ai/1A BCeX CBA3YIOLWMX AepeBbe STP BbI6paHHOro NopTa, MHave — 3allMTa OTK/OUYEHa.
[aHHas 3awmTa 3anpewaeTt uHTepdeiicy bbiTb KOPHEBLIM NOPTOM KOMMYTATOPa U, TaKUM 0bpasom,
nepeonpeaenatb Ha3Ha4YeHHbIN paHee KOPHEBOW NOPT;

— Bkaw4ume 3auumy om HeCaHKYUOHUPOBAHHbIX BPDU — npw yctaHoB/ieHHOM dnare paspelieHa
3alMTa, BbIKAOYatoWwan nHtepdeiic npu npuéme naketos BPDU;

— CocmosHue nopma — TeKylee coCToaHNe paboTbl NpoTokoa STP Ha uHTepdeiice:

=  Forwarding — npoTokon STP pa3pelweH Ha MNOPTY W MNOPT TPaAHCAMPYET MNaKeTbl B
COOTBETCTBMM € Tonosnoruen STP;

= Disabled — npoTtokon STP oTKAlo4eH Ha uHTepdodeiice;

=  Blocking — wHTepdeic 3ab10KMPOBaH N He MOXKET Nepecbinatb TpaduK Uam nsyyatb MAC-
agpeca;

= [Ljstening — NOPT B peKMMe MPOC/AyLIMBaHWNA. B 3TOM COCTOAHMM NOPT He TpaHCAUpYeT
Tpaduk. [na 3Toro nopTa He BbiNoHAETCA nsyyeHne MAC-agpecos;

= [earning — nopT B COCTOAHUM 0B6y4YeHUs. MopT He TpaHCAMPYET TpadUK, HO MOXKET M3ydaTb
HoBble MAC-aapeca;

— CKopocmb — TeKyL,aa CKOPOCTb Nepenayn AaHHbIx gna nHtepdeica;
— Cmoumocmeb — CTOMMOCTb MYTH Yepe3 KOHOUTYPUPYEMBIN NHTePdENC;

— Cmoumocms 1o yMOoAYGHUIO — NPW YCTaHOB/IEHHOM dare 3a43aeTcA LLeHHOCTb NYTU MO YMOYaHUIO,
cm Tabanuy 2.2;

— [lpuopumem — npuoputeT nHTepdelica B ceasyowem gepese STP, (0—240). 3HayeHUe npuopuTeTa
O0MKHO BbITb KpaTHO 16. Mo ymonyaHuio ycTaHoBneHo 128;

— MoeHMuguKamop Ha3Ha4YeHHO020 MOCMa — NAEHTUOUKATOP HA3HAYEHHOTO MOCTa;
— MoeHMuguKkamop Ha3Ha4eHHo20 NopMa — UAEHTUPUKATOP Ha3HAUYEeHHOro NopTa;

— Cmoumocmb Ha3Ha4YeHHo20 NopMa — CTOMMOCTb Ha3HAYeHHOro NopPTa, Y4acTBYHOLLEro B TONO/IOMMH
STP;

— Konuuecmeo nepexodos 8 nepecsinarouee cocmoaHue — KONNMYeCcTBO Nepexoaos UHTepdelica us
coctoanua Forwarding B coctosiHue Blocking;

— LAG — rpynna LAG, K KOTOPOI NPUHAANEXUT NOPT.

HaskmuTe KHOMKY «COXPaHUTb» A/1A NPUMEHEHNA HAaCTPOEK.

Tabauua 2.2 — LLeHHOCTb NyTK, YCTaHOBAEHHAA N0 YyMOA4YaHMIo (spanning—tree cost)

Memod onpedeneHus
Unmepdpeiic YyeHHocmu nymu
AnunHnbiii Kopomkulii
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000 2
Gigabit Ethernet (1000 Mbps) 20000 4
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2.7.4 Hacmpolika npomokKona Rapid STP

B paspene Hactpoiiku L2 -> MpoTtokon 6bictporo ceasyiowero aepesa (RSTP) BbinonHaetcs
HacTpoliKa NapameTpPoB YCTPOMCTBA ANs paboTbl No BbiCTpOMY NPOTOKOAY NOKpPbIBatowero aepesa (RSTP).

Mpu ycTaHoBNeHHOM dnare «Ports» byaet otobpakeHa Tabavua 418 NOPTOB KOMMyTaTopa, Npu
yctaHoBneHHom dnare «LAGs» — Tabauua ana rpynn LAG.

Hactpoiku L2 / lpotokon 6bicTporo ceasyuero aepeea (RSTP)

CoxpanuTb

[na pefakTMpoBaHMA MNapameTpoB OMPeAEeNeHHOro WHTepdeica HYXHO HaxaTb KHOMKY
«PeaaKTMpoBaTb» HanpPOTMB 3aNMCK U 3aMNONHWUTL CaeaytoLme Nons:

HacTpouka nporokona beicTporo ceasywwero aepeea (RSTP)
WkTepteiic ®nopt[git02 v |(OLAG 1 ~
Ponb BoiknioyeH
Pexmm RSTP
BhICTpIA pexiam BriknoueH
CocToAHue nopta Brikniouer
AZMUHNCTPATUBHBIA PEXMM TOHKA-TONKA [AmTo v
OnepaTHBHLIN PEXAM TOMKA-TOYKA BrnroueH
Murpauus npoTokona |:|

— UHmepgelic — nHTepdelic, AN KOTOPOTo BbINOJHAKOTCS HAaCTPOIKM RSTP;
= [lopm — Homep Ethernet-uHtepdelica, (gi0/1..gi0/48, te0/1 .. te0/4);
= |AG — arpervpoBaHHas rpynna noptos LAG, (1-48);

— Ponb — ponb nopta B Tononorum STP B cootsetcemu ¢ IEEE802.1D:
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— Pexcum

KopHesoli — NopT C HAMMEHbLLEN CTOMMOCTbIO MYTU A0 KOPHEBOTO KOMMYTATOPa;

HaszHaueHHbIl — nHTepdenc nnn rpynna LAG, yepes KOTOpPbI Ha3zHAYeHHbIA KoMMyTaTop
noaknatoyeH K LAN;

JlonosnHumesnbHblli — anbTEPHATUBHbLIN MyTb K KOPHEBOMY KOMMYTaTOpPYy OT KOPHEBOTO
nHTepdelica;

Pe3epaHbili — pe3epBHbIA NyTb A58 Ha3HaYeHHOro nopta. B cnyyae nepexoaa designated-
nopTa B Hepabouee cocTtoaHuMe, backup-nopT ByaeT MCcnob30BaH A5 NOAKIOYEHMA K TOMY
YK€ CermeHTy ceTy;

BbiknovyeH — NOpPT He yyacTByeT B Spanning Tree;

— pemm paboTbl npotokona STP — RapidSTP;

— Bbeicmpelli pexcum — pabodee coctosHue «Fast Link» (BKatoueH/BbIKAOYEH) Ha UHTepdelice uan

rpynne

LAG. Ecnn Ha uHTepdence BKAoYeH pexum «Fast Link», To uHTepdelic aBTomaTuyecku

nepeBoOAMTCA B COCTOSIHME Nepeaayn gaHHbIX Npu akTneaumm nopta (link up);

— CocmodaHue nopma — COCTOAHUE NOPTa,

Forwarding — npoTtokon STP paspeweH Ha NOpPTY W MOPT TPaHCAMPYeT NakeTbl B
COOTBETCTBUM Cc TOonosormnen STP;

Disabled — npoTtokon STP oTKAto4eH Ha MHTepdelice;

Blocking — nHTepdelic 3a610KMpPOBaH M HE MOXKET nepecblnatb TPaPuk nam nsydatb MAC-
afpeca;

Listening — nopT B pexume NpoCAyWwuMBaHUA. B 3TOM COCTOAHMM NOPT He TpaHcaupyeT
Tpaduk n nsyyeHme MAC-agpecoB 4711 3TOro NOPTA HE BbIMOHAETCS;

Learning — nopT B cOCTOAHUMN 0ByYeHuA. MNopT He TpaHCAUpPYET TpadUK, HO MOXKET U3y4yaTb
HoBble MAC-aapeca;

- AaMUHucmmeUBHbIU PEMUM MOYKG-mo4YKa — COCTOAHME CoeaUNHEHMA TOYKA-TOYKa:

Asmo — aBTOMAaTUYeCKOe onpeaesieHme TMNna coeanHeHUs, onpeaeseHme NnpoucxoguT Ha
OCHOBaHMM peXKMMma agynnekca. [na AynnekcHOro nopTa yCTaHaB/MBAETCA TUM «TOYKa-
TOYKa», A5 NOAYAYNEKCHOrO — «Pa3BETBNEHHbINY;

BKntoyeH — Ha YCTPOWCTBE pa3pelleHO YCTaHaB/AMBaATb COEAMHEHME «TOYKA-TOYKaA» U
CoCTosiHMe UHTepdelica onpegenaeTca no pesynbTatam pabotbl npoTokoaa LCP (Link Control
Protocol) npu yctaHoBAeHWUM 1 3aKpbIiTUKM PPP-coegmHeHuns;

BbiKnoyeH — Ha yCTpOﬁCTBe pa3pewieH TMn coeanHeHunA «paBBeTB}'IeHHbIl\;I)).

- OI'IE’,OCImUSHbIlj PEX UM MOYKA-MOYKA — OI'lepaTMBHblﬁ CTaTyC coeaAnHeHUNA KTOYKa-TOYKa»,

—  Muepayus npomokosaa — Npu ycTaHOBAEHHOM ¢Jiare BKAOYEHa oTnpaBKa LCP-NakeToB AN HACTPOMKK

N TECTUNPO

BaHWA KaHaNa nepeaayun AaHHbIX, MHa4Ye — OTNpaBKa LCP-nakeToB 3anpeweHa.

Ha)kmuTe KHOMKy «COXpaHUTb» AA NPUMEHEHNA HAaCTPOEK.
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2.7.5 Hacmpoiika npomokona Multiple STP

B pasaene Hactpoitkm L2 -> T[IpOTOKO/N MHOXECTBEHHbIX CBA3yloWwUx aepesbeB (MSTP)
BbINOJIHAETCA HACTPOMKa NapameTpoB YCTPOMCTBA ANA PaboTbl MO NPOTOKONY HECKOIbKUX IK3EMNAAPOB
nokpbiBatowero gepesa (MSTP).

2.7.5.1 Hacmpolika obwux napamempos 07118 MSTP

B pasgene Hactpoitku L2 -> MpPOTOKON MHOMXECTBEHHbIX cBA3ylwux aepesBbeB (MSTP) >
Fno6anbHble napameTpbl YyCTaHABAMBAOTCA 0bLWMe NnapameTpbl g5 paboTbl No npoTokony MSTP.

Hactpowku L2 / lpoTokon mHoXecTBeHHbIX cBAsyowmnx AepesbeB (MSTP) / TnobanbHbie napameTpbl

Mman koHDUrypaumm e0:d9e3:e9:02:80
Homep sepcun KoHDMUrypaLuu 0
MaxcMManbHOE KONMYECTED NePEeCchINoK 20

Kopexb BHyTpeHHero ceasywowero aepesa 32768-e0:d9:e3:€9:02:80

CoxpanuTs

— Umsa KoHpuzypayuu — wnaeHTudurkatop obnactm MSTP. Ecnm 3HayYeHWe nons He 3a4aHo, TO Mo
yMON4YaHuIo byaeT ycTtaHOBAEHO 3HaYyeHMe MAC-agpeca yCTpoiCTBa;

— Homep sepcuu KoHgu2ypayuu — HOMEP PEeBU3NN TeKyllen KoHourypauum MSTP. [donycTmblii
AnanasoH 3HayeHun (0-65535);

— MaKcumansbHoe Koauyecmeo nepecbisiok — MAKCUMasibHOE KOJIMYECTBO TPaH3UTHbIX Y4acTKOB A/A
naketa BPDU, Heobxoaumbix ans GopMMpoOBaHUA gepeBa U yaep)KaHua uHPopmaumm o ero
CTpoeHun. Ecnn nakeT yKe nNpollen MaKCMMAJibHOE KOJIMYECTBO TPAH3WUTHbIX Y4acCTKOB, TO Ha
cneaytowem ydyactke oH otbpacbiBaeTca. JlonycTMmMbI AnanasoH 3HaveHui ot 1 go 40, 3HayeHue no
ymonyanumio — 20;

— KopeHb 8HympeHHe2o ceAsyowe2o0 O0epesa — wuaeHTUOUKATOP macTepa (root) BHyTpeHHero
CBA3yIOLLErO AepeBa.

Ha)kmuTe KHOMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEeK.
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2.7.5.2 [Tlpusaska VLAN k akzemnaapam MSTP

B pasgene Hactpoitku L2 -> MpoTokon MHOMecTBeHHbIX cBAsyowux aepesbes (MSTP) -
Mpueaska VLAN K 3K3emnaapam CBA3YIOWEro aAepeBa ycTaHaBamMBaeTca cootsetcTeue mexay VLAN u
aK3emnaapamm npotokona MSTP.

Hactpowku L2 / potokon mHoXecTBeHHbIX cBAsyowux gepeeses (MSTP) / Mpueaaka VLAN k akzemnnsapam CBA3yHLWEro gepesa

3anpoc no waexTHdMKaTOpy VLAN | |

Oxsemnnap gepesa Sxsemnnap gepesa Oxsemnnap Aepesa Oxsemnnap gepesa
[ [ s o[ e o [535 e 35

[ Coxpanuts H Hazag H [Oanee ]

[Ona Toro ytobbl 0TO6Pa3nTL U OTCOPTUPOBATL 3anucK B Tabanue no Homepy VLAN, BBeguTe B nose
«3anpoc no naeHtnomkatopy VLAN» Homep VLAN 1 HaxkmuTe KHOMKY « PUabTpoBaTby.

— VLAN — npgentnduratop VLAN;
— DJK3emnasap 0epesa — UAEHTUPUKALMOHHDBIN HOMepP 3K3emnaspa npotokona MSTP, (0-64).

HaskmuTe KHOMKYy «COXpaHUTb» A/1A NPUMEHEHNUA HAaCTPOEK.
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2.7.5.3 Hacmpolika 3Kk3emnasapoe nokpwisarouje2o oepesa

B paspene Hactpoitku L2 -> [MpOTOKON MHOXKeCTBEHHbIX cBA3ylowux aepesbeB (MSTP) ->

MapameTpbl 3K3eMNNAPOB CBA3YIOLWEro AepeBa BbIMOJHAETCA HACTPOMKa npuopuTeTa ANA AAaHHOro

KOMMYyTaTOpa nepes octasbHbIMU, UCNONb3YIOWUMM 06WmMin 3k3emnaap MSTP.

3x3emnnap gepesa

Cnurcox VLAN

MpropuTer mocTa
NaeHTMOHEATOP KOPHEBOTD MOCT
Kopresoit nopt

PaccTosrre go KOpPHEBOro MocTa
WAagesmwdukaTop mocTta

anTe

32768

32768-e0:d9:€3:€9:02:80
0

32768-e0:d9.e3:9:02:80

HacTtpownku L2 / [IpoTokon MHOXeCTBeHHbIX CBAsyWKX agepeebee (MSTP) / [lapameTpbl 3K3eMNNAPOE CEA3YHIWETD AepeBa

-

OcTasweecs KONK4eCTBO nepeceinox 20

CoxpauuTe

3Kk3emnaap depesa — Homep aKkzemnasapa MSTP;

Cnucok VLAN — Homepa VLAN, ana KoTopbix onpeaeneH AaHHblA Homep sKk3emnaapa MSTP;

Mpuopumem Mocma — TNPUOPUTET ANA [aHHOTO KOMMyTaTopa Mepes  OCTajbHbIMMU,
Ncnonb3yowmmmn obwmin sksemnnsap MSTP, (0—61440);

MNdeHmugukamop KopHeso20 Mocma — UAEHTUGUKALMOHHDI HOMEpP 418 KOPHEBOFO MOCTa;
KopHesoli nopm — KOpHeEBOW NOPT 415 SaHHOTO 3K3eMNAsapa;

PaccmosaHue 00 KOpHe8o020 MOcmd — CTOMMOCTb MYTM K KOPHEBOMY MOCTY AN [aHHOro
3K3EMNAPA;

MNdeHmugukamop mocma — NPUOPUTET MOCTA ANA AAHHOTO 3K3eMNAAPa;

Ocmasuwieeca Konuvyecmso rnepecblsioKk — KOJINYECTBO TPaAH3UTHbLIX YY4aCTKOB, OCTaBLUUXCA nepenq
cneayroulem nosydyatenem.

Ha)kmuTe KHoMKy «COXpaHUTb» AnA NPUMEHEHNA HacTPOeK.
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2.7.5.4 Hacmpolika akzemnnsapos MSTP

B pasgene Hactpoitku L2 -> MpPOTOKON MHOXECTBEHHbIX cBA3ylowux aepesbeB (MSTP) ->
MapameTpbl UHTepdeircoB BbINOHAOTCA HacTpolikn MSTP ana noptos. Ha ypoBHe nopTtoB STP 610KuMpyeT
N36bITOYHbIE CBA3M BHYTPU STP-rpynnbi.

Hactponku L2 / lpoTtokon MHOXeCTBEHHbIX CBAsytoWmKX AepeeseB (MSTP) / MapameTpbl uHTepdencos
3Jxiemnnap gepesa 1 w
WrTepdeiic ® ropr|giton v LAG
CraTyc Heonpeaenero
Twun Heonpeaeneto
Ponb Heonpeaenexo
Pexum Heonpeaenexo
Mpuopurer 28
CroumocTe 2000000 Mo ymonuaxuo
MNaeHTMOHKATOp HasHa4YeHHOro MOCTa Heonpeaeneto
NaeHTMEHKATOP HA3HAYEHHOro NOpTa Heonpeaenetxo
CTOMMOCTE HA3HA4EHHOro NOpTa Heonpeaenero
Konw4ecTeo nepexodoE B nepecsinawiyee coctoAnne Heonpegenewo
OcTaeweecs KONWYECTBO NEPECHINOK Heonpeaenetxo
Coxpanute || Tabnuua wHTepdeincos

— 3kK3emnaap depesa — HoOMep aK3emnnapa MSTP, HacTpoeHHbIN Ha ycTpolicTee, (0—64);
— WHmepgpelic — vHTepdenc, ANA KOTOPOro BbINONHAKOTCA HAacTPoKu MSTP:

= [lopm — HOMep NopTa;

= [AG — HOomep rpynnbl LAG;

— Cmamyc — cocToAHue nHTepdeiica AN 3agaHHoOro aksemnasapa MSTP:

= BKawovyeH — UHTEPDENC BKIOYEH;

= BbIKAoyeH — UHTepdEC OTKAOYEH;

— Tun — 1N nopra:

=  [paHUYHbIG — NOrPaHNYHbIA NopT. Ecam nHTepdelic ABnaeTcAa NOrpaHNUYHbIM, TO B 3TOM Nose
TaK)Ke YKa3bIBaeTcA pexum paboTbl ycTpoinctea (STP, RSTP) Ha apyron CTopoHe;

= Macmep — OCHOBHOMI NOPT;

— Ponb — ponb NopTa, Ha3HaYeHHasa aaroputmom STP:

=  KopHegol — NOPT C HAMMEHbLUEN CTOMMOCTbIO NMYTU A0 KOPHEBOTO KOMMYTATOP3;

®  HasHa4yeHHbIl — wHTepdelc unnm Homep rpynnbl LAG, yepe3 KOTOPbIA Ha3HAYEHHbIN
KOMMYTATOP NoaKatodeH K LAN;

»  JlonosHumesnoHelli — anbTePHATUBHbLIA OTHOCWUTENLHO root-nopTa MyTb K KOPHEBOMY
KOMMYyTaTOopY;

= Pe3epsHbili — pe3epBHbIN NOPT ANA HasHadyeHHoro (designated) noprTa;

= BbiKkAt04YeH — MOPT He yyacTByeT B Spanning Tree;

110 Pykosodcmeo o akcnayamayuu Web-koHgpuaypamopa dna MES23xx/MES33xx/MES35xx/MES5324



O ELTEX

—  Pexum — pexxkum paboTbl npoTokosa STP — MSTP;

— [lpuopumem — npuopuTeT UHTepdeiica AN onpeaeneHHOro aksemnaapa. Mo ymonyaHuto
yCTaHoBANEHO 128;

— Cmoumocmb — CTOMMOCTb MNyTM 4Yepe3 BblbpaHHbIA WHTepdelic, ONA onpeaeneHHoro
3K3emnaspa npoTtokona MSTP, (1-200 000 000);

— [lo ymonyaHuo — npwn yctaHoBAeHHOM dnare byaeT 3agaHa CTOMMOCTb MYTU MO YMOYaHWUIO,
Tabnuua 2.2;

— UNoeHmugukamop Ha3HaYeHHo20 MOCMAa — MAEHTUPUKATOP HA3HAYEHHOIO MOCTa;
— MoeHMuguKkamop Ha3Ha4eHHO20 NopMa — UAEHTUPUKATOP Ha3HAUYEeHHOro NopTa;
— Cmoumocme Ha3Ha4eHHO20 Nopma — CTOMMOCTb Ha3HauYeHHOro NopTa;

— Konuyecmso nepexodos 8 nepecolaarouee cOCMOAHUE — KOJMYEeCTBO W3MEHEHWA Ha
nHTepoelice npu nepexoae 13 coctoaHus «Forwarding» B coctosHue «Blocking»;

— Ocmasuweeca Koau4ecmao rnepecsiiok — KOIMYECTBO TPAH3UTHbIX Y4acTKOB, OCTaBLUMXCA A0
CleaytoLLEero mecTa HasHauyeHus.

HaxkmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HacTPOeK.
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2.7.6 Hacmpolika supmyanbHbix A0KanbHbix cemeii (VLAN)

B naHHOM pa3zesie ONMCbIBAETCA HACTPOMKa BUPTYaibHOM JIOKaNbHOM CeTU:

- onpeaensatoTca ceolictBa VLAN;
- npuUHagnexxHoCTb UHTepdeiicos K VLAN;

- HacTpoiKa nHtepdeincos VLAN.

2.7.6.1 0O6uwue Hacmpoliku VLAN

B pasaene Hacrtpoiiku L2 - VLAN -> HacTpoiiKa BbiNnoAHAKOTCA 0b6LwmMe HACTPOMKM CTaTUYECKOM
VLAN.

Hactpownku L2/ VLAN / Hactpowka

| Yaanus || fo6aeurs |

[na cozaaHma Hosol VLAN HyXHO HaXaTb KHOMNKY «06aBWTb», 3aN0/HUTb COOTBETCTBYIOLME NOAA
M HaKaTb KHOMKY «COXPaHUTb» ANA NPUMEHEHNA HaCTPOEK.

[Nobaeute VLAN

HMaesmndpuraTtop VLAN |_—'_

WMma VLAN | |
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Ona  pefakTMpOBaHMA NapaMeTPoB HYMHO HaKaTb KHOMKY «PenakTMpoBaTb», WM3MEHUTb
HeobXxoAMMble NapameTpbl U HaXKaTb KHOMKY «COXpaHUTbLY» ANA MPUMEHEHUA HAacTpoeK.

HacTpownku ayTeHTU(huKkaummn

Naentndukatop VLAN 1
Wma VLAN

Coxpanutb

—  UdeHmugpukamop VLAN — ngeHTudMKaumoHHbIi Homep VLAN, (2-4094);

- WUmsa VLAN — nma VLAN.

2.7.6.2 YcmaHoeKa npuHadnexcHocmu uHmepgeticos Kk VLAN

B pasgene Hactpoiikm L2 -> VLAN -> YneHCTBO MOXHO MNPOCMOTPETb/M3MEHUTb Tabauuy
npuHagnexxHoctn nHtepoeiicos K VLAN.

Hactpowku L2 / VLAN / UnencTeo

WaexnTnmnrkatop VLAN
Mma VLAN
Tun VLAN Mo yMONYaruKw

Homep ycTpoicTea B cTeke E’
Pone ycTpoicTea master

AKTHPOEaTL
dKTHPOEATL
dKTHPOBATDb

aKTUpPOBEaTL

| # |Wwrepgeic |Craryc  [Pexmw | |
1 [owen  [Hemomracces
2 [owz  [nesmwrfaccess
3 [omnn | Hewomer|Access | ETTIET
O
5 [o105 [nemowr[access |G |

dKTHPOEATDL

—  UWoeHmugukamop VLAN — B HMCnagatoLem cnucke Heobxoanmo BbibpaTb Homep VLAN, ans KoTopoi
6ynet otobparkeHa KoHbUrypaums;

—  Uma VLAN — nma VLAN;
—  Tun VLAN — tun VLAN:

= JluHamu4yeckass — VLAN 6bina 3agaHa AnHammueckn yepes GARP;

=  Cmamuyeckasa — VLAN 6bina 3agaHa nonb3oBaTeniemM (CTaTUYECKM);
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= [lo ymonyaHuto — VLAN ycTaHOBAEHA NO YMONYAHMIO.

ONna UM3MeHeHWs HacTpoeKk WHTepdelca HaXMUTe KHOMKY «PedaKTMpoBaTb»

cnegywouwme nona:

Pepaktupoeartb uneucteo o VLAN

Naenndukatop VLAN 4

Mma VLAN

WrTepdeinc gi1/0/1

Craryc | He exoauT v

D4 ¥

CoxpasmnTb

— Cmamyc — coctoaHue uHTepoeliica:

M 3ano/IHUTb

=  He exo0um — uHTepdelic He npuHagnexkut Tekywen VLAN, Ho MoKeT bbiTb A0baB/eH K
VLAN yepes GARP;

®  3anpeuwjeH — nHTepdeic He npuHagnexuT Tekywen VLAN 1 He moxKeT bbiTb AobaBaeH K
VLAN uepes GARP;

=  HemezauposaHHbili — nHTepdelic npuHagnexut gaHHoi VLAN. MakeTbl, nepenasaemble
yepes AaHHbIN nHTepdeic, He TermpytoTcs;

= TeaupoB8aHHLIl — nHTEpdenc npuHagnekmT aaHHol VLAN. MaKeTbl, nepeaaBaemble yepes
OaHHbIM MHTepdeNC, TernpytoTca.

Ha)kmuTe KHOMKy «COXpaHUTb» A4 NPUMEHEHNA HaCTPOEeK.
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2.7.6.3 Hacmpoliku VLAN 0nas uHmepgelicoe Kommymamopa

B pa3zene Hacrpoiiku L2 - VLAN -> MapameTpbl MHTEpPencoB BbiNoAHAOTCA HacTpoinku VLAN ana
nHTepdelricoB KommyTaTopa.

Hactpowku L2/ VLAN / NapameTpl uHTepdencor

® nopree O LAG

[+ | repcpec | Pexnu | PVD | T nateron._| oxotan gmnerpae | Sapesepenposammue VLAN | VAN 20 yuomammo

Mpu yctaHoBneHHoM dnare «MopTbl» byaeT oTobparkeHa Tabavua 41 NOPTOB KOMMYTATOpa, Npu
ycTaHoBneHHoM dnare «LAG» — Tabnuua gns rpynn LAG.

[na “3MeHeHUA HacTpoek MHTepdeica HYKHO Ha)aTb KHOMKY «PefakTMpoBaTb» M 3amo/iHWTb
cneaylolme noas:

Hactpo#rka napameTpoe WHTepdgenca

WrTepdeic [gi1/0/1

Pestum | Access v

PVID 1

Tl naketos PaspewnTs Bce v
Bxoaxas duneTpayms BrmoueHa W

Tekywme sapesepemposarHbie VLAN

VLAN no ymonm4aHuio sanpeLén O

VLAN no ymom4aH1io TermposaHHbin

— WHmepgpelic — Homep nHTepdeiica (gi0/1—gi0/48, te0/1—te0/4), nnbo rpynnbl LAG;
—  Pexcum — pexkum paboTbl UHTepdelica:

=  General — vHTepdeinc c nonHon nogaepkkon 802.1q, NPUHMMAET KaK TErMPOBaHHbIN, TaK U
HeTernpoBaHHbIN TpaduK;
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= Access — uHTepdeiic Aoctyna — HeTermpoBaHHbIN HTepdeiic ana oaHoi VLAN;

=  Trunk — wuHTepdelic, NPUHMMAIOWMIA TO/IbKO TErMpoBaHHbLIN TPpaduK, 3a MCKAKOYEHUEM
oaHoro VLAN;

=  Customer — nHTepdeiic, no3sonsatowmii cosgasatb 802.1Q TyHHenn. WHTepodeic npuHaa—
nexut Tonbko K ogHol VLAN (Native VLAN). Becb npMHMMaeMblit TpaduK (TErMpoBaHHbIN U
HeTermpoBaHHbIl) nomeuwlaetca B Native VLAN. Ucxogawmin Tpaduk nepenaetca Ha
nHtepdeiic 6e3 Tera Native VLAN. Mpu yctaHoBKe pexkmma paboTtbl «general» anAa
peaaKTMPOBAHMA CTAHYT AOCTYMNHbI CAeaytowme nona:

— PVID — Homep VLAN noprta, (1-4094). Becb HeTerMpoBaHHbIN TpaduK, NOCTYNaOLWMA Ha AAHHbIN
nopT, onpegenaetca B AaHHyto VLAN;

— Tunel nTaKemog — TN NAKeTOB, KOTOPbIE MPUHMUMAIOTCA HA OCHOBHOM MHTepdeice:

= Pa3pewiumb mMoOsAbKO me2upoB8aHHbIE — MNPUHUMATb TO/IbKO TerMPOBAHHbIE MaKeTbl;

= Pa3pewumsb 8ce — NPUHUMATb BCE NAKeTbl;

— Bx00OHasA punbmpayus — coctoaHue punbTpaLmm BXoAALWMX NAaKETOB Ha OCHOBE MPUCBOEHHOTO UM
3Ha4vyeHunAa VLAN ID:

= Braw4yeHa — BKAOYEHA PUNBLTPaALMA BXOAALWMX NaKeToB. B 3TOm cnyyae nakeTbl, KOTopble
He BxogAT B rpynny VLAN c npucBoeHHbIM UM 3HaveHnem VLAN ID, oTbpacbiBatoTcs;

=  BbIKkawo4YeHa — (anpraLl,Mﬂ OTK/TIO4EHa;

— TeKywue 3ape3epguposaHHsie VLAN — TeKywaa pesepsHaa VLAN;
— VLAN no ymonuaHuto 3anpeuw,éH — 3anpetutb gobasneHme gepontHo VLAN;
—  VLAN rio ymonyaHuto meauposaHHsili — caenatb TermpoBaHHbIM AedonTHbin VLAN.

Haxkmute KHonKy « CoOXpaHUTb» 419 NPUMEHEHMUA HACTPOEK.

2.7.6.4 Hacmpolika npomokonaa GARP

B pasgene Hactpoiiku L2 - VLAN -> Hactpoiiku GARP BbINOAHAETCS HAacTpPoWMKa MapameTpos
yCTpolicTBa Ana paboTbl No npoTokony GARP.

MpoTtokon GARP (Generic Attribute Registration Protocol) — 6a30Bbli1 NPOTOKO/A, KOTOPbIi
Mcnonb3yetca B KommyTtatopax cepum  MES23xx/MES33xx/MES35xx/MES5324 pana peructpaumu
(nepepernctpaumm) cneumanbHbiX aTPUOYTOB, TaKMX Kak uaeHTMduKaTopbl VLAN U u4neHcTBO B
MHOTroagpecHbIX rpynnax.

[ns HacTpoiKkm npoTokona GARP HeobxoaMmo, 4TOObI BbINOAHAAUCH CAeAyHOLME YCIOBUS:

- 3HauyeHune Leave-Talimepa (OTKAOUYEHME) AOMKHO BbiThb 6ObLLE UKW PABHO TPEM 3HAYEHUAM
Join-Talimepa (ycTaHoBNEHWE coeauHEHUA);

- 3HayeHue LeaveAll-talimepa f0/1KHO 6bITb HAMHOTO Bo/bLLE 3HaYeHUA Leave-Tanmepa;
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- 3HayeHuAa Join-TaimepoB [O0/KHO ObiTb OAMHAKOBBIM A1 BCEX B3aUMOAEWCTBYOLMNX
ycTpoincTs. Eciv 3HaueHus TaimepoB ByayT OTIMYATLCA, TO KOMMYTATOP MOKET HEKOPPEKTHO
paboTtaTtb no npotokony GVRP.

Hactpowku L2 / VLAN / HacTtpowikn GARP

® noprs O LAG

'+ | Wepesc | riuep Jom Taiuep Leave Al

:

:

£ll£

EEE

g;
:

:

Mpu yctaHoBneHHOM dnare «[MopTbl» byaeT oTobparkeHa Tabavua 4158 NOPTOB KOMMYTATOpPa, NPU
ycTaHoBneHHoM dnare «LAG» — Tabnuua gns rpynn LAG.

[na “3MeHeHUA HacTpoek MHTepdeica HYKHO Ha)aTb KHOMKY «PesakTMpoBaTb» M 3amo/iHWTb
cneaylolme noas:

Hactpownka napametpoe GARP

WrTepdeiic @nopt[ g1 v|OLAG 1 v
Tanmepe: GARP

Taiimep Join (CaHTHCEXYHAbI) [200 |
Taimep Leave (CaHTHCEKYHABI) | 500 |

Tanmep Leave All (CaHTHMCEKYHAR) | 10000 |

Coxp

HUTE

— WHmepdgpelic — vHTepdeinc, Ha KoTopom BKAtoueH GARP:

= [lopm — Homep uHTepodeiica, (gi0/1—gi0/48, te0/1—te0/4);
= [AG — Homep rpynnbi LAG, (1-48);
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— Talimep Join (caHmuceKyHObl) — UHTEPBaN Nepeaayn 3anpocoB Ha npucoeanHeHune B rpynny VLAN.

118

Mo ymonyaHuto yctaHosneHo 200 MUAAUCEKYHA,;

Talimep Leave (caHmuceKyHObl) — WHTEpPBan BPeMeHM, B TeyeHWe KoToporo uHtepdeiic byget
oXunaaTb nepes Bbixogom u3 rpynnbl VLAN. 3HaueHue Leave-Talimepa g0NKHO 6bITb 6onblie Maun
paBHO Tpem 3HayeHusam Join-Tanmepa. Mo ymonyaHuio yctaHoBneHo 600 MUAUCEKYHA;

Tatimep Leave All (caHmuceKkyHObl) — WHTEpPBaN BPEMEHMW, B TEYEHME KOTOPOro MHTepdenc byaer
oXunaaTb nepeg oTnpaBKkon 3anpoca «LeaveAll» Ha nonHoe oTKAoYeHue oT rpynnbl VLAN. 3HauyeHue
LeaveAll-Talimepa [onKHO ObiTb HamMHOro 6osblie 3HayeHus Leave-TaMmepa. Mo ymonyaHuio
ycTaHoBneHo 10000 mnunnmcekyHA,.

Haxmunte KHonKy « COXpaHUTb» gns NpUMEHEHMA HACTPOEK.
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2.7.6.5 Hacmpolika npomokona GVRP

B pasgene Hacrpoitku L2 - VLAN -> Mapametpbl GVRP BbiNoMHAETCA HACTPOMKA napameTpos
ycTpolicTBa Ana paboTsl no npotokony GVRP.

Mpotokon GVRP (GARP VLAN Registration Protocol) — npotokon peructpaunmn VLAN no GARP.
Mcnonbsyerca B KommyTtaTtopax cepun MES23xx/MES33xx/MES35xx/MES5324 ans peructpauumn VLAN,
KOTOPbIX HET B TEKyLLEeN 6a3e AaHHbIX KOMMYTaTopa.

Hactpowku L2 / VLAN / Napametpul GVRP

rmoBansHoe cocToske GVRP

® nopr O LAG

'+ | Wirepde | Cocromme GVRP | nauiecxoe cosgamme VLAN | Perncrpampn VLAN | |
D I e e S [ v
D N e e S [N -~
N T e e S [ -~
O T e e S [y -

pr— e

o
=]
B9
o
W
=
-
C

— [nobanbHoe cocmosHue GVRP— coctosHue npoTokona GVRP Ha kKommyTaTtope:
= Brnw4veH — npotokon GVRP BkatoyeH;
= BoiKaovyeH — npoTtokon GVRP oTKAO4YeH Ha KOmMMyTaTope.

Mpu yctaHoBneHHom dnare «lopT» byaetT oTobparkeHa TabaAMua MNOPTOB KOMMyTaTopa, Mnpwu
ycTaHoBNeHHOM dnare «LAG» — Tabauua rpynn LAG.

[na “3MeHeHUs HAcTpoek MHTepdeica HYXKHO Ha)aTb KHOMKY «PefakTMpoBaTb» M 3amno/HWTb
cneaylolime noas:
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Hactpownka napametpoe GVRP

MxTepdeiic @ Nopr [ git/0/1 v |OLA

()

CoxpanuTb

Unmepdgelic — nHtepdeiic, Ha KOTOPOM BbINONHAKTCA HAacTPoMKN GVRP:

=  [lopm — Homep nHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= |AG — Homep rpynnbl LAG, (1-48);

CocmosaHue GVRP — coctoaHue npotokona GVRP Ha nHtepdeiice:

= Braw4veHo — npoTtokon GVRP BKAtoUeH Ha HTepdelice;

= BoiKaovyeHo — npoTtokon GVRP oTKAtoueH Ha uHTepodelice;

JAuHamuyeckoe cozoaHue VLAN — puHamunueckoe cosgaHue VLAN Ha uHTepdelice:
= BKAw4YeHO — Ha UHTepdeice paspewleHo guHammyeckoe cosgaHne VLAN;
= BblKa04YeHO — Ha UHTepdeice 3anpeLeHo AnHammnyeckoe cosganHune VLAN;

Peaucmpauua GVRP — peructpaumsa VLAN yepe3 GVRP Ha ycTpolicTse:

= BkawveHO — Ha UHTepdelice paspelleHa pernctpauma VLAN;
= BbiKknto4YeHo — Ha UHTepdeice 3anpeleHa pernctpaums VLAN.

Haxkmute KHonKy « CoxpaHUTb» A1A NPUMEHEHUA HACTPOEK.
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2.7.6.6 Tlpocmomp cmamucmuku GVRP

B pasgene Hactpoitkm L2 - VLAN - Cratuctuka GVRP ocyuiectBnasetca NpocmMoTp CTaTUCTUKK NO
npotokony GVRP, a Take CTaTUCTUKM Mo owmbkam npu paboTte npotokosa GVRP.

Hactpowku L2 / VLAN / Cratuctuka GVRP

WrkTepdeic ® nopr[gion v| O LaG

Yactora ofHosnenua | He obHosnmT® v

CuéTtumk MMpuxaro OTnpasnexo
Join Empty
Empty
Leave Empty
Join In
Leave In
Leave All

CratucTuka ownbox GVRP

HeeepHbix naeHTMOWKATOPOE NpoKoTONa
Heeeprbix THNoe arpubyToe

Heseprbix 3HaveHun atpubyToe
Hesephbix pasmepoe atpnbyTos
Heeeprbix coboimmit

OUMCTUTL BCE CYBTUMKM

— WHmMepghelic — nHTEpdENC, ANA KOTOPOTO BbINOAHAETCA NPOCMOTP CTaTUCTUKKM GVRP:

= [lopm — Homep uHTepodeiica, (gi0/1—gi0/48, te0/1—te0/4);
= [AG — Homep rpynnbl LAG, (1-48);

— Yacmoma obHoeneHus — Bpema O0BHOBNEHWNS CTATUCTUKMU:

= 15 ceK — Kaxgpble 15 cekyHa;
= 30 ceK — Kaxgpble 30 cekyHA;
= 60 ceK — Kaxapble 60 cekyHA,;
= He 06HOBAATbL — CTAaTUCTUKA HE OOHOBAAETCS;

— Join Empty — Konn4ecTBo NpUHATbIX coobLeHmni «Join Empty»;

— Empty — KONMYecTBO NPUHATLIX COOBLLEHN «Empty»;

— Leave Empty — KONM4ecTBO NPUHATBIX cO0bLLeHn «Leave Empty»;
— Join In — Konn4ecTBO NPUHATLIX coobLLeHMi «Join Inx;

— Leave In — Konn4yecTBO NPUHATbIX cO0bLWeHnl «Leave Inx;

— Leave All — konnuyecTBO NPUHATbIX coobLieHnin «Leave all».

Cmamucmuka owub6oK GVRP:

- Heseprlx udeHmude(amopoe rnpokKomosia — CTaTUCTUKa No HeAONYCTUMbIM VIAEHTI/Id)VIKaTOpaM
NPOTOKONa,

— HesepHbix munos ampu6ymoe — CTAaTUCTUKa NO HeAOoNYCTUMbIM TUMaM anM6YTa NPOTOKOANQ,

— HesepHbix 3HaueHul ampu6ymoe — CTAaTUCTUKa NOo HeaonyCtTumbiM 3Ha4YeHUAM anM6YTa
NPOTOKONa,

— HesepHbix pazmepoe ampubymos — CTaTUCTUKA N0 HeAOoNYCTUMbIM 3HAaYEHUAM ANUHbI aTPUBYTa;
— HesepHbix cobbimuli — CTaTUCTMKA NO HEAOMYCTUMbIM COBbITUAM NpoTokona GVRP.

Ha*Kmute KHOMNKy «O4yucmume ece cHem4yuKu» pnsa yAaneHna CTaTUCTUKNU.
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2.7.7 Ynpasnerue 2pynnoeoii adpecayueli

B pasgene Hactpoiiku L2 -> MMepepauya rpynnoBoro TpaduKa BbINOAHAOTCA HACTPOWKKU AnA
nepegayn MHoroagpecHoro Tpaduka.

2.7.7.1 Hacmpolika ¢punempayuu epynnossix adpecos

B pasgene Hactpoiiku L2 - Mepepauva rpynnosoro Tpaduka -> [nobanbHble napameTpbl
HacTpaunBaeTca GUAbTPALMA FPYNNOBbLIX a4PECOB HA YCTPOMCTBE.

Hactponku L2 / MNepenaya rpynnoeoro Tpaduka / TnobanbHbie napameTpbl
DUNLTPaUMA rpynnoBbix agpecoe Brnrowena

WMaentnukarop VLAN 1 W

® Mo MAC-aagpecy rpynne
Pexxum rpynnosoi nepeaaqu gaHHblx ana IPve Mo IP-aapecy rpynne:
Mo IP-agpecy rpynnbl U NCTOYHKKA
Mo MAC-aapecy rpynne:
Pexxmm rpynnosom nepeaaqm ganHbix Ana IPv4 Mo IP-agpecy rpynne:

Mo IP-agpecy rpynnbi U NCTOYHKUKA

CoxpaHuTs |

—  Quabmpayusa epynnossix a0pecos — ycTaHoBUTe nar «BKawueHa» ANna BKAOYEHUs dunbTpauumm
rPYNMnoBbIX AaHHbIX Ha YCTPONCTBE, MHAYe — GUIbTPALINA OTK/IIOYEH];

—  UoeHmugukamop VLAN — Homep VLAN, ana KOTOPOI BbINOSHAETCA HACTPOMKa pexxuma rpynnosom
nepenayn AaHHbIX;

—  Pextum epynnosoli nepedayu 0aHHbIx 044 IPv6 — pexum MapLipyTM3aumm MHOroagpecHoro Tpadumka
ana IPve-appecauum:

= [lo MAC-adpecy epynnel — MaplpyTM3auma AaHHbIx ocHoBaHa Ha VLAN u MAC-agpece
nakeTta AaHHbIX;

= [lo IP-adpecy epynnbi — maplpyTusauma ocHoBaHa Ha VLAN u agpece npuemMHuKa B
dopmare IPv6;

= [lo IP-adpecy epynnbl U UCMOYHUKA — MapLIpyTM3aumMa ocHoBaHa Ha VLAN, appece
nosiyyaTena v agpece otnpasutens 8 dopmarte IPv6;

—  Pexum epynnoeoli nepeda4yu OaHHbIX 048 IPv4 — pexum rpynnoBoi nepegayn gaHHbix ana IPv4-
afapecaumu:

= [lo MAC-adpecy epynnsl — MapLlpyTM3aumMa AaHHbIX ocHoBaHa Ha VLAN n MAC-agpece
nakeTa AaHHbIX;

= [lo IP-adpecy epynnsl — MaplipyTM3aumMa ocHoBaHa Ha VLAN 1 agpece npuemHuKa B
dopmare IPv4;

= [lo IP-adpecy epynnbl U UCMOYHUKO — MapLIpyTU3auma ocHoBaHa Ha VLAN, agpece
nonyyatens u agpece otnpasutensa B popmare IPv4.

HaskmuTe KHOMKY «COXpaHUTb» ANA NPUMEHEHNA HACTPOEK.
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2.7.7.2 Hacmpolika epynn mHo2oadpecHol nepedayu, oCHo8aHHbIx Ha MAC-adpecax

B pasgene Hactpoiiku L2 - Mepepaua rpynnosoro Tpadpuka -> Cratnueckue MAC-rpynnbl
BbINO/IHAETCA HACTPOMKA rpynmn MHOroaApPeCHOM PacCbiIKM C TUNMOM PUNLTPALLUKN, OCHOBaHHOM Ha VLAN un
rpynnosom MAC-agpece.

KommyTatop noggepuBaeT MapLlpyTU3aLMi0 MHOroaapecHoro TpaduKka Ha OCHOBaHMM AHHbIX O
rpynnax MHOroaZpecHol paccblKU. TU AaHHble U3BAeKaloTca M3 NpuHATbIX IGMP/MLD naketos uau
[obaBnaoTca NyTem KOHOUIrypupoBaHua ycTpoicTea. MHopmaumsa o rpynnax xpaHuTcA B 6ase gaHHbIX
MHOTr0a4peCHOM MapLUpPyTM3aLUN.

B TOm cnyyae, Koraa KOMMYTaTOp NPUHMMAET MaKkeT AaHHbix B VLAN, ana KoTopoW paspelleHa
MapLpyTM3auma MHoroagpecHoro Tpadmka Ha ocHoBaHMM MAC-agapeca, 1 agpec HasHayeHMA B MakeTe
ABNAETCA af4PECOM Ipynmnbl MHOrOAAPECHON Nepesayn, 3TOT NakeT AaHHbIX byaeT npeAaH Ha BCe NOPThI,
KOTOpble ABAAITCA Y4aCTHUKaMM rpynnbl.

CrpaHuua ynpasneHua Hactpoiiku L2 / Mepepgaua rpynnosoro tpadpuka / Cratmueckne MAC-
rpynnbl npegHasHavyeHa ansa ceayowmx onepaumin:

- 3anpoc 1 npocmoTp MHopmaumm 13 6asbl JaHHbIX MapLLPyTU3auMKn ana BolbpaHHo VLAN
WK BbIBPAHHOW Frpynnbl;

- [lobaBneHue 1 yaaneHue cTaTMYeckux 3anucei B 6asy AaHHbIX MapLIpyTU3aLmu;

- MpocmoTp cnucka noptos/rpynn LAG, ABAAOWMXCA Y4acTHUKaMM rPynn MHOroaapecHoMm
MapLpyTusaumm.

Hactpowuku L2 / Nepega4a rpynnosoro Tpacmka / Ctatuyeckne MAC-rpynnbi

OTOUNETPOBATL NO
Waertndukarop VLAN

MAC-aapec rpynnei

OuneTposate

| | o pucarop VLAN | WAC anpec oy | |

Yaanute || Jobasute

Ons Toro ytobbl 0TO6Pa3UTb M OTCOPTUPOBATbL 3anucuM B Tabauue no Homepy VLAN wmam no
rpynnosomy MAC-agpecy ycTaHOBUTE OAMH U3 cnegytowmx Gnaros, 3an0/IHATE COOTBETCTBYIOLLME NOAA U
HaXXMUTe KHOMKY « PUNbTPoOBaTb»:

— MHoeHmugukamop VLAN — npu ycTaHoBneHHOM dnare OyaeT yctaHoBneH ¢uAbTp 3anuceit no
3agaHHOMY HOMepy VLAN;

— MAC-adpec 2pynnel — npu ycTaHoBAeHHOM ¢dnare 6yaeT yctaHosnaeH GuabTp 3anuceit no 3agaHHOMY
rpynnosomy MAC-agpecy.

Ona pobaBneHns HOBOM 3anucK B TabauLy FPynnNoBOM aApecaLmm HaxKMUTE KHOMKY «J106aBuTb»,
yKaxkute Homep VLAN, rpynnosoit MAC-agpec M HaXmute KHOMNKY «COXpaHUTb» ANA COXpPaHeHus
HacTpoek:
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HNobaeuTte rpynny no MAC-agpecy

Naertudukatop VLAN

Mpynnoson MAC-aagpec

| CoxpaHuTe -

—  UHoeHmugukamop VLAN — Homep VLAN gns HoBOWM rpynnbl MHOrOaapecHom paccbinku, (2—4094);

— [Ipynnosol MAC-adpec — rpynnosoi MAC-agpec.

Ana yaaneHua sanucu u3 Tabavubl rpynmnoBoi agpecauun yctaHoBute ¢aar HanpoTuB 3agaHHOM
3aMnMcKn U HAXKMUTE KHOMKY «YaanuTby.

2.7.7.3 Hacmpolika epynn mHoz2oadpecHol nepeda4vu, OCHOBAHHbIX Ha IP-adpecax

B pasgene Hactpoiku L2 -> Mepepaua rpynnosoro Tpaduka -> Cratmdeckue IP-rpynnbi
BbINO/IHAETCA HACTPOIMKa rpynn MHOroaApecHoOMn PaccbiIk1 ¢ TUMOM GUALTPALMKN, OCHOBaHHbIM Ha VLAN 1
IP-agpece oTnpasuTens.

Crpanunua Hactpoiiku L2 / Nepepgaua rpynnosoro Tpadpuka / Cratmueckune IP-rpynnbl aHanornyHa
cTpaHmnue Hacrpoiiku L2 / Nepegaua rpynnosoro Tpaduka / Ctatnueckne MAC-rpynnbl 3a UCKAIOYEHUEM
TOro, 4TOo ANA agpecaumm rpynn wmcnonb3yetca IP-agpeca. CTpaHuua npegHasHayeHa ANA 3anpoca
nHbOopMaLUKN 1 ANA ynpasaeHNA rpynnamu.

Ha cTpaHuue oTobpakatoTca Bce rpynnosble IP-agpeca, KoTopble 6blM M3ydeHbl Npu 06paboTke
NPUHATbIX NakeToB (snooping).

Hactpoiku L2 | Mepena4a rpynnoeoro Tpadgwmka / Ctatwyeckue IP-rpynny

OTOUNETPOBATL NO
) naermudukarop VLAN
[ IP-agpec rpynnui

[ IP-agpec UcTouHHKE

QuneTpoBaTe

I | genarop vAR | - appes s | . appec scrowms | |

| Yaanute || [lobasuTs

[ns Toro ytobbl 0TOHPaA3UTL M OTCOPTUPOBATL 3anucu B Tabanue no Homepy VLAN, IP-agpecy nnm IP-
afpecy OTMpaBUTENA YCTAaHOBUTE OOMH M3 cneayowmx Gaaros, 3anosHUTE COOTBETCTBYOWME NONA U
Ha*KMUTe KHOMKY «OTPUAbTPOBATb NO»:

— WoeHmugukamop VLAN — npwu ycTaHoBieHHOM ¢dnare byaeT MCNonb3oBaTbcAa GUNLTP 3anucei no
3agaHHoOmMy Homepy VLAN;

— IP-adpec epynnel — rpynnoson IP-agpec;

— IP-adpec ucmoyHuka — IP-aapec ycTPoMCTBa, NOCbIIaoLWEero MHoroaapecHbin Tpaduk. ITOT napa—
MeTp c/ieayeT yKasblBaTb B TOM C/y4ae, eC/lM agpec WMCTOYHMKa Y4yuUTbIBAaeTca B npouecce
MHOTroagpecHO’ paccbiiku — pexkum (S,G). Ecaum BbibpaH pexkMm MHOroaapecHoi MapLupyTU3aumnm
(*,G), To 3TO NONE He UcnoNbayeTcs.
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Ona pobaBneHnss HOBOM 3anucy B Tabauuy rpynnoBOW agpecauyu HYMHO HaKaTb KHOMKY
«[106aBUTb», 3aN0NHUTb CeaytoLMe NOAA N HaXKaTb KHOMKY «COXpaHMTb» ANA COXPaHEHUA HACTPOEK:

Hobaeutk rpynny no IP-agpecy

Uaenmmdukatop VLAN

Bepcus IP-npotokona Version 6 @) Version 4

IP-agpec rpynnbi

IP-aapec ncToudHmnka

CoxpanuTte

— WoeHmugpukamop VLAN — Homep VLAN rpynnbi;

— Bepcus IP-npomoKona — popmar IP-agpeca:
e  Version 4 — dopmat agpeca IPv4;
e  Version 6 — dopmaT agpeca IPv6;

— IP-adpec epynnei — IP-agpec ana HOBOW MHoroagpecHoi rpynnbl. CnegyeT yKkasbiBaTb agpec B
BblbpaHHOM dopmaTte — IPv4 nnu IPv6;

— IP-adpec ucmoyHuka — IP-agpec otnpasutesnd. 3To noJie c/ieyeT 3ano/HATb TO/IbKO B TOM C/ly4ae, ecn
NCMNO/Ib3YeTCA PEXMM rpynrnoBoit mapwpyTtusaumu (S,G).

Haxkmunte KHonky « COXpaHUTb» ANA NPUMEHEHMA HAaCTPOEK.
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2.7.7.4 Hacmpolika ¢pyHKkyuu IGMP Snooping

Pasgen Hactpoiikn L2 - Mepepgaua rpynnosoro Tpadpuka - IGMP Snooping npeaHasHayeH and
ynpasneHua ¢yHKumen IGMP Snooping, npocmoTpa HacTpoek IGMP Snooping uHTepdelicos VLAN u
BbI30Ba Ananora KoHourypuposaHma VLAN.

®dyHKuMA IGMP Snooping Mcnonb3yeTcAa B CETAX rPYnnoBoM paccbiiku. OcHoBHOM 3apayenn IGMP
Snooping ABnAeTcA npeAoCTaB/eHWEe MHOroagpecHoro Tpaduka TONbBKO ANA Tex MOpTOB, KoTopble
3anpocuan ero. Ona Toro, u4tobbl ¢yHKUMA 6Obina paboTtocnocobHa, HeobXoAMMO aAKTMBMPOBATb
dunbTpaumio MHoroagpecHoro Tpaduka (cm. n.n 2.7.7.1, napameTp @uabmpayusa epynnossix adpecos),
paspewmnTb IGMP Snooping rnobanbHO gns yCTpoMCTBa U Ha Kaxkaon VLAN, rae ato Heobxoammo.

Mo ymon4YaHWIO KOMMYTATOp NepenaeTr MHOroagpecHbld TpaduK Ha BCe MOPTbl, HaxoAAwWwMeca B
oaHoi VLAN ¢ UcTouHMKOM TpaduKa.

' KommyTtaTtop noaaeprkusaer IGMP Snooping TO/IbKO Ha CcTaTU4YeCcKu
L
CKOHUrypuposaHHbix VLAN 1 He nogaep:kuBaeT Ha AMHamuyeckux VLAN.

B Tom cnyyae, koraga dyHKuma IGMP Snooping pa3pelueHa rnobansHo nam Ha VLAN, Bce IGMP nakeTbl
nepeHanpaBAAlOTCA Ha ynpasaatowmin npoueccop (CPU), KoTopblii aHanM3MpyeT NpUHATbIE NAKeTbl U
BbIAAICHAET C/ieaytoLuee:

- KaKuMe MopTbl 3aMpallMBatoT NPUCOeaMHEHME K KaKon rpynne u B Kakoi VLAN;

- KaKne nopTbl MOAKAOYEHBI K MapLUpyTM3aTopam MHoroagpecHoro tpaduka (mrouters),
KoTopble popmupytoT IGMP-3anpocsl (IGMP queries);

- KaKue nopTbl NPUHMMALOT 3anpocbl No npoTtokoaam PIM n IGMP.

Bca ata nHdpopmauma otobparkaeTca Ha cTpaHuue Hactpoiku L2 / NMepeaaua rpynnosoro Tpaduka
/ IGMP Snooping.

YcTpoiicTBa, 3anpaliMBatowmMe npucoeguHeHrMe K MHOroaZpecHbiM rpynnam, nepegatotr IGMP
3anpoc «join», KOTOPbIM NepeYncaneT rpynnbl, K KOTOPbIM YCTPOMCTBO X0YeT npucoeanHuTbca. ObpaboTKa
S5TUX 3anpocoB MNPUMBOAMUT K CO34aHUIO MpPaBua MaplpyTusaumMm B 6ase AaHHbIX MapLupyTM3aumum
MHOroagpecHoro Tpaduka.

B cnyyae oTCyTCTBMA B CETM MapLupyTM3aTopa MHoroagpecHoro TpadurKka (mrouter), 4ns noanepKku
paboToCcnocobHOCTU PYHKLUMM MHOroagpecHoOn MapLipyTM3auumM OLHO M3 CEeTEBbIX YCTPOMCTB AOJIKHO
BbINONHATL GYHKLUMIO IGMP Querier. TobKO 04HO YCTPOMCTBO B LUMPOKOBELLATE/IBHOM JOMEHE YPOBHSA 2
MOMKET BbINOHATL GyHKUMM Querier. KommyTaTop noagepkMBaeT CTaHAAPTHYIO Npoueaypy Bbibopos B
TOM C/y4ae, ec/iv B CEeTU NPUCYTCTBYeT 6o/iee o4HOro ycTpoicTea ¢ dyHKumen Querier.

YactoTa OTNpaBKM MHOroaZpecHbIX 3anpocoB ycTpoucTBoM C ¢GyHKUMel Querier AosxKHa bbiTb
cornacoBaHa c HacTpomkamu ¢yHKUMM IGMP Snooping Ha KommyTaTopax, Haxo4sLMXCS B OOHOM
LUMPOKOBELLATe/IbHOM  AOMeHe. 3anpocbl  (query) [O/KHbl  OTMNPaBAATbCA C  WHTEPBA/sOM, He
NPEeBbIWAIOWMM BPEMEHA XXU3HW JAHHbIX, NONYYEHHbIX B pe3y/ibTaTe nepexsaTta MHOr0apecHbIX NakeToB
(snooping). B npoTMBHOM Cly4ae NOAMUCYMK HE CMOKET NOJIy4aTb rPynnoBble AaHHbIE.
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HacTpowen L2/ Nepenaa rpynnoRoro Tpadmea / IGNMP Snooping

[[@ansmposams |

Ko Tes ampocos. -"‘- [
Bocnensers yuscTHEK oM saepecon

AFTDOIpAgENSHMS NOFTOR. repaan uexry | MIECHMENLNC Epses
Bapcun € EOTOpMM NORE T s om0 e, | OTERNCA We
EPOTORONS IGMP | MIPEPYTRSITOPM PyRNOBare | MandxNocTE | & ———

—  BKaro4ume IGMP Snooping — pns BkatodeHns ¢dyHKumMm IGMP Snooping Ha KommyTaTope rnobanbHO
HYXHO YCTaHOBUTb $N1ar U Ha*KaTb KHOMKY « COXPaHUTbY, MHaYe — GYHKLMA OTKIOYEHa;

—  Omaunemposams no udeHmugukamopy VLAN — pns Toro 4ytobbl 0To6pasnTb M OTCOPTUPOBATb
3anucu B Tabamue no Homepy VLAN 3anonHuTe 4aHHOE NOAA U HAXXMUTE KHOMKY « PUNbTPOBATLY.

[Ons OTKPLITUA OKHAa HacTpoek ¢yHKumm IGMP Snooping onpegeneHHon VLAN HaxkmuTe KHOMKY
«PefakTMpoBaTb»:

Hactpo#xa IGMP Snooping

Waermachurarop VLAN 1

CocTornre IGMP Snooping

AETOONPEAENEHHE NOPTOE, K KOTOPSIM NOLKTHOMEHS! MAPLIDYTHIATOPE TPYNNOBOTO TRAMNEA
KOaDOMUMERT HARERHOCTE

Wwrepsan mexgy IGMP-sanpocaun

MaKcuMansHoe EpeMA OTENKKA Ha IGMP-3anpoc, ©

Koni-ecTeo 3anpocos NOCNEAHEND y4acTHmea

MKTEPSAN MewZy SaNDOCamMu NOCHEAHEND YHACTHIKA, W

ErrroaiTh Mexannin SoicTporo oTKNIMeHns
Paccsinxa IGMP-3anpocos

OTxnwoseno v |
Brriomero v )
125

10

0 Mo ymonsanmo

1000

Terywee cocTosrme IGMP Snooping

Teryuui £03DOHUMEHT HAJEXHOCTA 2
Texyupi miTepean mexgy IGMP-sanpocaun, ¢ 125
Terywee WMAKCHMANEHOS BPEMA OTKNMKA Ha IGMP-3anpoc. © 10
Terywee KONMECTEO 3ANPOCOE NOCNIBAHEND YUaCTHIKS KoshOuupmerT nagéxnactn

Teryuee waKcumanbHoe BpeA oTkmKa Ha IGMP-sanpec ¢ 1000

Orsrwoneno v |
AgmmrscTpaTHERS IP-agpec neTosmEa 8 IGMP-anpocax 255 255,255,255 Teryuwsi IP-agpec ncTosuca 8 IGMP-sanpocax 10.24 16 93

Bepcwa npotoxona IGMP & 3anpocax APV v

Conparers

nNoernmugpukamop VLAN — naeHTuduKaumnoHHbIn Homep VLAN, Ha KOoTopoit BKAtoYeHa pyHKLmA IGMP
Snooping;

CocmosHue IGMP Snooping — coctoaHue ¢yHKunmn IGMP snooping Ha onpeaeneHHom uHTepdelice
VLAN:

" Brao4eHo — QYHKUMA BKAOYEHA;
" OmKao4eHo — GYHKLMA OTKIIOYEH];

AsmoonpedeneHue nopmos, K KomopbiM MOOK/AYeHbI MAPUWPymu3amopsi 2pynnoso2o mpaguxka —
COCTOAAHME aBTOMAaTUYECKOro pacrno3HaBaHWA MOPTOB, K KOTOPbIM MOAK/IOYEH MHOroaApecHbIit
MapLipyTusaTop:

= BKAHOYEHO — BKJ/OYEHO;
®  OMKAHOYEHO — OTKNOYEHO;

KoagppuyueHm HadéwHocmu — 3HauyeHue yctonumsoctn IGMP, (1-7). Ecnm noaceTb HecTabuibHa U
noAsepsKeHa notepe NakeTtos, TO HEOBXOAMMO MOBbLICUTb 3HaYeHWe YCTOMUYMBOCTU. MO yMOAYaHMIO
YCTAHOBANEHO 2;

UHmepsan mewdy IGMP-3anpocamu — TalimayT, MO KOTOPOMY CUCTEMA OTMNPAB/AET OCHOBHbIE
3anpocbl BCEM yYaCTHMKaM rpynnbl MHOTOaApecHoOn nepesayn aja npoBepKu UX akTMBHOCTM, (30—
18000) cekyHA,. Mo yMmo4aHUIo ycTaHOBMEHO 125 ceKyHa;
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—  MaKkcumansHoe spemsa omKauka Ha IGMP-3anpoc, ¢ — mMmaKcuma/sibHoe Bpems OTBeTa Ha 3anpoc, (5—
20) cekyHA. Mo ymonuyaHuio yctaHoBneHo 10 cekyHa,

—  Konuvyecmeso 3anpocos nocnedHe20 y4acmHUKa — KOAMYECTBO 3aNpOCOB, NOC/AE PACCHIZIKM KOTOPbIX
KOMMYTaTOp OnpeaenseT, YTo Ha AaHHOM MOPTY HeT KenalowMx y4acTBoBaTb B MHOroaapecHoi
paccbinke, (1-7). Mo ymonyaHMIO NpUCBaMBaeTCA 3HauyeHWe, YyCTaHoBAeHHoe B nose «Query
Robustness»;

—  UWHmMepsan mexcdy 3anpocamu rnocaedHe20 y4acmHUKA, MC — YCTaHaB/IMBAET MHTEPBaAN 3anpoca Ans
nocnefHero yyactHmka, (100—25500) munancekyHa. Mo ymonyaHuio yctaHosaeHo 1000 munnucekyHAa;

—  Bkawvumes mexaHu3m 66Icmpo20 omkKaYeHUs — Npu yCTaHOBAEHHOM diare BKAOYEHA npoueaypa,
npwW KOTOPOM NOpT nocse noayyeHus coobueHma IGMP leave ponkeH 6biTb HEMESNEHHO YAANEH U3
rpynnel IGMP;

— Pacceinka IGMP-3anpocos — BKAOYAET/BbIK/AOYAET NOAAEPHKKY KOMMYTaTOPOM Bblgayu 3anpocoB
IGMP query B gaHHoM VLAN:

®  BK/IOYEHO — BKIOYEHO;
= OMKA4YEeHO — OTK/IIOYEHO;

— AOmuHucmpamusHsili  IP-adpec ucmoyHuka 6 IGMP-3anpocax — |P-agpec, KoTopbid byaeT
MCNo/b30BaTbCA B KAYeCTBe aZpeca UCTOYHMKa 3anpocos IGMP query;

— Bepcus npomokona IGMP e 3anpocax — Bepcua IGMP-npoTokona, Ha OCHOBaHMM KOTOpoW byayT
dopmumposatbea IGMP query-3anpocsl. Mo ymon4aHuio ycTaHoB/IeHa BepcmA 3.

B npaBoi KoNOHKe yKa3aHa Tekywan KoHourypauma IGMP Snooping BbibpaHHoM VLAN.

[ns coxpaHeHMA HAaCTPOEK HYXKHO HaXKaTb KHOMKY « COXPaHUTbY.

2.7.7.5 Hacmpolika ¢pyHKyuu MLD Snooping

B pasaene Hactpoiiku L2 - MNepepayua rpynnosoro TpaduKa => MLD Snooping BkatoyaeTca pyHKUMA
MLD Snooping Ha KOMMyTaTope, OCYLLEeCTBAAETCA NPOCMOTP HacTpoek MLD Snooping ans uHtepdeiicos
VLAN KommyTaTopa 1 BbI30B AMasiora HAacTpoeK GpyHKUUN.

MLD snooping — MeXaHM3M MHOrOaApecHol pPacCbiIKM  COOBLWEHMUI, NO3BOAAOLWLMIA
MUHMMM3MPOBATL MHOFOAAPECHbIV TpaduK B IPV6-ceTax.

' KommyTtaTtop noaaeprkusaer MLD Snooping TO/IbKO Ha CTaTU4YeCKH
. CKOHUrypuposaHHbix VLAN un He noaaep:kuBaeT Ha guHamuuyeckux VLAN.

’ KommyTtaTtop He nopgaeprkusaet pyHKuuio MLD Querier.

I

KommyTatop nogaepxusaet ase sepcumn MLD Snooping:

- MLDv1l Snooping obHapy:uBaeT ynpasasatowme naketbl MLD Bepcum 1 u HacTpauaeT
MapLLPYTU3aLMIO HA OCHOBaHMK IPV6 rpynnoBbiX aApecos Ha3HaAYeHusA.

- MLDv2 Snopping ncnonb3yeT ynpasastowme naketol MLD Bepcumn 2 1 ynpaBnseT nepegayen
MHoroagpecHoro Tpadmka Ha ocHoBaHuM IPv6 aapeca MCTOYHWMKA WM FPynnoBOro ajgpeca
Ha3HayeHus.
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Kakas 13 Bepcuii NpoToKona byaeT MCcnoab3oBaHa 3aBMCUT OT MapLupyTusaTopa (multicast router).
Obpabotka MLD pgaHHbIX cxof4Ha ¢ 06paboTKol nakeToB npoTtokona IGMP npu pabote ¢yHKUMM IGMP
Snooping.

Hactpowku L2 / lNepenaya rpynnogoro Tpacguka / MLD Snooping

Brmiowuts MLD Snooping [
CoxpauTs |
OTcouneTp no waew opy VLAN |
d>unbrposan,

nopros,

K KOTOPbLIM Koshduyme: BuicTpoe
POYOKOR2 | nogxmouesis: - nocneaHero | oTKMoNeHne

MAPWPYTRIATOPLI »

rpynnosoro rpaduxa

—  Bkaw4vumes MLD Snooping — pna BrkatoveHus GpyHKumMn MLD Snooping Ha KommyTatope ri1ob6anbHO
HYXXHO YCTaHOBUTb dnar M HaxKaTb KHOMKYy «COXpaHWUTb», MHaYe — QyHKUMA OTKAoYeHa. YTobbl
¢yHKUMA MLD Snooping 6bli1a akTMBHA, GYHKLMA GUALTPALMKM TPYNNOBbLIX afpecoB AOJ/KHA ObiTb
BK/IOYEHQ;

—  Omaunbmposame o udeHmugpukamopy VLAN — pns Toro ytobbl oTO6pPasvTb U OTCOPTMPOBATbL
3anucu B Tabanue no Homepy VLAN 3anonHUTe AaHHOE NOA U HAXKMUTE KHOMKY « PUAbTPOBATLY.
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Ona oTKpbITMA OKHa HacTpoeK dyHKuum MLD Snooping onpegeneHHon VLAN Hy»KHO Ha)KaTb KHOMKY
«PepakTMpoBaTb»:

HacTponka MLD Snooping

—  UoeHmugukamop VLAN — naeHTudpuKaumoHHbit Homep VLAN, Ha KoTopon BKAtoYeHa ¢yHKUma MLD
Snooping;

— CocmosaHue MLD Snooping — coctoaHue ¢yHkumn MLD Snooping Ha onpeaeneHHoOM WHTepdeiice
VLAN. YT106bl dyHKUMA MLD Snooping 6bina akTMBHA, GYHKUMA GUAbTPAUMKM TPYNMNOBbIX aapecos
AOJIKHA ObITb BKAOYEHA:

" BraoveH — GYHKULUA BKIIOYEHa;

" BoikaoyeH — QYyHKUMA OTK/IOYEHa;

— AsmoonpedeneHue Nopmos, K Komopbim noOKA0HYeHbl MApUWpymu3amopsl 2pyrnnogozo mpagpuka —
COCTOSIHME aBTOMATMYECKOro Pacno3HaBaHWA MOPTOB, K KOTOPbIM MOAKAOYEH MHOrOaApecHbIn
MapLpyTusaTop:

="  BK/IOYEHO — BKJ/IOYEHO;
" BbIK/IIOYEHO — OTKJ/IHOYEHO;

—  KoagppuyueHm HadéucHocmu — 3HaYeHMe YCTOMYMBOCTM npoTokona MLD, (1-7). Ecam noacetb
HecTabunbHa M NoABeprKeHa NoTepe NAKeTOB, TO HEOBXOAMMO NOBLICUTL 3HAYEHUE ycToMUMBOCTU. Mo
YMOJTYAHMUIO YCTAHOB/IEHO 2;

—  UWHmepsan mexdy MLD-3anpocamu — TalAmayT, N0 KOTOPOMY CUCTEMA OTMPaBASET OCHOBHbIE 3aNpPocChl
BCEM Y4YaCTHMKaAM Tpynnbl MHOrOagpecHol nepegayv AN NPOBEPKM MX akTuBHocTM, (30—18000)
cekyHa. Mo ymonyaHuio yctaHoBneHO 125 cekyHa;

—  MakcumanbHoe epemsa omkauka Ha MLD-3anpoc — MakcMManbHOe Bpems OTBeTa Ha 3anpoc, (5-20)
cekyHa. Mo ymonyaHuio yctaHoBneHo 10 cekyHA;

—  Tekyuwjee Koau4ecmeo 3anpocoe nocsaeoHe20 yYacmHUKA — KOJIMYECTBO 3aMnpocCoB, Noc/ae Paccbiiku
KOTOPbIX, KOMMYTaTop OMpeAenseT, 4YTO Ha [AaHHOM MNOPTYy HeT KenalWmx y4yacTBoBaTb B
MHoroaapecHow IPv6-paccblnike, (1-7);

—  UWHmepsan mexdy 3anpocamu nocnedHe20 y4acmHUKQ — YCTaHaBAMBAaeT MHTepPBan 3anpoca AanA
nocnefHero yyactHuKa, (100-25500) munnucekyHa. [o ymonyaHuo ycTaHossneHo 1000
MWINCEKYHA,;

—  Bkawvumes mexaHu3m 6bIcmpo20 omKarYeHUs — Npu yCTaHOBAEHHOM dare BKAOYEHA Npouenypa,
Nnpu KOTOpOM NOpT nocne nonydyeHusa coobuleHua «leave» A0NKeH ObiTb HEMeANEHHO yAaneH w3
rpynnsl MLD.

B npaBoit KoMIOHKe yKa3aHbl aelicTeytolme (Tekyuwme) napametpbl MLD Snooping BbibpaHHol VLAN.

[nA cCOXpaHeHWA HACTPOEK HYXKHO HaXKaTb KHOMKY « COXPaHUTb».
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2.7.7.6 [lpocmomp uHopmayuu o 2pynmnax, y4acmeyroujux 8 epynnoeoli paccolake

B pasgene Hactpoiiku L2 - Mepeaaua rpynnosoro Tpaduka = MpocmoTp 3aperucTpupoBaHHbIX
rpynn OCyLeCTBAAETCA NPOCMOTP MHGOPMaLMKM O MHOroaapecHbix IPv4 n IPv6 rpynnax, y4acTByoWmX B
rPynnoBOW paccbliiKe.

Hactpoikn L2 / Nepenaya rpynnosoro Tpaduka / [IpocMoTp 3aperncTpupoBaHHbIX rpynn

OTOUNETPOBaTL NC
WUaerTuduxatop VLAN
Anpec rpynnsi

IP-aapec ncToqHuka

OunsTpoBaTs

[ns Toro ytobbl OTCOPTMPOBATL 3anucK B Tabauue no Homepy VLAN, rpynnosomy agpecy mam IP-
agpecy OTMpaBuTeNA yCTaHOBUTE OAWMH M3 cnepyowmx $Giaros, 3ano/HUTE COOTBETCTBYHOWME NONA U
Ha*KMUTE KHOMKY « DUNbTPOBaTbY:

— UdeHmugukamop VLAN — npw yctaHoBieHHOM dnare ByaeT yctaHOBAeH OUALTP 3anuceit no
3agaHHOMY HoMepy VLAN;

— Adpec epynnsi — rpynnosou IP- uan MAC-agpec;

— IP-adpec ucmoYyHUKa — apec UCTOYHMKA.

OnucaHue nonei Tabauubi:
— WoeHmugpukamop VLAN — naeHtudukatop VLAN;
— Adpec epynnsi — MAC- nnu IP-agpec rpynnbl MHOTOaApeCHOM PacChINKK;
— IP-adpec ucmo4HuKa — agpec oTnpaBuTens 41A BCEX YKasaHHbIX MOPTOB rpynnbl;

— [lopmebi, 8KMO4EHHbIE 8 PacCCbiAKYy — CNUCOK WHTepdeicoB, Ha KOTOpble HamnpasaseTcs
COOTBETCTBYHOLLMIA NOTOK MHOFO3APECHOMN PaCCbIKK;

— [lopmbl, UCKAOYEHHbBIE U3 PACCLIAKU — CNINCOK NOPTOB, KOTOPbIE HE BXOAAT B COCTaB rpynmbi;

— Pexcum coemecmumocmu — sepcua IGMP/MLD.
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2.7.7.7 Hacmpolika uHmepgelicoe K MH020A0pPeCcHbIM Mapwpymu3amopam
(mrouter)

B pasaene Hactpoitkn L2 - Mepepgauya rpynnosoro Tpaduka -> Poau noptoB B nepecblsiKe
MHoroagpecHoro Tpaduka npuBeaeHa KOHPUrypauus, B KOTOPOM ONpefeneHo, Kakue uHTepdeichl
KOMMYTaTopa NOAKNOYEHbI K MHOFOaZpeCHOMY MapLUpyTU3aTopy.

Mrouter — 3TO NoOPTbl, K KOTOPbIM MoAKAtoYeH(bl) MHOroaApecHble mapLupyTusaTopbl (mrouter).
NHbopmaLma o mrouter—nopTax BO3HUKAET B pe3ynbTaTe 06paboTKM KOMMYTAaTOPOM NOTOKOB rPynnoBbIX
OAaHHbIX UK B pe3ynbTaTe KOHOUTYpUpPOBaHNA CTaTUUECKM onpeaeneHHbIX MOPTOB.

CtpaHnua Hactpoiku L2 / Mepepaua rpynnosoro Tpaduka / Ponau noptoB B nepecblike
MHoOroagpecHoro Tpadpuka npesoctaBaseT BO3MOXKHOCTb KOHOUIYPUPOBAHMA CTAaTUYECKUX MOPTOB U
NPOCMOTpa NepeyvyHs AMHaMMNYECKU U3YYeHHbIX NOPTOB.

Hactposixn L2 | Nepega4a rpynnoeoro Tpaguka /| Ponu nopToB B nepechbinke MHOroagpecHoro Tpadgimsa

Y
18

Uaermndmiarop VLAN 1w
Bepcus IP-nporokona ® pys IPvé

Tum wwrepdedica ® nop

gitiv1 gil/i2 git/0/3 gi/vd gil/VS g0/ QiV/0/7 QiI1AVE git/Ye Qit/0MD @it/ gi/Di12 gitV13 git/0M4 gil0AS gil/16 g7 gil/N8 gil/0A9 gilDi20 git/i21 Qili022 gilre23

3anpewdnroi

Hei “eH (@ . 0) O 0 0} O ® * . . (O ) . . (O 0 ) @ . 0 (] . O

L avmsecant
3anpewdnron

Hercaknmaen @ ® ® .

CoxpahnTs

—  WoeHmugukamop VLAN — Homep VLAN ana otobpaxkeHus Tabaumubl HacTpoek WHTepdelicos
KOMMYTATOpPa;

Mpun yctaHoBneHHom ¢nare «[lopTbl» 6yaeT oTobparkeHa Tabnauua npasun 4aa NOPTOB
KOMMYyTaTopa, Npu ycTaHoBieHHOM dnare « LAG» — Tabaunua npasun gns rpynn LAG.

[na Kaxporo nHTepdeinca MoKHO YCTaHOBUTb CNocob onpeseneHmsa ero CoOCToAHUA:

— Cmamuveckuli — pns BbibpaHHol VLAN nopT cTaTMyeckn onpeseneH Kak mrouter-nopr;

— JluHamuveckuli — nopT AWHAMWUYECKM KOHPUrypupyeTca Kak mrouter-nopT 3a cyeT ob6paboTKu
3anpocos IGMP/MLD (IGMP/MLD query). [OnA BK/AOYEHMA AMHAMWYECKOTO M3y4YeHMs MOPTOB,
HeobxoamMmo nepeiTn B pasgen MNepegaya rpynnosoro Tpaduka > IGMP Snooping nan MNepepaya
rpynnosoro Tpaduka > MLD Snooping;

— 3anpeuweHHbil — ycTaHABAMBAET 3anpeT Ha onpesesieHne NopTa Kak NopTa, K KOTOPOMY NOAKNOYEH
MapLLpPyTU3aTOP MHOTOALAPECHOM PACCLIIKM AaKe B TOM C/y4Yae, eCM Ha 3TOM NopTy 06HapyKeHbI

3anpocbl IGMP/MLD;

— HenoOdKnwoyeH — NopT He ABAAeTCcA mrouter-nopTom.

HaskmuTe KHOMKY «COXpaHUTb» ANA NPUMEHEHNA HAaCTPOEK.
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2.7.7.8 [emanu3ayua Hacmpoek epynnosoli adpecayuu 0158 uHmepgelicos

B pasgene Hactpoku L2 -> T[lepepgaya rpynnoBoro Tpaduka -> KOHTponb nepeaaum
MHoOroagpecHoro Tpaguka Ha NOPTY BbINOAHAETCA KOHUrypaums uHTepdeiicos, KOTopble MoJyyatoT
rpynnoByto paccbiiiky B onpegeneHHon VLAN. Ytobbl PyHKUMs 6blna akTMBHA, GYHKUMA FpynnosBoi
dunbTpaymm fonKHa bbITb BKIOYEHA.

IGMP- nan MLD-coobweHna He nepecbinaloTca K UHTepdeiicam, onpepeneHHbIM Kak

V “forward all”.

KoHdurypauma npumeHsetrca TonbKo ana uHTepdeiicoB, KoTopble ABAAIOTCA UY/eHaMM
3agaHHou VLAN.

Hactponkm L2 | lepeaasa rpynnoeoro Tpadpuka / KOKTPONE Nepeaain MHOTOanpecHoro Tpadnka Ha nopry ~ ©

WUzermnuxatop VLAN |1 v

Gil03 gi/li4 g/ gitld% gill7 gillli8 gilidAa giv0i0 gitdit1 G2 gitN3 gile/4 giloAS gitlbi 6 git/0iT gitONI8 gil/19 gil020 g1 g2 gilld23 gili024

Luwammuecswit
3anpewennbii
o ymonuarmo @ ) O O O D () C) O O O ° O ° O O O O ) O O O O O

tel/0/1 1e1/02 11/0/3 tel/0i4

Lveavmaecsin
3anpewyenrni

Mo yworari @ O O O

Coxpasute

— WoeHmugpukamop VLAN — Homep VLAN ana oTtobpaskeHua Tabauubl HAacTpoek WHTepdelicos
KOMMYTaTopa;

Mpu yctaHoBneHHOM dnare «lopTbi» 6Oyaer oTobpaxkeHa Tabauua npasun  gas  MNopToB
KOMMYTaTOpa, Npu ycTaHoBAeHHOM dnare « LAG» — Tabanua npasun gns rpynn LAG.

[na Kaxporo nHtepdeiica MoXKHO yCTaHOBUTb cNocob onpeaeneHns ero COCToAHNA:
— Cmamuyeckuli — paspelleHa nepesaya BCEX MHOroaApecHbIX MakeToB Ha NopTy;
—  JuHamuyecKuli — He NpUMeHnaeTcs;
— 3anpeuweHHsbIl — NOpPTy 3aNpeLLaeTca AMHaMUYeckn A06aBAATLCA K MHOrOaApecHoM rpynne;

— [lo ymonyaHuo — MHTepd)eﬁcy B HacCToAllee BpemMA nepepdada BCEX MHOINoagpecCHbIX NMaKeToB
3anpeuwieHa, AMHaMn4eCkn NpUCoOeEaNHATLCA K MHOFO&B,EI,pECHOﬁ rpynne He 3anpeueHo.

Ha)kmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEK.
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2.7.7.9 [pasuna 015 nakemos ¢ He3apeaucmpupoB8aHHbIMU 2pyNnossbIMuU adpecamu

B pasgene Hactpoiikm L2 - TMepeaaua rpynnosoro Tpaduka =->  YnpasneHue
He3aperncTpupoBaHHbIM MHOroaapecHbiM TpaPMKOM YCTaHABAMBAIOTCA MpaBUAA Nnepegayvm NakeToB C
He3aperncTpMpoBaHHbIX FPYNNOBbIX a4PECOB.

CTpaHuLa YnpaBneHue HesapermcTpupoBaHHbIM MHOroagapecHbimM TpapuKom npesHasHayYeHa aAA
ynpaB/ieHna 06paboTKOM MHOroagpecHbiX MNaKeToB, MNPUHAA/NENKAWMX K He3aperncTpupoBaHHbIM B
KOMMYyTaToOpe rpyrnnam paccbiku. Kak npaBuio, Takne NakeTbl NepeaaloTcs Ha Bce NOpTbl B Npeaenax
VLAN. HacTpolik1 nopTa No3Bo/IAOT U3MEHATb €ro noseaeHne npu obpaboTke MHOroaapecHoro Tpaduka
AN HEU3BECTHbIX FPYNn — MOXKET 6bITb paspeleHa nepesaya uam GuabTpaums aTMx AaHHbIX. HacTpolika
aencreyet ans noboi VLAN, yneHoM KOTOopol NopT ABASETCA UM ByaeT ABNATbCA B OyayLiem.

Hactponku L2 / lNepepaya rpynnoeoro Tpadguka / YnpaeneHne HezaperncTpMpPOBaHHbIM MHOTOafpecHbIM Tpadukom

KonuposaTs KOHMMrypaLmio NopTa (omep cTpoku) | Ha nopre! (Homepa cTpox) |

® Noprer () LAG

| # | Wnrepgeiic |fedicrame | |
D ECIN e o ]

gi1/0n2 Pepaktmposate

Pegaxktuposarte
Peaaxtupoeats
Pegaktnpogatb
Pegaxktuposarte
Pepaktuposate

Pepaktuposate

&

1 aKTMPOBaTh

&

d3aKTMPOBATL

O EEEEEER

TR
] VAAANAE

| CoxpanuTs |

[na ofHOBPEMEHHOM HACTPOMKMN HECKOJIbKMX NOPTOB HYXKHO CKOMMPOBATb 3HaYeHWe NapameTpoB 13
o4HOWM 3anucu B Apyryto/apyrve. [na 3TOro HyXXHO 3anONHWTb CAeAytolime MONA U HaaTb KHOMKY
«CoxpaHUTb»:

— Konuposames KOHgu2ypayuto nopma (HoMep CMpPoOKU) — MOPAAKOBbIA HOMEP 3amnucy, napameTpbl
KOTopoW ByayT CKONMPOBaHbI;

—  Ha nopmesi (Homepa cmpok) — NopaaKoBbIA HOMep/HoMepa 3anuceit, 418 KOTopbIX 6yAyT MPMMEHEHbI
napameTpbl. MOXHO yKa3aTb Anana3oH Yepes « —», IMb0o nepeuncieHnem 4yepes «,».

Mpun yctaHoBneHHom ¢nare «[lopTbl» 6ygeT oTobparkeHa Tabnauua npasun 4aa NOPTOB
KOMMYyTaTopa, Npu ycTaHosaeHHOM dnare «LAG» — Tabauua npasua gas rpynn LAG.

0na nameHeHMA HaACTpoek MHTepd)eﬁca HYXXHO Ha)XaTb KHOMKY «PegaKTMpoBaTb» HanNpoTus
3aﬂ,aHHOl71 3anncun n 3aN0/IHNTb COOTBETCTBYOLLME NONA:
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HacTtpowka nepeayn He3apernCTpUpOBaHHOTO rPYNNoOBOro Tpadguka

WrTepdenc |§‘ Mopt iﬂgl'l"'ov"l v|OLAG v

HEUCTEME | Nepecwinate WV |

| Coxparuts

— UWHmepgelic — vHTepdenc, ANA KOTOPOro BbINOHAETCA HacTpOoMKa:
=  [lopm — Homep nHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= |AG — Homep rpynnbl LAG, (1-48);
— [elicmesue — Ha3Hayaemoe gelicTeue:
= [lepecbiname — NepenaBaTh He3aperncTpMpPOBaHHbIE MHOTOAAPECHbIE NAKETbI;

=  Ombpacsieams — GUNLTPOBATL HE3APETUCTPUPOBAHHbIE MHOMOaAPECHbIE NAKETHI.

Haxkmunte KHonky « COXpaHUTb» ANA NPUMEHEHUA HAaCTPOEK.

2.7.8 LLDP

B paHHOM paspgene ocywecTBAAETCA NPOCMOTP MHOOPMAUMM O COCeAHMX YCTPOMCTBAX NOCpPenCTBOM
npotokona LLDP.

Link Layer Discovery Protocol (LLDP) — npoTOKONn KaHa/bHOrO YPOBHA, MNO3BONAKOWMN CETEBOMY
obopynoBaHUio onoselaTb obopyaoBaHMe, paboTatollee B IOKaNbHOM CETU, O CBOEM CYLLECTBOBAHUU U
nepefaBaTb EMy CBOM XapPaKTEPUCTUKM, a TaKKe NOJIy4aTb OT HEFO aHA/IOMMYHbIE CBEAEHMA.

Layer 2 / LLDP / LLDP neighbors

[Port_|Device ____| PortiD | System Name | Capabiliies | TTL
gH1/0N | cc:9d:az0e:db80 (gt | [Other |12

— Port — Homep NopTa, K KOTOPOMY NOAK/OYEHO BCTPEUYHOE YCTPOMCTBO;

— Device ID — MAC-agpec BCTPeYHOro YCTPOMNCTBa;

— Port ID — Homep NopTa, KOTOPbIM BCTPEYHOE YCTPOMCTBO NOAKAOYEHO K KOMMYTATOPY;
— System Name — »MA BCTPEYHOTO YCTPOMCTBA (MO YMOAYaHMUIO NycToE);

— Capabilities — nHpeHTuduKaTopsl TVL-nons;

— TTL — npegenbHbIi NEPUOL, BPEMEHU UWN YNCIO UTEPaLUI, UK NEPEXOS0B, 33 KOTopble Habop
[AaHHbIX MOKET CyLLECTBOBATb 40 CBOEr0 MCYE3HOBEHMSA.
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2.8 YnpasneHue KauectBom ob6cnykusaHua (QoS)

B paHHOW rnaBe OMMCLIBAETCA ynpaBneHWe KayecTBOM 06cayxuBaHusA (QoS) Ha KommyTaTopax
MES23xx/MES33xx/MES35xx/MES5324:

- onpeaeneHne 0CHOBHbIX HacTpoek QoS;
- HacTpoiKa 6asoBoro pexxnuma QosS;

- HacTpoWiKa pacluMpeHHoro pexnma QoS.

Mop KayectBOM 0bcnyxKmMBaHMa (QoS) NoHMMaeTcs cnocobHOCTb ceTn obecneynTtb HEOHXOAMMbIN
npuopuTeT 3agaHHomy TpaduKy. McnonbzosaHne QOS nNo3BONAET YAYYLWUTb MOKasaTenn nepenayu
TpadMKa 4YyBCTBUTENbHOTO K 3ajepXKam (NOTOKoBoe BWMAEO, rOJIOC), M TeM CambiM MOBbICUTb
npou3BoAUTENbHOCTL CeTM B  Uenom. MexaHmam QOS, peanus3oBaHHbIA B KOMMyTaTopax
MES23xx/MES33xx/MES35xx/MES5324 no3sosiAeT opraHn3oBaTb BOCEMb OYepeeit NpuopuTeTa naketTos
B 3aBMCMMOCTU OT TWMa NepesaBaeMbiX SaHHbIX.

HacTpoiika QoS BkatoyaeT B cebsa ABa 3Tana:

- Hacmpolika knaccugukauuu (Classification) — onpeaenaeTtca coBnageHne oTaenbHbIX Nonek
naKketa CO 3Ha4YeHUAMM, 3aaHHbIMKN NONb30BaTENEM U NPOU3BOAUTCA pa3geneHue TpaduKa
Ha NOTOKM C pa3HbIMU NPUOPUTETaAMU;

- Hacmpolika npasuna noaumukxu (Action) — onpeaenaoTca 4eNCcTBMA Hag KnaccubumumMpoBaH—
HbIMKW NOTOKaMK TpaduKa.

MpuvopuTeT AaHHbIX, UCNO/b3YEMbIV A1A YNPaBAEHUA KauecTBOM 0bCNyKMBaHUA, onpeaenaeTca Ha
OCHOBaHWW TaKkUX MOJEeN MAKETOB AaHHbIX, Kak User Priority (npuopwuTteT B cooTBeTcTBMmM ¢ IEEE802.1p) u
koaa DSCP (DiffServ Code Piont).

HasHayeHHbI NpuopuTeT AaHHbIX UCNoAb3yeTca AnA Bblbopa O4HOM M3 BOCbMM oyepenein Ha
nucxogAwem uHTepdenice. B  KommyTaTope nNpeaycMOTPEeHbl NapameTpbl  KOHUrypauumn  ans
conocrtasnenuna User Priority n kogos DSCP ¢ BbIxogHbIMM O4epeaaMmn KOMMyTaTopa.

Mocne TOro, Kak cAenaHO COMOCTaB/ieHWe KOZLOB TMPUOPUTETOB C BbIXOAHLIMU OuYepessmM,
HeobX04MMO HAacTPOUTL peXxum paboTbl gucnetyepa ovyepeneit. MoxeT 6bITb BbIOPAH O4MH U3 CeAYOLLNX
PEXMMOB:

- Strict Priority — cTporoe cobntoaeHve npuoputetToB obecneymsaeT nepegady naketos 6es
noTepb ANA NPUNOKEHMI C BbICOKUM NPUOPUTETOM M YYBCTBUTE/bHBIX K 3a4€pKKaM TpaduKa;

- Weighted Round Robin — B3BelWweHHOe paBHOMEPHOE pacnpeaesnieHne npPUopPUTETOB
npegoTBpawaeT AOMMHUPOBAHWE BbICOKOMPUOPUTETHBLIX MPUIOXKEHUI, Bbi3blBatowee
610KMpPOBaHWE MepenaynM MeHee npuopuTeTHoro Tpadumka. Pexkum WRR obecneumsaer
B3BELUEHHOE pacnpeneneHme NoJoCbl NPOMYCKAHUA KaHala MeXay ouyepenamu, ovepesam
Ha3HayalTCA Beca B c/eaytoLlel nocnegosartenbHocTn: 1,2,4,8.
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2.8.1 O6wue Hacmpoiiku QoS

B pasgene KauectBo 06cny»KusaHua -> OCHOBHbIe HAaCTPOMKMU BbINOAHAOTCA 06LIMe HACTPOMKU
QosS.

2.8.1.1 HasHaueHue Knaccos cepsuca (CoS) 0as uHmepgpelicos

B pasgene KauectBo o06cnykmBaHua -» OcHOBHble HacTpoiiku - Knacc o6cnyxKuBaHusA
yCTaHaBAMBaeTCcA pexum paboTbl QoS ONA BCEro ycTpoWcTBa M KAacc cepBMca MO YMOMYaHWUIO AN
onpeaeneHHoro nHtepodeica.

Kayecteo obcnyxueanmnna / OcHoBHble HacTpouku / Knacc obcnyxueaHua

Pexwm paBotel QoS | Basoswin v |

KonuposaTe KOHDWUIrypaumto nopTa (HoMep CTPOKMK) | Ha nopT! (HoMepa cTpox) |

® nopre O LAG
A T I Y pry—
o o e

DIECEE O -~ |
lows o |l

DL L
CICCRE R - | L
DE ... |

Coxpanuts

—  Pexum pabomel QoS— pexum paboTbl QOS:

= BobikntoueH — ynpasneHune QoS BbiKAoYeHo. MexaHu3m nepeaayn AaHHbIX — FIFO;
. ba3oebili — BKAOUYEH 6a30BbIN pexxmum QOS;
. PacwupeHHbIl — BKAHOYEH pacLUMPEHHbIN pexum QoS.

[Ona  opHOBPEMEHHON HaCTPOMKM HECKO/IbKMX MNOPTOB MOXKHO CKOMUPOBATb 3HAYeHue
napameTpoB U3 OA4HON 3anucu B Apyryto/apyrve. s 3TOro 3anosiHuTe caefylolme noas U Haxmute
KHONKY « COXpaHUTb»:

— Konuposame KOHgu2ypayuto nopma (HOMep CMPOKU) — TMNOPALKOBbIM HOMEp 3anucw,
napameTpbl KOTOPOM ByayT CKONMPOBaHbI;

— Ha nopmei (Homepa cmpok) — NopAAKOBbLIM HOMep/HOMepa 3anucel, AN KOTopbIX ByayT
CKOMMPOBaHbI NapameTpbl. MOXKHO yKas3aTb AManasoH yepes «—», MO MepeymcieHnem
yepes «,».
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Mpn yctaHoBneHHOM dnare «lopTbl» OyaeTr oTobparkeHa Tabsavua npasua AnA MNOPTOB
KOMMyTaTopa, Npu yctaHosieHHom dnare «LAG» — Tabnanua npasun gna rpynn LAG.

— BoccmaHosumeb HacmpoﬁKu no ymosn4aHurwo — npu yCTaHOBJZIEHHOM d)nare AanAa 3agaHHoro
nopTa NCNO/1b3yHOTCA HaCTpOD’IKM Qos, YCTaHOB/1IEHHbIE MO YMO/14YaHUIO.

Ona penakTMpoBaHMA  3anuncu HYXHO Ha)XaTb  KHOMKY  « Pe,ﬂ,aKTMpOBaTb», 3aNO0/IHUTb
COOTBETCTBYHOLWME NONA:

Hactpownku knacca obcnyxuBanua (CoS)

WrTepdenc ® Nopt [ gitor1 w | LAG

MpuopHUTET NO yMONYaKuw |

CoxpanuTe

— WHmepgpelic — nHTepodelic, Ana KOTOPOro BbIMOAHAKTCA HACTPOMNKU:

= [lopm — Homep nHTepdeliica, (gi0/1—gi0/48, te0/1—te0/4);
= [AG — Homep rpynnbl LAG, (1-48);

— [llpuopumem no ymon4yaHuro — 3HavyeHue CoS, YCTaHOB/IEHHOE MO YMOJIYAHUIO, O1A BXO4ALWMX
naketos 6e3 Tera VLAN. MpuHumaeTt 3HayeHua (0—7). Mo ymonyaHUio ycTaHOBNEHO 3HayeHue 0.

Haxkmute KHonKy « CoXpaHUTb» A1 NPUMEHEHUA HACTPOEK.
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2.8.1.2 Hacmpolika o4yepeodeli

B pasgene KauectBo ob6cnykusaHua -> OCHOBHble HAcTpoku -> Ouepeam ocyllecTBAAeTCA
NMPOCMOTP COCTOSIHMUA oYepeaen Ha KOMMyTaTope M onpeaeneHne cnocoba o6paboTkn oyepesent.

KommyTaTop noadepuBaetr cheaytowme crnocobbl 06paboTKM ouyepedeit:  B3BeLUEHHbIN
umkandeckunin anroputm (Weighted Round Robin — WRR), ctporoe cobnoaeHue npuoputetos (Strict
Priority Queuing).

Kayecteo obcnyxueanuns /| OcHoBHble HacTponku / Oyepeau

® Crporas npuopetusaymns ) LlMknudeckoe nnaHuposaHue Ha ocHoee eecoe (WRR)

Nnaunposwmx
Howmep ouepenmn =
Hcnonbsosanne nonochl nponyckaxdna, %

— Cmpoeaasa npuopumu3ayus — npu yCTaHOBNEHHOM dare BK/IKOYEHO yrpasieHne TpadnKom CTPoro Ha
OCHOBE NPUOPUTETOB OYepesei;

— Uuknuueckoe naaHuposaHue Ha ocHose seco8 (WRR) — npu yctaHoB/leHHOM dnare gns odyepeaum
HasHa4vaeTcs pexum «Weighted Round Robin» n ana atoih ouepeam Heobxoammo 3agatb ee WRR-Bec.
Mone « WRR Weight» akTMBHO TONIbKO AN ovepeneit B pexmume B3BELWEHHOM LUKAMYECKon 06paboTku
(WRR). Ecnv ouepeab umeet Bec 0, TO OHa HEAKTUBHa;

—  Homep ouepedu — HOMep ouepeam, Ansa KOTopon onpeaensieTca pexmm obpaboTkm (SP nnm WRR);
—  Becosoli KoagpgpuyueHm — sec WRR;

—  Ucnons3zosaHue noaocsi nponycKaHus, % — BblMUCNEHHOE 3Ha4YeHWe No0Chbl NPOMYCKaHUA 3a4aHHOM
oyepeam B %.
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2.8.1.3 Hacmpolika nponyckHol cnocobHocmu uHmepgelicos

B pasgene KauectBo o06cnyxkmBaHuAa -» OCHOBHble HACTpPOMKM -» OrpaHuyeHMe noOAOCHI
NPONYCKaHWUA OCYLLECTBAAETCA ynpaBaeHne ceTeBbiM TpadMKOM NOCPeACTBOM OFrpPaHUYEHMA NPONYCKHOM
cnocobHocTu.

[na ynpaBneHus Nonocol NponyckaHna nHTepdeincam HasHayatloTca caeaylolme napameTpbl:

— Commited Burst Size (CBS) — 3apaeT MaKCMMa/bHOE KO/IMYECTBO BUT AaHHbIX, OTNPaBASEMbIX B
eAVHULY BPEMEHMW, PasMep «BCMbILLKUY TpadUKa;

— C021aco8AHHAA CKOpoCMb rfepedayu — 3a[aeT 3HayeHWe CKOPOCTM, Ha KOTOPOM [0/IKHa
nepeaaBaTbCcA MHPOPMALMS.

MBMEPEHVIFI CKOpPOCTU yCpegHAKTCA B nepenenax eanHuMLbl BpeMeEHW.

Kauyecteo obcnyxueanuna / OcHoBHble HacTpouku / OrpainyeHne NnonoCbl NPONyCKaHUA

O) MopTei O LAG

nm Orpannyesine Bxogamero Tpapuka | LLlewnuHr mcxogamero Tpaduxa

B

Mpu yctaHoBneHHoOM dnare «lopTbl» 6Oyaer oTobpaxeHa Tabauua npasun gas MNopToB
KOMMYyTaTopa, Npu ycTaHoBieHHOM dpnare « LAG» — Tabaunua npasun gns rpynn LAG.

[OnA  pefakTUPOBaHWA  3aMMCM  HYXKHO  Ha)KaTb  KHOMKY  «PedaKkTMpoBaTb»,  3anoJIHUTb
COOTBETCTBYHOLLME NOA:
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HaCTpOﬂKa nonocel NpoNyCKaHWA
WHTepdenc ® Port gil/0i1 w LAG
BrniouwTe orpasnyeHue EX0JAWEro Tpadmka [ |
Cornacoeanras cxopocTe nepeaaqdn (CIR 0 SUTIC
CornacoeanHas BenuuYMHa Bcnbilwku (CBS) 0 (BanT
[
0 BuTic
CornacoganHas BenuunHa ecnbilwkmn (CBS) 178000 (BauT
CoxpaHnTs

— WHmepgpelic — nHtepdeiic, AN KOTOPOro BbINOIHAKTCA HACTPOMKM:

= [lopm — Homep nHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= [AG — Homep rpynnbi LAG, (1-48);

Bkao4ume o2paHu4YeHue 8x00AuUje20 mpaguka — NPU YCTaHOBAEHHOM ¢Jiare paspelleHo orpaHu—
YeHMe CKOPOCTM AN1a BXogdAllero TpadpuKka 3agaHHoro uHtepoeliica;

CoenacosaHHas ckopocmb nepedayu (CIR) — HasHayeHHadA CKOpPOCTb Mepenayu AaHHbIX
(64—1000000) KéuTt/c;

CoenacosaHHas eenu4uHa ecrbiwKu (CBS) — maKkcMMasbHblI pasmep «BCMbIWKUY TpaduKa
(4096-16762902) 6aiiT;

Braoyume welinuHe ucxodawe2o mpaguka— Npu yCTaHOBAEHHOM diare BKAKOYEH LWennep anaa
ncxogAwero TpaduKa 3agaHHoro nHTepdeica:

CoenacosaHHaa ckopocms nepedayu (CIR) — Ha3HauyeHHas CKOPOCTb Mepeaayn OaHHbIX
(64—1000000) KéuTt/c;

C02/10c08aHHAA 8eAUYUHA 8CMbIWKU (CBS) — MaKCMManbHbIN pasmep «BCMbIWKNY TpaduKa
(4096—-16762902) bayiT.

Ha)kmuTe KHOMKy «COXpaHUTb» A4 NPMMEHEHUA HacTPOoeK.
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2.8.1.4 [lpusAska Kaaccos obcaymusaHus K o4epeoam

B paspene KauectBo o06cnyxkmuBaHua -> OCHOBHble HacTpoilku -» CooTtBetctBue mexagy CoS um
ouepeAsmMM BLINOJHAETCA MPUBA3KA KaaccoB 0b6CayxmBaHMA K ovepeaam. Knacc obenyskmsaHua CoS
COOTBETCTBYET NPUOPUTETY NaKeTa, KOTOPbIA COAEPKUTCA B CTPYKType meTkn VLAN — IEEE802.1p.

Mo ymon4YaHWIO yCTaHaBAMBAETCA C/eAylollee COOTBETCTBME MENKAY ovepensmu U NpuoputTeTamm
CoS:

Cos O Ouepeab 3
Cos1 Ouvepeab 1
Cos 2 Ouepesb 2
Cos 3 Ouepenb 4
Cos4 Ouepenb 5
Cos 5 Ouepesb 6
Cos 6 Ouepeab 7
Cos 7 Ouepesb 8

Ouepegp 1 MmeeT HaMMeHbLUNI MPUOPUTET, o4epeab 8 — HAMBbLICLLNIA.

CrpaHuua Kauecteo o6cnykuaHua / OcHOBHble HacTpoitku / CootBetcteue mexay CoS u
ouepeaAaMM No3BO/IAET U3MEHUTb COOTBETCTBME KOA0B CoS ouepeasam.

Kauyecteo obcnyxueanuna | OcHoeHbie HacTponku | CooreercTEre mexay CoS w oyepensamm

BoCCTaHOBMTL HACTPOMKK NO yMmonyaHmo ||

O pry—"
1o (M3
2+ |ma |
EE - -

DE - -
OO - -
sls B2
O -
D - - .

| CoxpammTs |

— BoccmaHosumos HacmpolKu no yMoa4YaHU — MpU YyCTaHOBAEHHOM dnare Ucnonb3yeTcs KoHPUry—
paums oyepenen no yMmoa4yaHuto;

— Knacc obcnyxicusaHus — 3HadyeHume 802.1p Tera npuoputeTa, rae 0 — HaMmeHbLWUn npuopuTet, 7 —
HauBbICLLMIA NPUOPUTET;

— Homep o4epedu — HoMep ovyepeam ANA 3agaHHOro Knacca obcnyxusanus (CoS). MoaaepxuBaetca
00 8-Mmu ouepeger npmopuTeTta TpaduKa.

HaskmuTe KHOMKY «COXpaHUTb» A/1A NPUMEHEHUsA HacTPOoeK.
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2.8.1.5 [lpusaszka meza DSCP k oyepedam

B pa3zene KauectBo o6cnyxkmBaHua -» OCHOBHble HacTpoilku -» CootBetctBue mexkay DSCP un
ouepeAAMU BbINOJIHAETCA HAaCTPOWKa TabaumLbl NpueaA3KkK koaa DSCP IP-nakeToB K ouepeaam.

o ymon4yaHuIo UCMONb3YeTCcA cneaytolan cxema cooTseTcTama Kogos DSCP ouepenam:

DSCP 0—7 Ouepepp 1
DSCP 8—15 Ouepeab 2
DSCP 16—23 Ouepeab 3
DSCP 24—31 Ouepeab 4
DSCP 32—39 Ouepeab 5
DSCP 40—47 Ouepeab 6
DSCP 48—55 Ouepeab 7
DSCP 56—63 Ouepeab 8
KauecTBo obcnyxnEaHnn | OCHOBHBIE HACTPORKN | CoOTBETCTEME Mexay DSCP u ovepeanmn

DSCP Bxogaumx nakeTos

é

N

DSCP sxopaumnx naketos | Homep osepenn
- - B

@ <H-H~=H~-1=U~~ o o=+ NinF
< SH<H<H<HEH<< < ClClieflc)icilc ((E
<
£

w

5] o~ 2
a
Ll
E
i
3
]

— DSCP sxo0sawux nakemos — Ter DSCP y BXxOAALLErO NaKeTa;

— Homep ouepedu — 13 HUCMNAZAIOLLETO CIMCKA HY*KHO BbIOpaTb HOMep oyepeam ans 3agaHHoro DSCP-
Tera. MNogaeprkmBaeTca 4o 8-mu odepeaen npuopuTteTta TpaduKa.

HaxkmuTte KHonKy «CoXpaHMTb» 414 NPUMEHEHWNA HACTPOEK.
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2.8.2 basoeblii pexcum QoS

B 6a30BOM peskuMme BbIMONHAOTCA HAaCTPOMKK pexuma aosepma QoS M nepeonpegeneHusa Tera
DSCP. Nepepa BbinoNHEHMEM HacTpoek 6a3oBoro pexkmuma B pasgene QoS - General - CoS Heobxoanmo
yCTaHOBMUTb pexmnm QoS Kak 6asosbiit (QoS Mode— Basic).

2.8.2.1 0O6uwue Hacmpoliku 0n4a 6a308020 pexcuma QoS

B pa3aene QoS - Basic Mode-> General yctaHaBnanBaetca rnobanbHblii pexum gosepus QoS B
6a30BOM peXknume, KOTOpbIN AelcTByeT Ha MHTepdelicax KommyTaTopa. MakeTbl, Bxogdawme B obnactb
aevictena QoS KnaccnduumnpytoTca Ha rpaHuue obiactn. B Tom ciydae, Koraa nakeTbl Knaccupuumpytotea
Ha rpaHuue ob6aacTM, Ha MOrpaHMYHbBIX NOPTax MOMKET OblTb HACTPOEH AOBepUTENbHbIA pexum QoS u
npasuaa nepeonpeaeneHna kogos DSCP ana cornacoBaHua napameTpoB QoS coceaHux obacteit. Pexum
nosepua HacTpauBaetca ansa onpeaeneHuns nona (CoS mnm DSCP), Ha ocHOBaHMM KoToporo 6yaet
YCTaHaBAMBATLCA NPUOPUTET AAHHbIX. 9TO HeobxoaMMO, Koraa B IP-nakeTe npucyTcTeytoT 802.1p-Ter 1 KoA
DSCP, v npu 3TOM HOMEpa o4yepeaeit, Ha3HaYEeHHbIE 3TUM Teram, PasnNYHbl.

Kayecteo obcnyxueanmns / bazoebin pexnm / OCHOBHbIe HACTPOHKK

Josepentbie QoS-napameTpbl BXOASLWMX NakeTos | dscp v

Bceraa uamernste DSCP

CoxpannTs

— JosepeHHble QoS-napamempsi 8X00AWUX NAKEMO8 — PEXMM A0BepUa KOMMyTaTopa:

= CoS — npuopuTeT oyepeaun onpeaensetca no Tabauue CoS (pasaen QoS - General - CoS
to Queue Mapping). Ona HeTerMpoBaHHbIX MaKeTOB MCMosb3yeTca 3HadeHue CoS no
ymonuaHuto (Default User Priority), HasHaueHHOe AN NopTa, NPUHABLLEro NakeT (CTpaHMLUa
QoS - General = CoS);

= DSCP — npuopuTeT odepeam onpegensaerca no Tabamue DSCP (pasgen QoS - General =
DSCP to Queue). K naketam ¢ AaHHbIMKW, OTHOCALMMMUCA K NPOTOKOAAM OTANYHbIM OT IP,
npumeHseTcs npasuio best effort — kommyTaTop NpegNPUHUMAET NOMbITKY Nepeaayn 3TUX
MakeToB, HO MOMELAEeT MX B o4yepelb C MWUHWMAMbHBIM MpuopuTeTom (ovepeab 1).
OnpepeneHne npuoputeTa AaHHbIX no Koay DSCP He moxeT paboTaTb Ans ABaXKAbl
TermpoBaHHbIX Naketos (QinQ);

= cos-dscp — npuvopuTeT ouepeam onpegensetca no Tabamue DSCP, ecnu aTo IP-nakeTobl, MHaue
no Tabauue CoS;

— Bcezoa usmeHams DSCP — npwu yctaHoBneHHom d¢nare kog DSCP 6yaer nepenucaH corfiacHo
Tabnuue msmeHeHnit, DSCP 6a3oBoro pexunma (QoS -> Basic Mode—> DSCP Rewrite). JaHHan
bYHKUMA MOKeT b6bITb aKTMBHA TONbKO, €C/IM YCTaHOBNAEH A0BEPUTENbHBIN pexxum no DSCP. 3toT
pexXxum MoxKeT 6bITb NoneseH Ana obecnevyeHnsa B3aMMoAENCTBUA CETEN C Pa3INYHbIMU NOAUTUKAMMU
Qos.

HaskmuTe KHOMKY «COXpaHUTb» ANA NPUMEHEHNA HACTPOEK.
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2.8.2.2 Hacmpolika mabauysi nepemapkuposku DSCP

B pasgene KauectBo obcnyxuBaHuAa -> BasoBbid pexxum -

HacTpoiKa Tabamubl nepemapknposku DSCP.

U3meHeHne DSCP BbinonHseTtcs

Kavecteo obcnyxueanmua | bazoebii pexum | Mamenenne DSCP

DSCP sxopauiax naketos | DSCP Mcxopsumx naxeTos

o |oma 000 | C:- I CH - - .

+ 000 [mma | G-I CH -

O - C - CH( - -

D N - CH - - D

OO - X - DN CO - -
EN - B CH - - B
EN: - D C | - - .
EN - B CH -
EN: - | - -
EN- - B CH -
EC I C - -
EN - D CH - D
ERN - B R - -
EX - -
EN - - B
EX - -
« 2 (oK@
ER - -
EX - - B
[« 0 ||
E - -
ER - -
¢« 2 [oma
E - -
EN - -

—  DSCP sxo0auwux nakemos — DSCP-Ter BxoAALLero naketa B 6a3oBomM pexume;
—  DSCP ucxodawux nakemos — DSCP-Ter ncxogsaiiero nakeTta 8 6asosom pexunme.
Haxxmute KHonKy « COXpaHUTb» ANA NPUMEHEHMA HACTPOEK.
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2.8.3 PacwupeHHbili pexcum QoS

B paclumpeHHOM peXMMe BbINOHAOTCA CAeAyroLmMe HacTpoliku QosS:

- HacTpoiika LO0BEPUTENBHOIO PEXUMA;

- HacTpoiika Tabamubl nepeonpeaenenuns DSCP;

- HacTpolika Kputepmes Knaccupukaumm Tpaduka;

- OnpegfeneHne orpaHUYEHNA CKOPOCTU A1a BXoAdAuero/ucxoasauero Tpaduka;
- OnpepeneHve NONUTUKY;

- YcTaHOBKa NOAUTUKM ANA UHTePdENCOoB.

Mepes, BbLINOAHEHWEM HACTPOEK PACWMPEHHOIO pexumma Heobxoammo B pasgene Kauvectso
o6cnyXuBaHuA - OCHOBHble HACTPOIKK > Knacc 06cnyXmMBaHUA YCTaHOBUTb pexkMm paboTbl QoS Kak
PacCLMPEHHDbIN.

2.8.3.1 0Obwue HacmpoliKu 0014 pacuupeHHozo pexcuma QoS

B pasgene KauectBo o6cny:kuBaHus -> PacwiuvpeHHbId pexum -> OCHOBHble HaCTPOWNKMU
BbINOIHAIOTCA HACTPOWKMU LOBEPUTENbHOTO pexnma (ykasbiBaetcs 3HaudeHue (ToS, DSCP), KoTopoe QoS
6yAeT Mcnonb3oBaTb B KayecTse BHyTpeHHero DSCP).

Kawecteo obcnyxmBanun | Pacwupennbin pexmnm /| OCHOBHbIE HACTPOWKH

HacTpo#ka 3abnokmpoBana, T.K. B [aHHbLIA MOMEHT YCTPORCTEO HE HAXOQMTCA B PACWHPEHHOM PEXMME NOACKCTEMbI KaYecTea obcnyxuBaHua!
JOosepentsie QoS-napameTpsl BXOASLWMX NAKETOR
Josepats QoS-napameTpam BX0ARLWMX NAKETOS

Beerpa namenste DSCP

Coxpanuts

— JlosepeHHble QoS-napamempbl 8X00AUWUX TAKEMO8 — WUCMNO/b3yeMbIl LOBEPUTE/bHBIN PEXUM:

= Ccos — npuopuTeT odepeau onpeaensetca no Tabauuye CoS (pasgen QoS - General - CoS
to Queue Mapping). Ona HeTerMpoBaHHbIX MAKeTOB WCMo/b3yeTcA 3HavyeHne CoS no
ymonuanuto (Default User Priority), HasHaueHHOe A/1A NopTa, NPUHABLLEro NakeT (cTpaHuua
QoS - General > CoS);

= dscp — npuopuTeT oyepeaun onpegenserca no tabauue DSCP (pasaen QoS > General =
DSCP to Queue). K naketam ¢ AaHHbIMKW, OTHOCALMMMUCA K NPOTOKONAM OT/AMYHBbIM OT IP,
npumeHseTcsa npasuno best effort — kommyTaTop NpeanpUHUMAET NOMbITKY Nepeaayvn sTux
MakeToB, HO MOMELAEeT MX B o4yepelb C MWUHWMAMbHBIM MpuopuTeTom (ovepeab 1).
OnpepeneHne npuoputeTa AaHHbIX no Kogy DSCP He moxeT paboTaTb Ans ABaXKAbl
TernpoBaHHbIX Naketos (QinQ);

= cos-dscp — npuopuTeT ovepeam onpeaenserca no tabauue DSCP, ecan 31o IP-nakeTbl, MHaye
no tabauue CoS;

— Josepams QoS-napamempam exo0auux NaKemos — npw yCTaHoBAEHHOM daare BKAKOUYEH PEXKMUM NO
YMONYaHUIO;

—  Bcezoa usmeHambs DSCP — npwu ycTtaHoBneHHom dnare Ter DSCP 6yaeT nepenucaH coriacHo Tabauue
nameHeHuni, DSCP pacwupeHHoro pexuma (KauectBo obcnyKmBaHuAa —> PaclIMPEHHbIA perum—>
N3meHeHne DSCP). laHHan GpYyHKLMA MOKET ObITb aKTUBHA TO/IbKO, EC/IN YCTAaHOB/EH A0BEPUTE/bHbIN
pexum no DSCP.
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2.8.3.2 Hacmpolika mabauysi nepeonpedeneHus kooos DSCP

B pasgene KauectBo obcnyxuBaHua > PaclumpeHHbiit pexxum-» Hactpoiika cootsercteus DSCP
nepemapkunposkn DSCP. Koraa obbem Tpaduka npesbiiaeT
YCTaHOB/MIEHHbIA AONYCTUMBbIA Npepen, ucnonblyetca Tabauua «Hactpoitka cootsetcteua DSCP» pgns
onpeaenenus DSCP-Tera, KoTopblt ByaeT ncnonbzoBaTbeca BMecTo DSCP-Tera BxoAsALLero nakeTa.

BbINONHAETCA HacTpolKa Tabauubl

DSCP sxopamux naxetos | DSCP ucxofaumx nakeros

Kauectso obcnyxueanua /| Pacwmpennbin pexum / Hactponka coorsercrena DSCP

DSCP sxogaumx naxetos | DSCP ncxogammx nakeTos

DSCP sxopamux naketos | DSCP mcxopsmmx naketos

ma 2 s 2020 BEm 020 e =0 0 E®@ 00|
EE - - ER | - - .
D E - -
+ 2 3 0000 CH - -
COR - - s = |EX2 0|
CH - - B
O s = |[E®@ 0 |
s+ = a0 | R - -
EE - - CH - - B
ER - B CHE -
ER - B
v mm
R
N - -
CAR—
N
EX - -
EX - -
R
— DSCP exo0sauwux nakemos — DSCP-Ter BxoAsLLero naketa B paclUMPeHHOM PeXUME;
— DSCP ucxodauwux nakemos — DSCP-Ter ucxoaalLero naketa B paclUMPEHHOM peXxnme.
HaxkmuTe KHOMKy « COXpaHUTb» A58 NPUMEHEHWUS HACTPOEK.
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2.8.3.3 Hacmpolika kpumepues Kaaccuguxkauuu mpagpuKka

B pasgene KauectBo o6cnyuBaHMA -> PacluMpeHHblit pexxum -> Kputepumn Knaccudpukauum
TpadUKa BbINOIHAETCA HACTPOWMKA Kaacca ANs KnaccuduKaumm Tpaduka: gobasnatotca Kputepmm otbopa
TpaduKa 1 HaCTPaMBAETCA B3aMMOCBSA3b KpuTepnes, 0bpasyroLmx Knacc.

Knacc obpasyetca ogHUM UM ABYMA CNMCKaMK KOHTposaa goctyna (ACL), o4MH M3 KOTOPbIX MOXKET
6bI1Tb IP ACL, a BTopoii — MAC ACL. ABa cnucka ACL ogHoro Tuna He mMoryT 6bITb UCNONB30BaHbl B OAHOM
Knacce.

[ns yoaneHuna 3anucu M3 TabanLbl KNaccoB yCTaHOBMTE Gar HaNPOTMB 3a4aHHOM 3aMUCKU U HAXXMUTE
KHOMKY «YZ4anutb».

Kauyecteo obcnyxueanuna / Paclumpertbin pexum /| Kputepun knaccudukaymum tpadpuka

I Qe ey e Py

Yaanuts || JoBasuts

— HazsaHue KpumepuAa — UMA KNnacca,

— Cnucok docmyna 1 — vms CNUCKA KOHTPOJIA A0CTyMNa, OCHOBaHHOTO Ha IP (HacTtpolikmn ACL IP Bbinon—
HatoTcA B pasgene Cemesasa 6ezonacHocms / Criucku docmyna / Mo IP-adpecy);

— Ycnosue — npasuno coyetaHua kputepues ACL1 n ACL2:

"/ — naKeT A0/XKEH COOTBETCTBOBATL BCEM YCA0BUAM, NPUCYTCTBYOLWMM B cnncKax IP ACL n MAC
ACL;

=  W/IN — nakeT AO/IKEH COOTBETCTBOBATb BCEM YC/I0BUAM oaHOro u3 cnuckos IP ACL nam MAC
ACL;

— Cnucok docmyna 2 — VWMSA CNUCKa KOHTPOJIA AocTyna, ocHoBaHHoro Ha MAC (HacTtpoiikun ACL MAC
BbINO/IHAIOTCA B pasgene Cemeesas 6esonacHocme / Criucku docmyna / Mo MAC-adpecy).

Ona pobaBneHns HOBOM 3anucK B Tab/MLy KAAcCOB HaXKMUTE KHOMKY «[o6aBUTb» U 3anonHUTE
COOTBETCTBYIOLME NOAA:
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CospaTtb KpuTepui Knaccudukaumm Tpadpuka

Haseanue EpPUTEPHA

MpeanoYTHTENBHBIA CNMCOK A0CTYNA [ Crucox Ha ocrose IP-agpeca -

CoxpaHuTb

— HaseaHue Kpumepus — UMA Knacca;
— [pednoymumensHsili cnucok docmyna — npeanoyteHne cnucka ACL:

= CnucoK Ha ocHose IP-adpeca — nepBbiM NMPUMEHSAIOTCA CMMCOK KOHTPOS AOCTYMNa, OCHOBAaH—
HbIl Ha IP;

= CnucoK Ha ocHoge MAC-adpeca — nepBbIM NPUMEHAKTCA CMMCOK KOHTPOASA A0CTYMNa, OCHO—
BaHHbIM Ha MAC;

— [lo IP-a0pecy — cnucoK KoHTpons gocTyna ypoBHs IP (IP ACL);
— Ycnosue Knaccugukayuu — NPaBUJIO COYETAHUA KPUTEPUEB:
" )/ — naKeT 4O/IKEH COOTBETCTBOBATL Bcem ycnosumam cnmnckos IP ACL 1 MAC ACL;

= UJ/IM — nakeT AONKEH COOTBETCTBOBATbL BCEM YC/I0BMAM 04HOr0 13 cnnuckos — IP ACL unn
MAC ACL;

— o MAC-adpecy — cnvcoK KoHTpona goctyna yposHs MAC (MAC ACL).

Haxkmute KHonKy « CoXpaHUTb» 419 NPUMEHEHUA HACTPOEK.

2.8.3.4 Hacmpolika npoguna oepaHuyeHuUs cKkopocmu

B pasgene KauectBo o06cnyKuBaHuMa -> PacluMpeHHblit pexXum -> OrpaHuyeHue Mnonocbl
NpPoNycKaHUA BbIMOJHAETCA HACTPOMKa NPoduMAA orpaHMYeHnn ckopocTh. HasHayeHue aaHHoro npoduan
B pasaene KauectBo o6cny:KusaHua = PaclumpeHHbli pexxum = MpusAasKa Kputepues Knaccupukaumm
Tapuda K NOAMTUKE NO3BO/ISET OrPaHNYUTb NOJIOCY NPOMYCKaHUA KaHaa U B TO XKe BPEMSA rapaHTUpPOBaTb
onpeaeneHHy CKOpOCTb Nepesayn AaHHbIX.

Mocne 3aBeplueHUs KaaccMdMKaummu nNakeTa 3anyckaeTcs npoueaypa KOHTPOAS MNapamMeTpos.
AHanu3aTop npoBepsAeT COOTBETCTBME WHTEHCMBHOCTM BXOASALLEr0 MOTOKA AAHHbIX YCTAaHOBJEHHbIM
OrPaHMYEHMAM NO CKOPOCTU U NMPUMEHSET 3afaHHOe AelcTBUE K TpadMKy, HapyLwatowemy npeaenst. B
KayecTBe TaKUX AOeNcTBUiM MoryT b6biTb: TpaHcnsauma (forwarding), oTtbpacbiBaHue (dropping) uau
nepeHasHayeHune Koga DSCP nakeTa AaHHbIX.

Mpodunb orpaHMYEHUA CKOPOCTM YCTAaHAB/AMBAET OrpPaHUYEHMA Ha rPynmny MOTOKOB AaHHbIX U
06beaMHAET HECKONbKO MNOANTUK KOHTpoANA TpaduKa (policy map).
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Mpodunb He MoXKeT BbITb yAaneH, eciv OH UCMNOb3yeTca XoTA 6bl 04HON NOAUTUKOW KOHTpOASA. s
ynpaB/ieHnA NoaoCoi NPONYCKaHUA UCMONb3YETCA aNroOPUTM «KOP3MHbI MapKepoBy». 3agayei anropmuTma
ABNAETCA NMPUHATUE PeLleHUs: nepeaatb NakeT Man oTbpocutb. MapameTpamu anroputTma ABAAKOTCA —
CKOPOCTb NOCTYMN/IeHMA MapKepoB B «Kop3auHy» (CIR) n 06bEm «Kop3uHbI» (CBS).

Kauyecteo obcnyxueanus / Paciwumpentbin pexum / OrpaHuyeHne nonockl NponyckaHus

| | # | s crparsrems | CR | CE | Aeicrnue pe spesavones |

| Yaanuts |[ Ao6asuts |

Ona pobaBneHUs HOBOM 3anMMCU B TabAULy HYXKHO Ha)KaTb KHOMKY «[06aBUTb» U 3aNoNHUTbL
COOTBETCTBYIOLLME NONSA:

CO3JJ,aTI:| OorpaHuynTenb

Mms orpanuyuTens

GiR [3 | (Kuric
Es [3000 | (Bairr)
[JencTene Npr NpeebilLeHHH | MNponyckaTs v ‘

\ CoxpaHntb

— Umsa oepaHu4umensa — nma NpoPpuna orpaHNYeHMA CKOPOCTY;
— CIR — dMKcMpoBaHHaAA CKOPOCTb BXOAALLErO NOTOKa AaHHbIX (3—57982058) Kéut/c;

— CBS — ¢puKcMpoBaHHbIM pasmep «BcnbilWKU» Tpaduka (3000-19173960) baitT;

- ﬂeﬁcmeue rnpu rnpessviwieHuu — AeﬁCTBME, Ha3Ha4YaemMoe NakeTtam, KOTopble NPEBbLICAT YCTaHOB/1EH—
Hbl€ OrpaHN4YeHnA:

=  Omb6pacsbisamb — NakeT byaeT oTOpoLIEeH, Koraa «Kop3nHa» byaeTt onycToleHa;
= U3meHAmMb DSCP — npu onycToleHnn «Kop3unHbI», 3HadeHne DSCP byaeT nepeonpeseneHo;
= [Iponiyckamb — nepecbinaTb NaKeTbl.

HaxkmuTe KHonKy « CoOXpaHUTb» AN NPUMEHEHUS HACTPOEK.

[na yaaneHus 3anucy ns Tabnumubl HyXXHO YCTaHOBUTbL Gar HaNPOTMB 3aaHHOM 3aNnCK U HAXKaTb
KHOMKY «CoXpaHUTb».
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2.8.3.5 YcmaHoska umeH noaumuk QoS

B paspene KauectBo 06cny)KuBaHMA -> PaclumpeHHbi pexkum -> MOAUTUKM 33maeTca ums
nonntukn QoS. Hactpoika nonuTtmkm QOS BbiNoOAHAETcA B pasgene KavectBo o06cny:KuMBaHuA ->
PacwumpeHHbIit pexxum -> MNpuBA3Ka Kputepues Kaaccupukaumum Tapuda K noamtuke.

Kayecteo obcnyxueauuns / PacwupeHHbin pexum / Monutukm

nu HassaHne NonuTHKN

| Yaanuts || QoBasus |

Ons pobasneHnAa HoBOM 3anucu B Tabauvuy HYXXHO HaxaTb KHOMKy «[o06aBuTb», yKasaTb UMA
NoANTUKK QOS M HaXKaTb KHONKY « COXPaHUTLY.

COSﬂﬂTb NONMMWUTHKY

Haseanue NnonnuTHEN

| CoxparmTe

[na yananeHua 3anucy ns Tabnumubl HYXXHO YCTaHOBUTbL dar HaNPOTMB 3aJaHHOM 3aNMCK U HaXKaTb
KHOMKY «Y0anuTb».

2.8.3.6 Hacmpolika npoguneli nonumuk QoS

B pa3nene KauectBo obcnyxuBaHuAa -> PacwimpeHHbid pexkum -> [puBAska Kputepues
Knaccudukauumn tapuda K NOAUTUKE BLIMOJIHAETCA HACTpoiKka npoduneli noavtmk QoS. Mocne
BbIMNO/IHEHUA HACTPOEK NMPodub MOXKHO Ha3HaAUUTL onpeaesieHHOMY MHTepdelicy B pasaene KauvectBo
obcnykuBaHuA - PaclumpeHHblii pexxum -> NpuBA3Ka NOIMTUKK K UHTepdeiicy.

KavectBo obcnyxusanuna | Pacwmupennsii pexum / [Ipusaska kpurepues knaccudukauymum Tpadpuka K nonurmuke

Hazeanune nonuTHen

8 - s s e sy s s | 1 e e ptraren | OB ) kv o oo |

| Yaanurs || JoGaenTe

Ona pobaBneHua HOBOM 3anucM B Tabauuy HY)KHO HaxaTb KHOMKY «[lo6aBWUTb» M 3aMONHWUTL
COOTBETCTBYIOLIME NONSA:
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lpuBA3aTh KPpUTEPHA KNAacCHUKaLMK K NONUTHKE

HaszesaHue noaumuKku — UMA NOAUTUKMK;

— HassaHue Kpumepus KAaccughuKkayuu — NMA 3anncu KpuTepues Knaccudukaumm Tpaduka, Kotopas

6yaeT npuMeHeHa B TeKyllem npooune;

— Jlelicmeue — poONONHUTENbHbIE AENCTBUA ANA KNaccuduKkaumm:

Ucnonb3osamoe enobasnbHyo Hacmpoliky doesepus QoS-napamempam exo0aWux rnakemos
(TeKywee 3Ha4YeHMe: BKAOYEHO) — MCNONb30BaTh AOBEPUTE/bHbIN PEXUM MO YMONYAHUIO;

Bcezda dogepsame QoS-napamempam exo0AWuUx NaKemos — BKAOUYUTb O0BEPUTE/bHbIN
pexum ana KnaccuduKkaumm;

M3meHUMb — yCTaHOBUTb HOBble 3HaYyeHus ana DSCP, Queue, Cos/802.1p;

Hoeoe 3Ha4yeHue — HOBOe 3HauyeHue aTpnbyTa «Set»;

Tun oepaHu4yumena — TUN OTPAHUYUTENA CKOPOCTU:

AzpeauposaHHbIli — npu BblbOpe A[aHHOMO MapameTpa YycTaHaBAMBAEeTCA Npodub
orpaHunyeHus ckopoctu (HasaHue orpaHmumTens);

OO0uHoYHbII — npu BbiIBOpe AAHHOTO MapameTpa MOXHO 33[aTb OrPaHUYEHMA CKOPOCTU
BPY4HYI0, 3anoHMB nona Ingress CoznacosaHHas ckopocms nepedayu (CIR), CoenacosaHHas
senuyuHa ecnoiwku (CBS);

HassaHue oepaHu4yumend — n3 HUCNAAAoLWEro CNMcKa Bbl6paTb CO3,E|,aHHbIVI paHee I'IpOd)VU'Ib orpa—
HUYEHNA CKOPOCTH;

CoenacosaHHaa ckopocmb nepedayu (CIR) — rapaHTMpoBaHHasA nosoca nponyckaHua (3—10485760)

Kéut/c;

CoenacosaHHaA seanuYUHa ecrviwKu (CBS) — pasmep caeprkusatolero nopora (3000-19173960) 6ar;

,ﬂeljcmsue npu nepenosiHeHUU — AEVICTBMG, Ha3Ha4Yaemoe nakeTtam, KOTOpble MPEBbLICAT
YCTaHOB/IEHHbIE OFPaHN4YEHNA CKOPOCTU:

Omb6pacsieams — oT6packiBaTb NaKeTbl;

UzmeHamo DCSP — w3meHuTb Kog, DSCP B cooTtseTcTBMM c Tabnumuent QoS - Advances
Mode-> DSCP Mapping;

HponyCKamb — nepecbiNnaTtb NaKeTbl.

Ha)kmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEK.

[na yaaneHus sanucy us Tabanubl ycTaHOBMTE daar HaNpPoTUB 3a4aHHOM 3aMNCK U HAXKMUTE KHOMKY
«Yganutb». na peaakTMpoBaHMA 3aNMCK HaXKMUTE KHOMKY «PeakTnpoBatb».
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2.8.3.7 HasHaveHue nonumuxu QoS uHmepgelicy

B pasgene KauectBo obcny:kuBaHua -> PaclimpeHHblii pexxum -» [puBA3KA NOAUTUKK K
UHTepdeNcy BbINOHAETCA Ha3HaYeHMe nNoanTMKkK QoS onpeaeneHHomy UHTepdelicy.

KauyectBo obcnyxuBanmns / PacwuperHbin pexxum / [puBaska nonuTrkn K uHTepgency

I [ # | moroppeic | Hassame sorernc ||

Ynanute || [Jobaeute

Onsa pobaBneHMAa HOBOWM 3anmMcK B TabaMLy HYXXHO HaxaTb KHOMKY «[lo6aBuTb» M 3anoSHUTb
COOTBETCTBYIOLIME NONA:

MpueAska NONKTHEKW K uHTepdency

MuTepdenc @®Port gi1/0i1 w| (OLAG v

Hasearue NonuTHEM [ Sp-4 +

— WHmepgpelic — nHtepdeiic, AN KOTOPOro BbINMOIHAKTCA HACTPOMKM:
= [lopm — Homep nHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= |AG — Homep rpynnbl LAG, (1-48);
— HaseaHue noauMuKu — UMA NOIUTUKK, KOTOPAA Ha3HaYaeTca JaHHOMY UHTepdelicy.
HaxkmuTe KHOMKy «COXpaHUTb» 1A NPUMEHEHUA HacTPOoeK.

Ana ypanenua sanucu ums Ta6I'IMLI,bI HYXXHO YCTaHOBUTb d)nar HanpoTus 3ap,aHHOl\;1 3aNCUN N HaXaTb
KHOMNKY «Yaanntb». Jna pefakTMPOBaHUA 3aNUCU HAXXMUTE KHOMKY «PefaktnposaTtby.

2.9 YpaneHHblA MOHUTOPUHT cocToAHUA ceTn RMON

B pasaene Cratuctuka RMON ans aaMUHUCTPaTOpa CeTU NpeaoCcTaBAseTCcA YaaAeHHbI MOHUTOPUHT
(RMON) cocTosHuA ceTu.

MpoTokon moHutopuHra cetu (RMON) ABnsetca pacwwupeHnem npoTtokona SNMP, nossonssa
npenocTaBuTb 6onee LNMPOKME BO3MOXKHOCTM KOHTpons ceteBoro Tpaduka. Otamune RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoit MHGopMauunm — paHHble cobupaemble RMON B nepsyto ouvepenb
XapaKTepusylT Tpaduk mexay ysnamm cetn. WHPopmauma, cobpaHHas areHTom, nepepaercs B
NPUIOXKEHUe yNpaB/ieHNA CeTbIO.

CraHaapt RMON npeaycmaTpuBaeT YeTbipe rpynnbl MOHUTOPUHIA: CTAaTUCTUKA, XKYPHaA, CUrHab
Tpesoru u cobbitTua.
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2.9.1 [Ipocmomp cmamucmuku RMON

B pasgene Cratuctuka RMON - MpocmoTp CTaTUCTUKKU OTOOPaXKaloTCA TEKYLLMEe HaKoMAeHHble

CTaTUCTNYECKME aHHbIE O XapPaKTEPUCTUKAX NAKETOB, KO/ZInyecTee KONNU3UNA.

Cratuctuka RMON / [pocmoTp cTatuCTHKKM

WrTepdeic ® nopr[giton v | LAG

YacToTa ofHosnenua | He oSHoenATs W |

MpuHsTO BanT (OKTETOE)

MprHATO NaKeToE

MPUHSTO LWKPOKOEELUATENBHBIX NAKETOE
MPpUHATO MHOrC3aapecHbIX NakeTos
OwnboK BEbIPaBHUBAHUS W KOHTPONBLHOW CYMMbI
HegonycTUMO ManeHbkKX NakeTos
HegonycTtumo SonblKnx nakeToe
HenonHomepHbIX NakeToe

MakeToe H3dOwITONHOrO pasmepa

MakeToB ¢ KOHMNMKTaMM

MakeToe pasmepom 64 Santa

MakeToe pasmepom ot 65 go 127 Gant
MakeToe pasmepom ot 128 go 255 Gant
MakeTos pasmepom ot 256 go 511 Gant
MaxeToB pasMmepom oT 512 go 1023 Sant
MakeToe pasmepom ot 1024 go 1632 Sawnr

o 0O 0O 0O 0O 0 0 0 OO0 0 00O oo

— UWHmepdgpelic — nHTepdelic, oA KOTOPOro OTOOPArKAeTCA CTAaTUCTUKA:

= [lopm — Homep uHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= |AG — Homep rpynnbl LAG, (1-48);

— Yacmoma obHosneHUs — nepuog 06HOBNEHUA CTAaTUCTUKM:

154

= 15 ceKk — Kaxable 15 ceKyHa;
= 30 cexk — Kaxable 30 ceKyHg;
= 60 cexk — Kaxable 60 ceKyHa;

=  He 06HOB819Mb — HEe 0BHOBANAETCA;

MpuHamo 6alim (okmemos) — KonuyecTBo 6alT AaHHbIX (BKAYasAs 6aiTbl NAOXMX MaKeToB),
NPUHATBIX U3 ceTh (MCKtovan pperimoBsble BUTbI, HO BKAOYAA BUTbl KOHTPO/IbHON CyMMbI);

npUHﬂmO rnakemoe — o6|.u,ee YNCNI0 NONTYHEHHDbIX NMaKeToOB (BKI'IIO‘-IaFl OLIJM60‘-IHbIe);

MpUHAMO WUPOKOBEUW,aMeEsbHbLIX TAKEeMO08 — KONNYECTBO NPUHATHLIX LWMPOKOBELLATe/IbHbIX NaKeToB
(TONbKO KOppeKTHble NaKeThbl);

[MpUHAMO MHO020a0pPEeCHbIX NAKemMo8 — KOJIMYECTBO MPUHATBIX MHOr0aApecHbIX NakeToB (TO/bKO
KOPPEKTHble NaKeTbl);
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OwuboK 8bIPABHUBAHUA U KOHMPOsbHOU CYMMbl — KONMYECTBO MPUHATbIX NaKeToB AJIMHOM OT 64 a0
1518 6ailT BKAKOUUTE/IBHO, MMEIOLNX HEBEPHYIO KOHTPO/IbHYIO CyMMy NMBO C uenbim ynciom 6ant
(oWwmnBKM npoBEPKN KOHTPONbHOM cymmbl — FCS), nmbo c Heuenbim 4ucnom 6aiT (owMbKM
BblpaBHMBaHMA — Alignment);

Hedonycmumo MasneHbKUX MaKkemoe — KOAMYECTBO MPUHATbIX NaKeToB A/IMHOM MeHblue 64 6aiT
(nckntouan pperimoBble GUTbI, HO BKAOYAA BUTbI KOHTPOILHOM CYMMbI), HO B OCTa/IbHOM NpPaBUIbHO
cPOPMMUPOBAHHBIX;

Hedonycmumo 60nbwiux nakemoe — KONMYECTBO NMPUHATbIX NaKeToB A/MHOM 6onbwe 1518 6aut
(nckntouan pperimoBble GUTbI, HO BKAOYAA BUTbI KOHTPO/ILHOM CYMMbI), HO B OCTa/IbHOM NpPaBUIbHO
cPOPMMUPOBAHHBIX;

HenosnHomepHbIX Nakemog — KONMYECTBO MPUHATbLIX NAKeToB ANMHOW meHble 64 6aiT (McKatouyan
¢dpelimoBble 6UTbI, HO BKAOYAA OGUTbI KOHTPOJbHOW CYMMbl), UMEIOLWMX HEBEPHYIO KOHTPOJIbHYIO
cymMmMy n1bo ¢ uenbim unciom 6aiT (oWMBKM NpoBEPKMN KOHTPOAbHOM cymMbl — FCS), 1nbo ¢ Heuenbim
yncnom 6anT (oWMBKM BbipaBHMBaHUA — Alignment);

lMakemos u366IMO4YHO20 pa3mMepa — KOJINYECTBO MPUHATLIX MAKeToB AJIMHOM bosblie 1518 6aunt
(ncknouan ¢dpelimosble H6UTbI, HO BK/AOYAA OUTbI KOHTPONIbHOM CYMMbI), MMEIOWMX HEBEPHYIO
KOHTPO/IbHYIO CyMMY MB0 C LenbiM Yucnom 6aiT (OWMBKM NPOBEPKN KOHTPOAbHOW cymmbl — FCS),
6o ¢ HeuenbiM YNcnom 6anT (oWMBKM BbipaBHMBaHUA — Alignment);

Makemos ¢ KOHPAUKMAMU — OLEHKa KOAMYECcTBa KoNNu3uii Ha gaHHom Ethernet cermenTe;

Makemos pazmepom 64 6alima — KONUYECTBO NPUHATLIX NAaKeTOB (BKAKOYAA NA0OXUe NakeTbl) AMHOM
64 6aiiTa (McKaovan Gppelimosblie GBUTbI, HO BKAOYasA BUTbl KOHTPOIbHOW CyMMbl);

lMakemos pazmepom om 65 0o 127 6alim — KOANYECTBO NPUHATbLIX NAKETOB (BK/IOYan NJOXME NAKeTbI)
ANVMHON OoT 65 go 127 6alT BKAWOUMTENbHO (MCKAloYas ¢peimoBble BUTbl, HO BKAOYas 6UTbI
KOHTPO/IbHOM CyMMbl);

lMakemos pasmepom om 128 do 255 b6alim — KONMYECTBO MPUHATLIX NAKETOB (BKAKOYas naoxue
nakeTbl) 4AnHOM oT 128 o 255 6aiiT BKAOUNTENLHO (MCKNtoYaa dpelimoBble 6UTbl, HO BKAOYAA 6UTbI
KOHTPO/IbHOM CyMMbl);

Makemos pasmepom om 256 0o 511 6alim — KONUYECTBO NMPUHATbLIX MAKeTOB (BK/Alo4aa njoxue
naKeTbl) gnHOM oT 256 A0 511 6aiT BKAOUUTENbHO (MCKAoYas ¢pelimoBble BUTbI, HO BKAtOYas BUTbI
KOHTPONbHOM CYMMbl);

Makemoe pasmepom om 512 do 1023 6alim — KOAMYECTBO MPUHATLIX NAKeToB (BKAtOYas njaoxue
naKkeTbl) AnmMHolM oT 512 ao 1023 6aiT BKAOUMTENbHO (MCKAOYasa ppelimoBble 6UTbI, HO BKAOUYaA BUTDI
KOHTPONbHOM CYMMbI);

Makemos pasmepom om 1024 do 1632 6alim — KOAMYECTBO NPUHATLIX NAaKeTOB (BKAko4aA naoxue
naketbl) AnuHoi ot 1024 ao 1632 6anT BKAUUTENBHO (MCKAoYaA ppelimoBble BUTbI, HO BKIKOYas
6UTbI KOHTPONIbHOM CyMMbI).
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2.9.2 [Ipocmomp u Hacmpolika x¥cypHana RMON

B paspene Cratuctuka RMON - Uctopua MOXKHO HaCTPOUTb M NOCMOTpPETH XKypHan RMON.

2.9.2.1 Hacmpolika #cypHana RMON

B pasgene Cratuctuka RMON -> Uctopusa - YnpaBaeHue BbiNOIHAETCA HAaCTPOMKa KypHaana RMON:
33[@eTCA KO/IMYECTBO BbIODOPOK, KOTOPOE MOMKET XPAaHUTbCA B JKYpPHaNe, M WHTEPBAN MeXay
nocnenoBaTe/lbHbIMU BbIGOPKaMM.

Cratuctuka RMON / Uctopua | Ynpaenexue

S i |G L <t g oo

Ypanute || JoBasuTe

Ona pobaBneHUs HOBOM 3anMmUCcK B TabauLy HYXKHO Ha)KaTb KHOMKY «[06aBUTb» U 3anoNHUTbL
COOTBETCTBYIOLLME NONSA:

[lobaeuTk 3anuce

Homep sanucu 1

WUHTepdenc .‘ Mopt| gi1/0/1 LAG v
Bnageney |
Konu4ecTBo COXpaHAEMbIX HIMEDEHHH [ |
MNepwroa uimepeHun, cex 1800 |

| Coxparms |

— Homep 3anucu — Homep 3anucu;

— UWHmepdghelic — vHTepdeic, U3 KOTOPOro BblIN NoyYeHbI BbIOOPKHU:
= [lopm — Homep nHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= |AG — Homep rpynnbl LAG, (1-48);

— Bnadeney — ycTpoCTBO MAK NONb30BaTENb, KOTOPbIN 3anpawmneaeTr RMON-uHbopmauuto. Pasmep
nons (0-20) cumBoNOB;

— Kosnuuecmeo coxpaHaembix usmepeHuli — MaKCMMasibHOe KOIMYECTBO BbIBOPOK A/1A XpaHeHUs,
(1-65535). 3Ha4yeHMe No ymonyaHuio 50;

— [lepuod usmepeHuli, cek — VHTEPBaN MeXay nocnenosaTtesibHbiMKU Bbibopkamu, (1-3600) cekyHA.
Mo ymonyaHuto yctaHosneHo 1800 cekyHa.

Ha)kmuTe KHoMKy «COXpaHUTb» AaA NPUMEHEHUA HacTPOoeK.

Ansa yaaneHus 3anucy n3 Tabavubl HY)KHO YCTaHOBUTL Gaar HaNnpPoTUB 3a4aHHOM 3anNuUCK U HaXKaTb
KHOMKY «YZanuTb». 1A pefakTMPOBaHUA 3aMMCKU HaXKaTb KHOMKY «PegakTmpoBsaTtb».
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2.9.2.2 [Ipocmomp xcypHana RMON

B paszene Cratuctuka RMON - Uctopua = NMpocmoTp ocyLiecTBaseTca npocmoTp KypHaaa RMON.

CTaTUCTMYECKME [aHHble COXPaHAITCA B KypHaie 4yepes onpefeneHHble MPOMEKYTKU BpemeHn ans
nocneayloLlLero aHann3a TeHaeHUNM.

Cratuctuka RMON | Mctopma / Mpocmorp

1y

14

Howmep sanucw hd

8nageneu

Npusro Npursto NpuesTo - Hepomycrmmo | HegonycTnmo
e e e

Homep 3anucu — HOMep 3anncK XKypHana;
Briadeney — yCTPOMCTBO UIN NO/b30BaTE /b, KOTOPbIM 3anpawmsaeT RMON-uHpopmaumio;

Homep usmepeHus — HomMep BblIBOPKM, M3 KOTOPOTO BblaN B3ATbI CTaTUCTUYECKME AaHHbIE;

MpuHamo 6ailim (okmemo8) — KONNYECTBO NPUHATLIX 6AT Ha MHTepdeice Cc NocneaHen nepesarpysKku
yCTponcTBa. B gaHHOe uncno BK/OYEHbl nakeTbl ¢ gedekramum u 6antbl FCS, nucknovas dpenmosble
6uThI;

llpuHAMO nakemos — KOAMYECTBO MPUHATbLIX MaKeToB Ha 3aJaHHOM MHTepd)et;ICE c I'IOCI'IELI,HEVI
nepesarpyskum yCTpOVICTBa. B [gaHHOe 4uCNo  BKAKOYEHbI MNakeTbl C p,eq)EKTaMM, NaKeTbl
LLIMpOKOBELLI,aTeanOﬁ n MHoroap,peCHoﬁ PaCCbINIKK;

[MPUHAMO WUPOKOBeW,amesibHbIX MaKemog — KOJIMYECTBO XOPOLUMX LUMPOKOBELLLATENbHbIX MAKeToB,
NPUHATBIX Ha 3a4aHHOM MHTepdelice ¢ nocneaHei nepesarpysku ycTpoWcTBa. B gaHHOe 4Mcio He
BK/IHOUYEHbI NaKeTbl MHOTOAAPECHOW PaCCbIIKY;

lpuHAMO MHO20a0pPecHbIX MAKemo8 — KOJIMYECTBO XOPOLIMX MHOFOAZAPECHbIX NAKETOB, NPUHATLIX Ha
3aZaHHOM MHTepdence ¢ nocnegHen nepesarpy3kn yCTpomncTea;

OwuboK 8bIPABHUBAHUSA U KOHMPOAbHOU CYyMMbl — KONM4YecTBo olwnbok CRC (He BepHas KOHTPO/IbHas
cymma) u Align (He uenoe uncno 6aiT) B NPUHATBLIX NaKeTax Ha 3aA4aHHOM MHTepdeice ¢ nociegHemn
nepesarpysku ycTponcTea;

Hedonycmumo masneHbKUX MaKemog8 — KONMYEeCTBO MPUHATbIX MaKeToB AJ/IMHON meHee 64 6aita
(nckntouan ppelimoBble BUTBI, HO BK/IOYAs BUTbI KOHTPO/IBHON CYMMbI), HO B OCTa/IbHOM MPaBU/IbHO
cbOpPMMPOBAHHbIX;

Hedonycmumo 60abwux NaKemoe — KOAMYECTBO NPUHATbIX NaKeToB AanHoM 6osnee 1518 6aiitos
(Mcknoyan ppeitmoBble BUTLI, HO BKAKOYAA BUTbI KOHTPOJIbHOM CyMMbI), HO B OCTa/lbHOM MPaBU/IbHO
CHOPMMUPOBAHHDIX;

HenosnHoMepHbIX NaKemoe — KOAMYECTBO MPUHATLIX NAKEeTOB A/MHONW MeHee 64 6aiiTa (MCKAwo4as
dpelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOIbHOM CYMMbI), UMEIOLLMX HEBEPHYHO KOHTPOJIbHYIO CyMMY
60 c uenbim Yncnom 6aiT (OWMBKN NPOBEPKN KOHTPOAbHOM cyMmbl — FCS), iM60 € HeLLeNbIM YUCAOM
6anT (oWwKnbKM BbipaBHMBaHUA — Alignment);

lMakemos U36bIMOYHO20 Pa3mepa — KOAMYECTBO MPUHATLIX NakeToB anuHoi 6onee 1518 6aiitos
(Mcknoyan ¢pelimoBble H6UTbI, HO BKAOYAA OWUTbl KOHTPOAbHOW CYMMbI), MMEIOWUX HEBEPHYIO
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KOHTPOJ/IbHYIO CYMMY IMBO C Le/ibiIM YMCAOM 6alT (OWMBKM NPOBEPKMU KOHTPOAbHON cymmbl — FCS),
60 ¢ HeuenbiM Yncnom 6anT (oWNMBKKM BbipaBHMBaHMA — Alignment);

— [lakemoe ¢ KOHGAUKMAaMu — OLEHKa KOAMYecTBa KOA/IM3MIK Ha 3adaHHOM WHTepdeice ¢
nociaezHen nepesarpyskun yCTpomncTea;

— 3aepyska nopma, % — oOUEHKa cpeHeir NpPOMyCKHOM CNocoB6HOCTM PU3MYECKOro YPOBHA Ha

3a4aHHOM WHTepdelice C nocnedHeil nepesarpysku ycTpoicTea. MpPonyckHas CnocobHOCTb
OLeHMBAETCs BE/IMYMHOMN A0 TbICAYHOM NPOLEHTA.

2.9.3 [Ipocmomp u Hacmpolika ycaoeuii pecucmpayuu u 2eHepayuu cobbimulii

B pasgene Cratuctuka RMON -> Co6bITUA MOXHO HacTPOUTb M NMOCMOTPETb YC0BUA PerncTpaumm
W reHepauunm cobbITUiA.

2.9.3.1 Hacmpolika ycaosuli pecucmpayuu u eeHepayuu cobbimuli

B pasgene Cratuctuka RMON - CobbiTMa - YnpaBaeHue BbINOJHAETCA HaCTPOMKa YC/I0BUIN
perncTpauum 1 reHepauum cobbiTui.

Cratuctuka RMON / CobbiTua / YnpaeneHnue

| B | Houep sannce | SNMP-cootmecrso | Ouscase | T | Bpeus cotuerun | Snapene |

Yaanute \ [OobBaeuTs

Homep 3anucu — naeHtndurKkaTop cobbiTus;

SNMP-coobuwecmso — cTpoka coobuiectBa SNMP ana nepecblsiku trap-coobueHnii;

OnucaHue — onucaHue cobbiTus;
— Tun — TMN yBeAOM/IEHUSA, TeHEPUPYEMOrO YCTPOMCTBOM MO 3TOMY COObITUIO:
®* He 3000H — He reHepUpPoBaTb YBELOM/IEHUS;
= 3anuce 8 #ypHase — reHepmpoBaTh 3anuch B Tabauue;
=  OnoseweHue — otcblnatb SNMP trap;
= 3anuce u onoseuwjeHUe — reHepupoBaTb 3anunck B Tabanue n otcblnate SNMP trap;
— Bpems cobbimua — Bpema 1 aata NocnefHero CcreHepMpoBaHHOIO COObITUS;
— Bnadeney — nonb3oBatesb, CO34aBLINIA CODLITHE.

Ona yananeHusa sanucy us 1abamubl yctaHoBuTe GAar HanpoTUB 3a43aHHOM 3aNUCK U HAXKMUTE KHOMKY
«Yaanutb».

Ona  penakTMpoBaHMA  NAapamMeTpoB  HaXMUTe  KHOMKY  «PeaakTmpoBaTb»,  3anosHUTe
COOTBETCTBYIOLLME NOJA U HAXKMUTE KHOMKY « COXPaHUTL» A1 COXPaHEHUA HACTPOEK.
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Ons nobaBneHus 3anucu B TabAULY HaXKMUTE KHOMKY
coobuectso, OnucaHue, Tun, Bnagened;

[obaeuTk 3anuce

Homep zanucu 1

SNMP-coobwecTeo ‘ Default Community ‘

Onncarme | Default Description \

Tun | He sanax v

Bnageney ‘ ‘
| Coxpahwl\

Ha)kmuTe KHOMKy «COXpaHUTb» A/1A NPMMEHEHUA HacTPOoeK.

2.9.3.2 [lpocmomp cobbimuli, cceHepupoB8aHHbIX Ha ycmpolicmee

«[JobaBuTb» 3anosHuTe nons: SNMP-

B paspene Cratuctuka RMON - Cobbitua -> MypHan ocyllecTsaseTca MPoCMOTP cobbITuiA,

CreHepupoBaHHbIX Ha YCTPOIACTBE.

Cratuctuka RMON / Cobbitusa / Kyphan

Coturmue | Houep sanmc & xypnane | Bpen cooumun | Onucanue |

Coboimue — naeHtnduKkatTop cobbitna RMON;

Homep 3anucu 8 #ypHane — HOMep 3anucu;

Bpemsa cobbimus — Bpems, Koraa 6blia co3gaHa 3anuch;

OnucaHue — onucaHue cobbITuA.
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2.9.4 Hacmpolika asapuiiHoli cuzHanuzayuu

160

B pasgene Cratuctuka RMON -> ABapwuiiHble CUrHanbl OCYLLECTBAAETCA HACTPOMKA MOPOroBbIX
3HAYEHMUI CTAaTUCTUYECKMX MOKa3aTenein, Npu npesbleHnn KoTopbix areHT RMON nocblnaet coobueHune
06 aBapuun meHeaKepy.

Cratucruka RMON / AgapuiHbie CHIrHanb!

Bepxnee Curnannpmw Hwxnee e Nopaua
Houep Wnrepdenc Tm NOPOroBOe | APEBLILIEHNN | NOPOroBOe % aBapMUHOIO :;’:,9“’" Bnapeney
—— IHIUEHNT | snavenme nopora 3HaveHme curiana

| Yaanus || No6asuts |

Onsa pobaBneHMa HOBOWM 3anmMcK B TabaMLy HYXXHO HaxaTb KHOMKY «/lo6aBuTb» M 3anoSHUTb
COOTBETCTBYHOLLME NOJIA:

[obaBuTL aBapuMHbLIN CUrHan

Homep sanucu
WuTepdenc

Mwms cyeéTimka

Twn 3Ha%eHnA

Bepxree noporosoe sHadeHne

Cwurian npu npesbilUeHUK nopora

Hw«Hee noporoeoe sHaqeHune

Curran npu nageHnu ypoBHR HICKE NOPOra
Moga4a aeapuHOro cUrHana

WuTepean, (cex)

Bnageney

1
@ nopr[gi10/1 v |OLAG 1 w

| Bcero 6aiT (0kTeToE) - MpUHATO e

\ ADCONKTHOE W |

1100 \

[v]

20 |

v

| Mo BepxHemMy W HICKHEMY NOPOTram v

1100 |

CoxpaHuTb |

Homep 3anucu — Homep 3anucu Alarm;

NHmepgpelic — nHTepdeiic, Ana KoToporo oTobparkaeTca CTaTUCTMKa:

Mopm — Homep nHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);

LAG — Homep rpynnbi LAG, (1-48);

Umsa cuemyuka — vmsa nepemeHHon MIB;

Tun 3HaYyeHUA — MeTo[, 0T6opa YKa3aHHbIX NepeMeHHbIX U noacyeTa 3Ha4yeHUA ONA CPpaBHEHUA C
rpaHnUamMmn:

Jenbma — 3HayYeHue BblIbpaHHOW NepeMeHHON Npu nocieaHem otbope ByaeT BblUTEHO M3
TEKYLLEro 3HaYeHMA 1 pasHMua byaeT cpaBHEHA C rpaHMLaMM (pasHULA MeXAY 3HaYEHUAMM
nepemMeHHOM B KOHLLE M B HaYane KOHTPOJIbHOrO MHTEPBana);
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= Ab6conomHoe — abconoTHoe 3HayeHue BblGpaHHOM nepemeHHOW OyaeT CpaBHEHO C
rpaHuLen Ha KoHLe nccneayemoro MHTepBana;

- BerHee rnopoeoeoe 3Ha4eHue — BoCxogAllan rpaHuLa;

— CueHan npu npessiuieHuUU nopoaa — cnocob yseaoMIeHNA, reHepupyemoro yCTPOMCTBOM B Cay4ae
NpeBbILLIEeHNA BePXHEN rpaHnLbl:

= [OG — reHepupoBaTb 3aNncCb B Tabanue;
=  TRAP — otcbinatb SNMP trap-coobuieHus;

=  Both — reHepupoBaTb 3anuchb B Tabsmue n otcbinate SNMP trap-coobuieHus;

— HuwxHee nopozosoe 3HaYeHUEe — HUCXOAALLAA FPaHNL;

— CueHan npu nadeHuUU ypoBHS HUMe nopoed — cnocob yBeaoMIEHNA, TEHEPUPYEMOTO YCTPOMCTBOM
B C/ly4ae HapyLEeHUsA HUXKHEN rpaHuLbl;

— [lodauya aeapuliHo20 cueHGAd — TNPaBUNO TeHepauun aBapuiiHbIX COBLITUIA ANA NepBOro
KOHTPO/IbHOTO MHTEpBana MyTem CpPaBHEHWA OTO6PaHHOM MepemeHHON ¢ oaHoi, nMbo obenmu
rpaHuLamm:

= [lo sepxHemy nopo2y — reHepupoBaTb eAMHUYHOE aBapuitHoe cobbiTMe Mo BOCXOAALLEN
rpaHuLe, ecim 3HayeHue oTobpaHHON NepemMeHHOW Ha NepBOM KOHTPO/IbHOM MHTepBane
60nble NMb60o paBHO 3TOM rpaHULE;

= [lo HUXHemy ropocy — reHepupoBaTb eAMHUYHOE aBapuitHoe cobbiTMe MO HUCXOAALLEN
rpaHuLe, ecim 3HayeHue oTobpaHHON NepemMeHHOW Ha NepBOM KOHTPO/NIbHOM MHTepBane
MeHblue MMbB0 pPaBHO 3TOM rpaHuULE;

= [lo gepxHeMy U HUMCHeMy Mopo2am —reHepupoBaTb eANHUYHOE aBapUMHOE CobbITMe Mo
BOCXOAALWEN U/UAM HACXOAALLEW rPaHuLIe, eCan 3HadeHne oToBpaHHOW NMepemMeHHOoMN Ha
NMepBOM KOHTPO/bHOM WHTepBane 6onblie AM60 paBHO BOCXOAALLEN rpaHuue, U/wmaum

MeHbLle b0 paBHO HUCXOAALLEN rpaHuLE;

— WHmepsan, (cek) — vHTepBan, B Te4EHME KOTOPOTO AaHHbIE OTOUPAIOTCA U CPAaBHMBAIOTCSA C BEPXHEN
W HUMKHEN FpaHnLLamK, B CEKYHAAX;

— Bnadeney — ycTPOWCTBO WM NONb30BaTE/b, KOTOPbIN ONpeaenseT aBapuitHyo CUTyaLuMio.
Ha)kmuTe KHoMKy «COXpaHUTb» ANA NPUMEHEHNA HaCTPOEeK.

Ansa yaaneHus 3anucy n3 Tabauvubl HY>KHO YCTaHOBUTL GAar HaNnpPoTUB 3a4aHHOM 3anNuUcK U HaxKaTb
KHOMKY «YZanuTb». [nA pefakTMpPoBaHUA 3aMMCKH HaXKaTb KHOMKY «PesakTupoBsaTtb».
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2.9.5 [Mpocmomp cmamucmuKku Ha uHmepdgelice

2.9.5.1 Cmamucmuka rno nosy4eHHoIM/nepedaHHbIM NaKkemam

B pasgene Cratuctuka RMON - Cratuctuka uHtepdeiicos -> [Mpuém-nepegaya MONKHO
NPOCMOTPETb CTAaTUCTUKY NO NOJIYYEHHbIM U NepeaaHHbIM NakeTam Ha 3a4aHHOM MHTepdeiice.

Cratucruka RMON / Cratuctuka nnutepdpencor / [lpuém-nepenaya

WrTepdeiic ® nopr[giton v| O LaG

Yactota oSHoEneHwA | He o0HoBNATE W

CTaTHCTHKa Ha Nnpueme
Bcero GanTt (okTeTos)

OaHoagpecHbX NakeTos
MHoroagpecHsiX NakeTos
LnpokoBeLaTenbHbX NAKETOE

(=]

"I = I - ]

L=

CraTtucTHka Ha nepegave
Bcero SanT (oKTeTOB)

OanoagpecHbix NakeTos
MHoroagpecHsix nakeTos
Livpokogewarenbtbix NakeTos

o o o

[=]

OuyncTUTL BCE CHETUYMEN

— UWHmepdghelic — vHTepdeic, Ana KoTtoporo otobparkaerca CTaTUCTUKA:
= [lopm — Homep uHTepdeiica, (gi0/1—gi0/48, te0/1—te0/4);
= |AG — Homep rpynnbl LAG, (1-48);
— Yacmoma obHosneHua — Bpema 0OHOBNEHUA CTaTUCTUKM Ha HTepdeiice:
= 15 ceKk — Kaxable 15 ceKyHg;
= 30 cexk — Kaxable 30 ceKyHa;
= 60 cexk — Kaxable 60 cekyHa;

=  He 06HO0B819Mb — HEe 0BHOBANAETCA;

Cmamucmuka Ha npué/vle — CTATUCTUKA NO NOJIy4EHHbIM NAKETaM;

Cmamucmuka Ha nepedaqe — CTAaTUCTUKa NO nepeaaHHbIM NaKeTam;

Bcezo 6aiim (okmemos) — obuwee Konnyectso 6alTOB, MOAYYEHHbIX/MPUHATLIX Ha 3a4aHHOM
nHTepodelice;

OO0HoaOpecHbIX MaKemoe — KONMYECTBO unicast-nakeToB, MOAYYEHHbIX/MPUHATLIX Ha 3a4aHHOM
nHTepdelice;

MHo20adpecHbIx Makemos — Konudectso multicast-nakeTos, NoayYeHHbIX/NPUHATLIX Ha 3a4aHHOM
nHTepdelice;

LlupoKkoseuwjamesnbHbIX NAKeMo8 — Koandectso broadcast-nakeToB, Mosy4YeHHbIX/NPUHATLIX Ha
334aHHOM MHTepdelice;

[nsa 06HyNneHWs BCei CTaTUCTUKM HarKMUTE KHOMKY «OUMCTUTD BCE CYETUMKM Y.
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2.9.5.2 Cmamucmuka yposHs Ethernet MAC unmepdgelica

B pasgene Cratuctuka RMON -> Cratuctuka uHtepdeicoB -> OWMOKM BbINONHAETCS MPOCMOTP
CTAaTUCTMKM OWMBOK ANA 3a4aHHOro MHTepdeica.

— WHmepgpelic — nHtepdelic, Ana KOTOpPOro oTobparkaeTca CTaTUCTUKA:
= [lopm — Homep nHTepodeiica, (gi0/1—gi0/48, te0/1—te0/4);
= [AG — Homep rpynnbl LAG, (1—48);
— Yacmoma obHosneHuli — Bpems 06HOBAEHUA CTAaTUCTUKKU Ha UHTepdelice:
= 15 ceKk — Kaxable 15 cekyHg;
= 30 cexk — Kaxable 30 ceKyHa;

= 60 cexk — KaxAable 60 cekyHa;

=  He 06HOB819Mb — HEe 0BHOBANAETCA;

Cratuctuka RMON / Cratuctnka wHTepgencos / Owndku

WxTepdeic ®) Nopt|gild w LAG

YactoTa oSHoBnerua | He oSHoenAT™® W

Owwubox nocnegoBaTensHOCT Npoeepkk kaapa (FCS) 0
OaMHONHBD! KONMKSKI 0
Mo3axKx KonnusKit 0
MakeToe H3OLITONHOMO pasmepa 0
BryTperHux owmbok Ha npuéme 0
MprHaTEX Pause-nakeTos 0
Mepegannsix Pause-nakeTos 0

OUKUCTHTL BCE CUBTUMEKM

Owubok nocnedosamesnibHocMu MposepKu Kadpa (FCS) — KONMYecTBO NPUHATbIX GperimoB C
KO/IMYecTBOM 6aiT, COOTBETCTBYIOIWMM ANMHE, HO He MPOLUEALNX NPOBEPKY KOHTPOJbHOW CyMMbI
(FCS);

—  OOUHO4YHbIX KOAAu3uli — KonnyectBo (PeNMOB, BOBJIEYEHHbIX B E€AUHUYHYIO KOAM3UID, HO
BNOC/NEACTBUMN NepeAaHHbIX YCNeLIHO;

—  T030HUX K0AAU3Uli — KONNYECTBO C/Ty4aes, KOraa Koaamsua 3admnkcMpoBaHa nocsie Toro, Kak B KaHan
CBA3M y¥Ke bblnKn nepeaaHbl nepsble 64 6anT (slotTime) nakera;

—  lakemoe u366IMoO4YHO020 Pasmepa — KOAMYECTBO MPUHATbLIX NAKETOB, pasmep KOTOPbIX MpeBbllaeT
MaKCMMasibHbIN pa3peLleHHbIn pasmep dpenma;

—  BHympeHHux owuboK Ha npuéme — KONM4ecTBo ¢perimoB, KOTOpble He Hbin MPUHATLI YCNELHO U3-
3a BHYTpeHHel oWwmnbKkM npnema Ha yposHe MAC;

—  [lpuHameix Pause-nakemoe — KONMYecTBO NPUHATbIX ynpasastowmnx MAC-ppeimos c Kogom onepa—
unm PAUSE;

—  [lepedaHHbix Pause-nakemos — KO/AMYECTBO NepeaHHbix ynpasasatowmx MAC-¢bpeiimoB ¢ Kogom
onepaumn PAUSE.
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TEXHUYECKAA NOOAEPXKKA

Ona  nonyyeHUs TEXHUYECKOM KOHCynbTauMu Mo BOMPOCamM 3Kcnayataumm obopygoBaHua 00O
«Mpegnpuatmue «I/ITEKC» Bbl MorKeTe 06paTUTbCA B CEPBUCHbBIN LLEHTP KOMMNAHUW:

dopma obpaTHOI cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduumanbHOM caliTe KOMMNaHMM Bbl MOMKETE HalTW TEXHUYECKYH AOKYMEHTAUMI0O U NporpammHoe
obecneuyenune ana npoaykumm 000 «Mpegnpusatne «INITEKC», ob6patnutbca K 6ase 3HaHWI, OCTaBUTb
WHTEPAKTUBHYIO 3aABKY MW MPOKOHCY/NbTUPOBATLCA Y UHXKeHepoB CepBUCHOrO LEHTPa Ha TEXHUYECKOM
dopyme:

OduumanbHbIn caT KomnaHuu: https://eltex-co.ru/

TexHuueckuit popym: https://eltex-co.ru/forum

ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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